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Abstract—Once hardware is manufactured, it becomes im-
mutable, and any design flaws or vulnerabilities are perma-
nent. Therefore, comprehensive testing of hardware designs is
essential before production. However, the increasing complexity
of modern processors makes static analysis and formal veri-
fication increasingly challenging. Fuzzing is a highly effective
technique for detecting software vulnerabilities but adapting it
to hardware presents unique challenges due to the fundamen-
tal differences between software and hardware. However, the
current state-of-the-art in hardware fuzzing still has significant
limitations, particularly in terms of performance, practicality,
and the need for human intervention. To address these issues,
we introduce RLFuzz, a novel hardware fuzzer that employs rein-
forcement learning to explore processors autonomously, achieving
faster and more comprehensive coverage. Reinforcement learning
enables the fuzzer to learn from its interactions with the processor
without requiring labeled data, allowing it to more effectively se-
lect modifications for test cases and target previously unexplored
areas. RLFuzz uses an asynchronous training mechanism that
permits concurrent fuzzing and neural network training. To op-
timize RLFuzz, we performed an extensive evaluation of various
deep Q-learning optimization techniques and hyperparameters.
We then tested the optimized fuzzer on three complex RISC-V
cores—the Rocket core, CVA6, and BOOM—and compared its
performance to a current hardware fuzzer, TheHuzz [20]. Our
results show that RLFuzz achieved up to 1.77% higher coverage,
and on average 2.35 times faster, and demonstrated a maximum
speedup of up to 6.93 times. For branch coverage, the average
speedup was 7.85 times, with a peak speedup of 92.98 times.
Additionally, RLFuzz needed less time to complete 100,000 test
cases and did not require any human intervention.

Index Terms—Fuzzing, Reinforcement learning.

I. INTRODUCTION

Hardware components are the foundation of any computing
system, and the security of a software system is inherently tied
to the security of the underlying hardware. Once the hardware
is manufactured, it becomes immutable, meaning that any
design flaws or vulnerabilities are permanent and cannot be
fixed after production. This immutability poses significant
security risks, especially considering that hardware such as
CPUs typically have a lifespan of five to ten years, depending
on maintenance and usage. Recent discoveries of data-leaking
vulnerabilities such as Downfall [34] and Zenbleed [38] -
similar to the well-known Meltdown and Spectre side-channel
attacks [15] - underscore the critical importance of identifying
bugs and flaws during the hardware design phase. These vul-
nerabilities have affected billions of devices and highlight the

growing challenge of securing today’s increasingly complex
processors.

There are several approaches to detecting hardware vul-
nerabilities. Static code analysis [28] is an examination of
the hardware description code without execution, but without
access to the source code, it is not applicable. Formal verifica-
tion [3] uses mathematical techniques to prove specific hard-
ware behavior. However, the complexity of modern hardware
makes these methods impractical [22]. Fuzzing is an auto-
matic and highly effective technique that is well-established
in software testing and vulnerability detection. It involves
inputting large amounts of both valid and invalid data into
the system and observing its responses to identify unwanted
behavior [4], [20], [40]–[42], [46]. However, adapting fuzzing
techniques from software to hardware is challenging [40].
Unlike software, hardware does not crash, making it difficult
to detect bugs using traditional software fuzzing techniques.
In addition, applying software fuzzers to hardware requires
translating hardware into software models, which is not only
computationally expensive but can also introduce inaccuracies.
To address these challenges, dedicated hardware fuzzers have
been developed, such as DifuzzRTL [17] and TheHuzz [20].
DifuzzRTL uses established hardware simulation tools to sim-
ulate hardware directly, without the need for software models,
and compares the output to a Golden Reference Model (GRM).
The approach uses a coverage metric based on control register
values, which results in only a small number of coverage
points, and therefore the fuzzer often misses security-critical
vulnerabilities [20]. TheHuzz improves on this by using code
coverage metrics, such as branch and condition coverage, to
guide the fuzzer instead. However, a significant drawback
of TheHuzz is its dedicated profiling phase before fuzzing
begins, which requires additional proprietary licenses and
human intervention.

To further advance hardware fuzzing, we present RLFuzz, a
novel hardware fuzzer that uses machine learning, specifically
reinforcement learning (RL) [19], [37], to learn the behavior
of the processor based on its responses to the inputs and
subsequently optimize the test cases. Specifically, RLFuzz
uses deep Q-learning (DQL) [32], which allows autonomous
exploration of the processor through generated inputs and
observed outputs. A dedicated neural network refines the input
generation process based on the coverage achieved by previous



inputs, resulting in faster exploration of previously uncovered
hardware components.

Integrating RL into a hardware fuzzer required overcoming
several challenges:

- The first challenge was aligning reinforcement learning
with the fuzzing process by defining finite and manage-
able state and action spaces. We defined the state as a
single instruction in a test case and the action space as
the set of available mutation operators for that instruction.

- The second challenge was synchronizing the fuzzing
process and the machine learning algorithm to allow them
to operate concurrently without creating performance bot-
tlenecks. RLFuzz implements an asynchronous training
mechanism that allows the fuzzing and training cycles
to run in parallel and efficiently manages data transfer
between them.

- The third challenge was to optimize the input represen-
tation for the neural network to provide enough relevant
information while avoiding excessive features that could
negatively impact performance. Therefore, we explored
three input representation approaches: numerical values,
embeddings, and dimensionality reduction techniques
combined with additional features.

- The final challenge concerns the reward. Specifically,
it was necessary to design a neural network that could
handle feedback for entire test cases at once, and mitigate
both large rewards at the beginning and sparse rewards in
the later stages of the fuzzing run. RLFuzz incorporates
a Seq2Seq [48] architecture to process entire test cases at
once, applies reward clipping to counteract high rewards,
and uses additional reward signals to strategically target
uncovered parts of the processor in later stages of the
fuzzing run.

After designing and implementing RLFuzz, we conducted
an ablation study of various DQL optimization techniques to
optimize its performance. Our main contributions are:

- We introduce RLFuzz, a novel hardware fuzzing ap-
proach that leverages machine learning, specifically DQL,
to learn processor behavior from test case responses and
efficiently select mutations for new inputs.

- We implement an asynchronous training mechanism
for RLFuzz, eliminating the negative impact of neural
network training on fuzzing speed.

- Compared to TheHuzz, RLFuzz requires fewer propri-
etary software licenses and no human intervention.

- We conduct an ablation study of various DQL optimiza-
tions and hyperparameters to optimize RLFuzz.

- We evaluate RLFuzz using three modern RISC-V pro-
cessors: Rocket core [2], CVA6 [56] and BOOM [57],
comparing its performance against TheHuzz [20]. Our
evaluation considers overall coverage, branch coverage,
coverage speed, and the total time required for the entire
process.

- RLFuzz not only achieves up to 1.77% more coverage
but also attains coverage on average 2.35× faster than

the current state-of-the-art , with a maximum speedup
of 6.93×. For branch coverage, the average speedup is
7.85×, with a peak of 92.98×. Additionally, RLFuzz
completed 100,000 test cases faster than TheHuzz with
the same number of licenses and required no human
intervention.

- During the evaluation, we confirmed five bugs in the
CVA6 core. Three of these were also found by The-
Huzz [20], while the other two vulnerabilities were exclu-
sively discovered by HyPFuzz [6] using formal methods.

In summary, this work introduces a novel hardware fuzzer,
RLFuzz, that uses reinforcement learning to optimize the
mutation-selection process to strategically test previously un-
covered parts of the processor. We conduct an ablation study
of DQL optimization techniques to optimize RLFuzz and
then compare it with a state-of-the-art hardware fuzzer, The-
Huzz [20], on three RISC-V processors.

II. BACKGROUND

A. Fuzzing

Fuzzing [25], [29], [43] is a dynamic testing methodology
used to discover vulnerabilities and bugs in software or hard-
ware by inputting large volumes of both valid and invalid
data and observing how the target system responds to the
inputs. In software testing, the primary goal is usually to cause
crashes, as they can reveal potential vulnerabilities. However,
since hardware lacks a clear definition of a crash, a different
approach must be employed to identify issues. State-of-the-art
hardware fuzzing approaches [6], [20], [40], [41] involve com-
paring the output traces of the Design Under Test (DUT) with
those of a golden reference model (GRM), which accurately
simulates the expected behavior for a given set of inputs. If a
mismatch is detected between the traces, it signals a potential
bug. Fuzzing is highly effective in uncovering edge cases and
unanticipated inputs that developers may have overlooked. A
common measure for the success of a fuzzer is the coverage
of the target [33]. It states how many parts of the target were
utilized during the processing of the inputs and is therefore
an indicator of how thoroughly the target was tested. Fuzzing
has evolved significantly from naive approaches that generate
inputs randomly [10] to more sophisticated mutation-based
methods that apply specific mutation operations to modify
inputs [11]. Modern evolutionary fuzzers [11], [13], [26]
further enhance this process by using fitness functions to
evaluate and prioritize inputs and mutations that are likely
to uncover new vulnerabilities. Hongfuzz [13], AFL [11], and
libFuzzer [26] are examples of modern evolutionary software
fuzzers. Machine learning techniques are increasingly being
integrated into fuzzers to enhance their capabilities [43], [54].
These techniques can help with generating better inputs and
optimize the selection of mutation operators. They can also be
used to filter out less promising inputs before they are tested
on the DUT, and can additionally help in analyzing the output
to facilitate the detection of bugs [47].



B. Seq2Seq Models and LSTMs

Sequence to sequence (Seq2Seq) [48] models are a type of
neural network architecture designed to transform one data
sequence into another. They consist of an encoder, which
processes the input sequence and encodes it into a fixed-length
context vector, and a decoder, which takes this vector and
generates the output sequence. Commonly used in tasks like
machine translation, text summarizing, and speech recognition,
Seq2Seq models can handle variable-length input and output
sequences. Seq2Seq models can be built using long short-term
memory (LSTM) [16] networks, an extension of recurrent
neural networks (RNN) [31]. RNNs allow cycles in their
computational graphs, which means they can implement an
internal state, i.e., memory. LSTMs extend this concept by
incorporating memory cells with three gates. The forget gate
allows the cell to forget the previously stored state. The input
state gate allows it to modify the internal state using the current
input, and finally, the output gate creates an output of the cell
by combining both the new internal state and the input. This
structure allows LSTMs to retain and utilize information over
long periods effectively.

C. Deep Q-learning

Reinforcement learning (RL) [19], [37] allows algorithms
to learn from interactions with the environment without re-
lying on labeled data. In RL, an agent receives feedback in
the form of rewards or penalties based on its actions. The
agent’s goal is to develop a strategy that maximizes long-term
rewards. In traditional Q-learning [55], the agent learns an
optimal policy by iteratively updating an action-value function
calculated from a table that lists the expected rewards for each
combination of state and action. However, this approach is not
practical when the state and action spaces are very large. Deep
Q-Learning (DQL) [32] instead approximates the action-value
function using a deep neural network, allowing RL to be used
in large discrete and even continuous state spaces. DQL often
suffers from instability and divergence [7], [49]. To address
these issues and improve its stability and performance, the
following optimizations are commonly applied:
Double DQL uses two separate neural networks to decouple
action selection from value estimation and counter over-
optimistic value estimates
Experience Replay stores past experiences in a replay buffer
and randomly samples them during training to break correla-
tions between consecutive updates.
Mini-batches update the network with multiple experiences
per iteration, providing a more representative sample than
single experiences.
Upsampling reuses individual experiences multiple times dur-
ing training. This gives the network more opportunities to learn
from very significant single experiences.
Reward Management involves modifying rewards to improve
training efficiency, such as reward clipping in environments
with large rewards and using additional feedback signals in
scenarios with sparse rewards.

III. APPROACH

To address the threat of hardware vulnerabilities, we in-
troduce RLFuzz, a novel hardware fuzzing approach that
integrates RL. Specifically, RLFuzz employs a DQL-based
mutation engine that autonomously explores the processor
through the generated inputs and dynamically learns to select
mutations that increase its coverage.

Fig. 1: Overview of RLFuzz

A. RLFuzz’s fuzzing loop

Fig. 1 illustrates the general fuzzing approach of RLFuzz.
The fuzzing process is iterative, with the RLFuzz’s loop con-
sisting of seven steps. In step 1 , a base test case is created,
either from scratch or reused from a previous iteration. Then,
in step 2 , information is extracted to serve as a state for the
RL process. Step 3 further converts this state into an input
vector. In step 4 , the vector is used to perform inference
on the neural network, which approximates an action-value
function to predict actions likely to yield the highest reward
for the given state. In the case of RLFuzz, the state is the test
case’s instructions, the actions are mutation operators, and the
reward is the gain in coverage of the DUT that the test case
achieves. Step 5 then applies the mutation operators selected
by the neural network to the test case. This mutated test case
is subsequently used as the input program for the simulated
DUT in step 6 . Then, in the final step 7 , the output is
analyzed to obtain the archived coverage values, which are
combined and used as the reward for reinforcement learning.

B. Components of RLFuzz

To implement this fuzzing loop, RLFuzz consists of five
components, shown in Fig. 1.
ML Mutation Engine. The task of the mutation engine
is to modify incoming test cases to create new ones. The
mutation engine is responsible for modifying test cases to
generate new ones. This process begins by separating the test
instructions from the configuration instructions required to run
a program on the processor. The extracted test instructions



are sent to the ML agent, which selects a mutation operator
for each instruction. The ML mutation engine then applies
these selected mutations to the test case. It is important to
note that the number of test instructions in a test case remains
fixed throughout this process. RLFuzz’s RL action space
comprises the mutation operators, which were adopted from
TheHuzz [20]. An overview of these operators is provided
in Tab. I. The Mutations M0–M7 modify only the data bits
of instructions, leaving the opcode unchanged, while the
remaining mutations can manipulate both data and opcode
bits, including random bit overwrites, opcode modifications,
instruction deletion, and instruction cloning.

# Name Description
M0 Bitflip 1/1 Flip a single bit
M1 Bitflip 2/1 Flip two adjacent bits
M2 Bitflip 4/1 Flip four adjacent bits
M3 Bitflip 8/8 Flip a single byte
M4 Bitflip 16/8 Flip two adjacent bytes
M5 Arith 8/8 Treat a single byte as an 8-bit integer, +/- value from 0 to 35
M6 Arith 16/8 Treat 2 adjacent bytes as a 16-bit integer, +/- value from 0 to 35
M7 Arith 32/8 Treat 4 adjacent bytes as a 32-bit integer, +/- value from 0 to 35
M8 Random 8 Overwrite a random byte with a random value
M9 Delete Delete the instruction
M10 Clone Clone the instruction
M11 Opcode Overwrite opcode bits

TABLE I: Mutation operators [20]

ML Agent. The ML agent implements the DQL component of
RLFuzz, performing both inference and training of the neural
network simultaneously. Upon receiving test instructions from
the ML mutation engine, the agent converts them into a
suitable input vector, which is subsequently fed into the
network. The neural network then yields mutation for each
instruction. These mutations are sent back to the ML mutation
engine which applies them to the test case. Neural network
training occurs in parallel with the fuzzing process. The ML
agent manages the training data, which are previously executed
test cases, and utilizes the rewards, computed by the ML
feedback engine, to calculate the loss necessary for updating
the network weights. To balance the trade-off between exploit-
ing current knowledge and exploring new options, our ML
agent uses the well-established epsilon greedy strategy [30].
With a probability of ϵ, the agent selects random mutations
instead of performing the forward pass on the neural network.
This approach ensures continuous exploration of new actions.
As learning progresses, ϵ is gradually reduced to favor the
exploitation of the optimal policy.
Neural Network. In the context of DQL, a neural network
learns to approximate an action-value function, which assigns
an expected reward to each possible action for a given state.
In the case of RLFuzz, a state consists of the instructions
of a test case, and actions are mutation operators applied
to them. The reward is the coverage the mutated test case
will achieve. Therefore, the neural network learns to select
mutation operators that maximize coverage. RLFuzz employs
a custom LSTM-based seq2seq network that processes entire
fixed-length test cases as input and outputs a mutation oper-
ator for each instruction. As depicted in Fig. 2, the model
consists of a single LSTM cell with a hidden dimension,
of which the size is determined by a hyperparameter. The

LSTM output is passed through a linear layer, producing a
vector corresponding to the available actions, 12 mutation
operators, and one no-mutation option, resulting in 13 output
channels. The output is normalized using the log softmax
function. The network operates as a seq2seq model, with
loss computation and backpropagation performed only after
processing the complete test case, as the reward signal is based
on the overall coverage achieved by the entire test case.

LSTM ...
...

Output
Layer

Observation
Range

Hidden
Dimension

Action
Range

Fig. 2: Neural Network Structure

Hardware Simulator. The test case is executed by the DUT,
which is simulated using a well-established hardware simula-
tor, e.g., VCS [50] and Verilator [45]. The output execution
traces of the DUT are compared to the expected behavior of a
golden reference model (GRM), and discrepancies are logged
for manual analysis later.

ML Feedback Engine. The feedback engine evaluates the
output from the simulator to determine the coverage achieved
by each test case and calculates the coverage gain. We use the
same coverage metrics as TheHuzz [20]. For calculating the
reward we specifically use the notion of total coverage which
sums up five subtypes of coverage:

• Branch Coverage: Assesses whether both outcomes of
each conditional branch are evaluated.

• Condition Coverage: Tracks if every condition block has
been tested for all possible input values

• FSM Coverage: Examines all possible states and transi-
tions of a 3-bit state register in the finite state machine.

• Toggle Coverage: Tracks the toggling of all flip-flops
between 1, 0, and floating states.

• Line Coverage: Ensures that every line of RTL code is
executed at least once.

Based on the total coverage, the reward for the ML agent
is computed according to our reward strategy, which for
some versions of RLFuzz includes reward clipping and sparse
reward countering. The original instructions, the applied muta-
tions, the resulting mutated instructions, and their correspond-
ing rewards are then stored as training data for the neural
network.



C. Design Considerations

Four key factors must be considered in the design of
RLFuzz’s, which are discussed in the following section.
Consideration I - Finite Space. Deep Q-Learning (DQL)
requires finite and manageable state and action spaces [55].
Large state spaces demand more complex input layers, while
large action spaces inflate the output layer, as each action
requires its own feature. To address this, we define the RL
problem in RLFuzz’s can as a Markov Decision Process
(MDP), represented by the 4-tuple (S,A, Pa, Ra):

• S: The state space, which for RLFuzz represents the CPU
states reaches during execution.

• A: The action space, which in our case are the available
mutation operators

• Pa: The transition probability of moving to a new state
after applying an action

• Ra: The reward for transitioning to a new state, is
measured as the additional coverage achieved.

Since RLFuzz uses DQL, the policy function, π, which
maps states to actions and guides the model to transition to
particular states by selecting specific actions, is modeled by an
ML model. Consideration II - Scheduling. In RLFuzz, the
neural network is simultaneously used for mutation generation
and is trained and optimized based on the environment’s
feedback. Performing these actions sequentially would signif-
icantly slow down the fuzzing process and negate the perfor-
mance benefits of integrating RL. Therefore, RLFuzz employs
an efficient data transfer and synchronization mechanism to
allow the fuzzing process and training to run concurrently. This
mechanism operates as follows: When the DUT has processed
a test case, the resulting sample is written to a buffer. The
training process uses the samples in the buffer to train the
neural network and calculate updated network weights. Before
the fuzzing process performs inference to select mutations, it
checks if new weights are available. If they are, the fuzzing
process updates its working copy of the network. However,
if not, the fuzzing process does not wait and immediately
performs inference using the currently available version of
the network. This ensures that the fuzzing process runs at
maximum speed without delays.
Consideration III - Input Representation. The input repre-
sentation plays a critical role in the performance of neural
networks. On one hand, it must contain enough relevant
information for the network to make accurate predictions.
On the other hand, including too many features, especially
irrelevant ones, can negatively affect the training process due
to the curse of dimensionality [53]. For RLFuzz, the primary
input to the neural network consists of the instructions within
the test cases. We considered and evaluated three different
approaches for input representation: numerical value, embed-
ding, and adding coverage information to the input combined
with dimensionality reduction. The first approach represents
the instructions directly as float64 values, allowing the neural
network to process them without any additional preprocessing
or intermediate layers. The second approach uses embeddings,

a technique widely used in natural language processing, which
maps discrete input tokens to continuous vectors, resulting
in a more compact input representation. Finally, we explored
the possibility of adding the current coverage information of
branching constructs in the processor, i.e., branch coverage,
to the input vector. To address the high dimensionality of
coverage data, we considered two feature extraction strategies:
Principal Component Analysis (PCA) with Singular Value
Decomposition (SVD) and embedding layers. PCA reduces
dimensionality by transforming input data into orthogonal
components ranked by variance and discarding less significant
components. However, our experiments found embedding lay-
ers, a technique widely used in natural language processing, to
be more effective. Embedding layers map discrete categorical
variables to continuous dense vectors. This mapping is learned
during network training. Embedding layers are most effective
when the vocabulary size is small, meaning they handle a
limited number of distinct input tokens. We, therefore, use
TheHuzz’s instruction detection engine [20] to reduce the
vocabulary size to the number of available instructions for
the processor plus one additional token for any unrecognized
instructions.
Consideration IV - Rewards. For RLFuzz, there were several
challenges related to the reward used for the neural network.
Rewards are a core aspect of RL and have a significant impact
on the performance of the network. The first issue is that
DQL necessitates the provision of a reward for each action.
However, given that RLFuzz uses feedback from the simulator
to compute the reward, it is not feasible to assign a reward
to individual mutations; there is only one single reward for
the entire test case. This problem has been addressed by
adopting a seq2seq approach, which performs the backward
pass for an entire test case using a loss calculated from
the corresponding reward. Second, calculating an appropriate
reward based on the coverage of the DUT is challenging
because large portions of the processor are inherently covered,
irrespective of the input instructions. This is due to basic
instructions that are necessary for configuring the processor
after power-up, as well as for initializing registers and com-
ponents, such as the floating-point unit in the processor. As a
result, the network initially receives large rewards regardless
of the chosen mutations. To address the challenges of reward
distribution, the optimized version of RLFuzz employs both
reward clipping and sparse reward counting simultaneously.
To implement reward clipping, we define two thresholds, thus
creating four reward levels: coverage gains above the upper
threshold receive the maximum reward, gains below the upper
threshold are split into medium and low rewards, and no
reward is given if there is no coverage gain. Sparse reward
counting complements this by encouraging the exploration
of uncovered branches. It tracks branch combinations and
awards an additional reward that is combined with the regular
clipped reward. The maximum additional reward is given
for new discoveries and then reduced for previously visited
combinations based on their frequency. These two mechanisms
work together to balance high rewards in the early stages with



sparse rewards in the later stages.

IV. EVALUATION

This section presents a thorough analysis of RLFuzz’s
performance. In Sect. IV-A, we present the results of an
extensive study on various DQL optimizations to fine-tune
and optimize RLFuzz. Next, Sect. IV-B compares the opti-
mized version of RLFuzz against the state-of-the-art hardware
fuzzers, TheHuzz [20] and MABFuzz [12]. Finally, Sect. IV-C
details the analysis of five bugs confirmed by RLFuzz.
Testbed. For our experiments, we used two Ubuntu 20.04.6
LTS servers with different configurations. Server 1 is equipped
with an Intel Xeon Gold 6342 CPU, 251 GiB of RAM, and a
3.71 TiB PERC H755 Front disk. Server 2 has an AMD EPYC
7313 CPU, 95 GiB of RAM, and a 128 GiB disk. Both servers
run identical versions of Chipyard (1.7.1), Spike (1.1.0), and
Synopsys VCS (2021.09). In addition, Server 2 has additional
tools such as fd (7.4.0) and conda (23.7.2) that are not installed
on server 1.
Processors. We evaluate the performance of RLFuzz on three
RISC-V cores: the in-order Rocket [2] and CVA6 [56] cores,
and the out-of-order BOOM [57] core. The Rocket core, devel-
oped at UC Berkeley and implemented in Chisel, is a five-stage
in-order processor that supports the 64-bit RISC-V instruction
set and is optimized for efficient instruction-level parallelism.
The Rocket chip has been successfully manufactured and
Linux was able to boot on silicon prototypes. CVA6, also
known as Ariane, is a six-stage in-order CPU implementing
the 64-bit RISC-V instruction set. It is designed for power
efficiency and full OS support and is capable of running Unix-
like operating systems. The third processor, the Berkeley Out-
of-Order Machine (BOOM), differs from the others in its
out-of-order execution capabilities. Although it conceptually
spans ten stages, it effectively implements them in seven. We
generate the RTL for these cores using Chipyard [52]. To
evaluate the performance of the cores on the test cases, we
use the open-source ISA simulator Spike [39]. While these
RISC-V cores were chosen for their open-source availability,
the techniques used in RLFuzz are not limited to the RISC-V
architecture.
Methodology. The evaluation comprised two phases. First,
an ablation study was conducted to optimize RLFuzz’s con-
figuration, focusing on hyperparameters and DQL enhance-
ments. Each experiment in this phase simulated 50,000 test
cases on the Rocket core. Second, the optimized RLFuzz
was compared against the state-of-the-art hardware fuzzer
TheHuzz [20] across all three processors, using 50,000 test
cases per experiment. Each experiment was repeated three
times for reliability. Additionally, we included results from the
state-of-the-art hardware fuzzer MABFuzz [12] for the Rocket
and BOOM cores and provided a runtime comparison between
TheHuzz and RLFuzz over 100,000 test cases.
ML Hyperparameters. In Sect. IV-A, we explore optimal
hyperparameters and DQL optimizations for RLFuzz. How-
ever, certain hyperparameters remained consistent across all
experiments. Specifically, we used the AdamW optimizer [27],

the Smooth L1 loss function, a learning rate of 0.0001, a
discount factor of 0.99, and the epsilon-greedy strategy to
balance exploration and exploitation.
Metrics. We adopt the coverage metrics from Kande et al. [20]
used for TheHuzz to ensure comparability between our ap-
proach and theirs. As mentioned in Sect. III-B, our primary
metric, total coverage, is a composite measure that integrates
five specific coverage types: branch coverage, condition cov-
erage, FSM coverage, toggle coverage, and line coverage.
In addition to these coverage metrics, we also consider the
time required to complete a fuzzing run, which is critical
in scenarios such as chip design or when using expensive
hardware. We also evaluate the number of test cases required
to achieve a given coverage level. By comparing the test case
requirements of our approach with those of the reference
method, TheHuzz, we can calculate the coverage speedup
achieved by our approach.
Reference Fuzzers. RLFuzz is based on TheHuzz [20] and
most components except the mutation engine shared between
the two fuzzers. Therefore, to directly evaluate the impact
of the RL-based mutation engine, we conduct a comparison
with TheHuzz. However, to demonstrate that RLFuzz remains
competitive with cutting-edge hardware fuzzers, we also com-
pare it to MABFuzz [12], which uses a multi-armed bandit
algorithm to optimize seed selection. Note that RLFuzz and
MABFuzz focus on different aspects of the fuzzing process
and the approaches are complementary and could theoretically
be combined. Since MABFuzz’s results were obtained directly
from its developers, its runtime performance could not be
evaluated, and its results on the CVA6 core were not directly
comparable.

A. Hyperparameter Ablation Study

This section presents the results of experiments with various
DQL optimizations and hyperparameter configurations, identi-
fying the most effective configurations for optimizing RLFuzz.
Double DQL. The first optimization was double DQL,
which employs an additional neural network to mitigate over-
optimistic value estimates. As shown in the first graph of
Fig. 3, this technique consistently achieved higher coverage
after processing 5,000 test cases compared to the version
without it, and therefore it was included in the final approach.
Experience Replay. Another optimization tested was expe-
rience replay, designed to reduce the correlation between
consecutive training data. As depicted in the second graph
of Fig. 3, when used alone, experience replay resulted in
slightly faster early coverage but converged to the same final
coverage as the version without it. However, in experiments
where experience replay was combined with other optimiza-
tions—specifically mini-batches, double DQL, and optimized
reward management, the coverage was significantly enhanced,
justifying its integration into the final approach.
Mini-Batches. For mini-batches, we tested batch sizes of 10,
32, 64, and 128, and compared them to a version that did
not use mini-batching. In the first half of the experiment,
depicted in the third graph of Fig. 3, all versions performed



Fig. 3: Results of the ablation study concerning double DQL, experience replay, mini-batches, and pretraining

Fig. 4: Results of the ablation study concerning reward management, PCA, embedding and additional input layers

very similarly, but in the second half, the versions with batch
sizes of 10 and 64 clearly outperformed the others, achieving
the highest coverage. Consequently, we selected a mini-batch
size of 10 for the final version.
Pre-training. The goal of pre-training is to use knowledge
from previously collected data to allow faster exploration
of new processors. However, this did not manifest itself in
our experiments. We evaluated a pre-trained version of the
network, trained on 150,000 previously simulated test cases,
and the results, presented in Fig. 3, showed that the pre-trained
model consistently underperformed compared to the non-pre-
trained version throughout most of the experiment. As a result,
pre-training was not used in the final implementation.
Reward Management. The fourth graph in Fig. 4 compares
the performance of three reward management strategies: a
baseline version without any reward optimization, reward clip-
ping alone, and an extended reward system that combines re-
ward clipping and sparse reward countering. These techniques
are described in detail in Sect. III. In the early stages of the
experiment, the baseline version without reward optimization
achieved the highest coverage. However, by the end of the
experiment, the extended reward system outperformed both
the baseline and the reward clipping-only approaches, leading
us to adopt the extended reward system in the final version of
RLFuzz.
PCA. As described in Consideration III in Sect. III-C we
considered a version that adds the current branch cover-
age to the input vector and then applies PCA to reduce
its dimensionality. However, as shown in the first graph of
Fig. 4, the PCA-based approach significantly underperformed
compared to the version without PCA, leading us to exclude
the additional branch coverage information and PCA from the
final methodology.
Embedding. We also explored feature reduction using a 32-
dimensional embedding. More details about this version are

provided in Sect. III. The second graph in Fig. 4, compares this
version to one without feature reduction. After approximately
12,000 simulated test cases the version using the embedding
showed significantly higher coverage than the non-embedding
version and it was therefore incorporated into our final ap-
proach.
Additional Linear Input Layers. The basic DQN architecture
includes an LSTM and a linear output layer. We experimented
with an alternative model that added two linear layers in
front of the LSTM. However, as shown in the third graph of
Fig. 4, this version underperformed compared to the simpler
baseline for most of the experiment. The increased complexity
of the additional layers did not provide any benefit and
instead worsened computational efficiency. Therefore, these
extra layers were not included in the final model.
Transformer Encoder. We also experimented with replacing
the LSTM with a transformer encoder with twelve layers and
twelve attention heads. However, as shown in the fourth graph
of Fig. 5, after approximately 30,000 simulated test cases,
the LSTM-based model outperformed the transformer encoder
in terms of coverage. In addition, the complexity of the
transformer encoder significantly increased the computational
resource requirements and training time without providing
significant benefits. As a result, the LSTM was used for the
final version of RLFuzz.
Upsampling. We also experimented with upsampling, a tech-
nique that reuses training data multiple times. We compared
different levels of upsampling, ranging from no upsampling
to using the same data for up to five consecutive training
steps. Throughout the experiment, the performance differences
between the versions were minimal. However, in the end, the
version with no upsampling achieved the highest coverage.
Therefore, upsampling was not included in our final approach.
Number of Instructions. We evaluated the effect of varying
the number of instructions per test case. We compared the



Fig. 5: Results of the ablation study concerning the transformer
encoder, number of instructions, upsampling, and hidden di-
mension size

configuration of TheHuzz [20] 20 instructions per test case, to
versions that used 40, 60, 80, and 100 instructions per test case.
As shown in the left graph of Fig. 5, after 10,000 simulated test
cases, the 20-instructions version showed significantly lower
coverage than all others. In the end, the 80 instructions per test-
case version slightly outperformed the others, so it became the
choice for the final approach.
Hidden Dimension Size. We investigated the effect of differ-
ent hidden layer sizes in the neural network, testing versions
with 10, 32, 64, and 128 dimensions. The right graph of Fig. 5
shows that the 128-dimension version performed the worst,
with a significantly slower coverage gain in the first half of the
experiment. Both the 10-dimension and 64-dimension versions
achieved similar final coverage. However, due to the higher
computational efficiency of a smaller network, we chose a
hidden dimension size of 10 for the final model.

TABLE II: Optimized configuration of RLFuzz

Configuration
DQN LSTM + FC layer
Hidden Dimension FC layer: 10
Input Embedding
Double DQL True
Experience Replay True
Pre-Training False
Mini Batch Size 10
Hidden Dimensions 10
Number of Instructions 80
Reward Clipping + Countering

B. Comparison to the State-of-the-Art

The following section compares the optimized version of
RLFuzz, listed in Tab. II, against the state-of-the-art hardware
fuzzers TheHuzz [20] and MABFuzz [12].
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Fig. 6: Coverage percentage of RLFuzz, MABFuzz, and The-
Huzz on the Rocket core. The left graph depicts total coverage
and the right graph shows branch coverage

On the Rocket core, RLFuzz consistently outperformed
TheHuzz and MABFuzz in total coverage, as shown on the
left of fig. 6. By the end of the experiment, RLFuzz achieved
64.37% total coverage, exceeding TheHuzz’s 64.18% and
MABFuzz UCB’s 64.20%. For branch coverage, shown on the
right of fig. 6, RLFuzz significantly outperformed TheHuzz
and MABFuzz UCB but fell short of MABFuzz EXP3 by
0.03%. RLFuzz achieved an average total coverage speedup
of 1.18× over TheHuzz, with a peak of 1.5×. For branch
coverage, it achieved an average speedup of 16.25× with a
peak of 92.98× over TheHuzz.
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Fig. 7: Coverage percentage of RLFuzz and TheHuzz on
CVA6. The left graph depicts total coverage and the right
graph shows branch coverage

Unfortunately, the MABFuzz results available to us for
CVA6 were obtained under a setup significantly different
from the one used for TheHuzz and RLFuzz, with a dif-
ferent number of total achievable coverage points, making
a comparison infeasible. As shown on the left of Fig. 7,
RLFuzz quickly surpassed TheHuzz in total coverage from
the start and maintained a significant lead throughout the
experiment. For branch coverage, depicted on the right of
Fig. 7, RLFuzz consistently outperformed TheHuzz. Specif-
ically, RLFuzz achieved 58.35% total coverage compared to
TheHuzz’s 57.09%, reflecting an overall coverage speedup of
2.98x to 6.93x and a branch coverage speedup of 1.74x to 8x.

The BOOM core, which supports out-of-order execu-
tion, exhibited significant performance differences between
RLFuzz, MABFuzz, and TheHuzz. As shown on the left of
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Fig. 8: Coverage percentage RLFuzz, MABFuzz, and TheHuzz
on the BOOM core. The left graph depicts total coverage and
the right graph shows branch coverage

fig. 8, RLFuzz achieved a steeper total coverage slope in
the early stages and maintained consistently higher coverage
throughout the experiment, ultimately reaching 58.02% cover-
age compared to TheHuzz’s 57.60% and MABFuzz’s 57.93%
(for EXP3). For branch coverage, shown on the right of fig. 8,
the early advantage of RLFuzz was even more pronounced.
Compared to TheHuzz, RLFuzz achieved a total coverage
speedup of 2.9x on average, peaking at 4.53x, and a branch
coverage speedup averaging 5.58x with a maximum of 17.05x.

Fig. 9: Speed comparison between RLFuzz and Thehuzz on
100,000 test cases

Finally, Fig. 9 showcases the results of runtime comparison
between RLFuzz and TheHuzz on the Rocket core. Unlike
TheHuzz [20], RLFuzz does not require a profiling phase,
or any similar pertaining or data preparation phases, and
therefore it was able to complete the 100,000 test cases 12
minutes faster, despite using more instructions per test case.
It is important to note that TheHuzz also requires human
interaction at the end of its profiling run, which is not included
in Fig. 9. While RLFuzz takes more time per test case due to
the higher number of instructions, the lack of a profiling phase
and the ability to achieve more and faster coverage make this
drawback negligible. Up to 100,000 test cases, RLFuzz is the
overall speedier approach. In conclusion, the experiments on
three RISC-V cores have consistently shown that RLFuzz not
only matches TheHuzz in terms of coverage and efficiency but
often significantly outperforms it. The DQL techniques used
by RLFuzz offer a significant advantage in hardware fuzzing.

C. Bugs

We compared the output of the CVA6 core with the GRM
to identify potential bugs. In total, we uncovered five bugs,
three of which (B1, B2, B3) had already been identified by
TheHuzz [20].
Bug B1: The first bug involves exception handling in the
CVA6 processor, where an illegal instruction exception is
sometimes raised instead of a load access fault or instruction
access fault exception. Kande et al. [20] traced this issue
to the instruction queue of the core. This bug can cause
undefined behavior or memory corruption in operating systems
that depend on correct exception handling and is therefore
classified as a memory and storage issue (CWE-1202).
Bug B2: The second bug concerns the FENCE.I instruction,
which in some cases threw an illegal instruction exception in
the CVA6 core, even though the GRM executed it without any
problems. This bug occurs because the CVA6 core incorrectly
expects certain fields to be zero, which should be ignored
according to the RISC-V specification. Since FENCE.I ensures
cache coherency, this bug could result in cache coherency
violations and subsequent data inconsistencies. The issue is
therefore classified as a specification violation (CWE-440).
Bug B3: The third bug involves the handling of unknown
instructions. While the GRM correctly raises an illegal instruc-
tion exception immediately, the CVA6 core sometimes delays
raising this exception and continues executing the unknown
instructions. This behavior indicates that the CVA6 core may
inadvertently execute certain unknown instructions, and is
therefore classified as an undocumented feature vulnerability
(CWE-1242).
Bug B4: The fourth bug identified by RLFuzz is located in the
read logic of the CSR module, specifically related to access to
the hardware performance counters (HPCs). The CVA6 core
incorrectly allows reads from non-existent HPCs, causing the
processor to return undefined values. This issue, previously
identified by Chen et al. [6], can cause undesired behavior
during synthesis and potentially compromise the functionality
of the HPCs (CWE-1281). In addition, this vulnerability
allows invalid memory access (CWE-125) and is therefore
documented as CVE-2022-33021. Unlike the previous bugs,
TheHuzz [20] did not discover this issue.
Bug B5: The final bug discovered by RLFuzz affects the CVA6
processor’s memory controller. The CVA6 core incorrectly
executes load and save instructions with addresses outside the
valid range, while the GRM correctly throws load and save
access error exceptions. This vulnerability, previously reported
by Chen et al. [6], is significant because operating systems rely
on such exceptions to prevent unauthorized access to isolated
memory areas. Without these safeguards, an attacker could
exploit this flaw to read (CWE-125) or write (CWE-1252)
beyond the intended memory boundaries. This bug was not
discovered by TheHuzz [20].

V. RELATED WORK

This section provides an overview of the related literature.
First, Sect. V-A presents work that utilized ML techniques



in the context of software fuzzing. Then Sect. V-B discusses
several dedicated hardware fuzzers.

A. Machine Learning Guided Fuzzing.

Numerous works have integrated ML techniques into
fuzzing. A survey by Wang et al. [54] identifies five general
approaches where ML can be applied in the fuzzing process:
seed file generation, test case generation, test case filtering,
mutation operator selection, and exploitability analysis. For
seed file generation, Cheng et al. [8] presented a method
that uses a machine learning framework to optimize seed
inputs for an AFL-based fuzzer, specialized for programs that
take PDF files as input. In the realm of test case generation,
She et al. [44] introduced NEUZZ, a technique that defines
fuzzing as an optimization problem with the goal of maximiz-
ing the number of vulnerabilities found within a given time
frame. NEUZZ employs a program smoothing technique based
on neural networks to predict the control flow of the target
program for a given input. The following work belongs to the
third category identified by Wang et al. [54]: test case filtering.
Drozd et al. [9] proposed FuzzerGym, a libFuzzer-based
approach that uses RL to optimize the selection of mutation
operators. They connected program monitors of the LLVM
Sanitizer to a DNN to learn mutation selection strategies
directly from the input data, aiming to maximize the number
of unique lines covered. Karamcheti et al. [21] also used RL
for mutation operator selection, modeling it as a multi-armed
bandit problem. Each arm corresponds to a single mutation
operator, and they used Thompson sampling [1] to learn an
efficient mutation operator distribution. Boettinger et al. [5]
experimented with RL to improve the fuzzing process, for-
malizing the problem using Markov decision processes and
optimizing rewards based on the runtime properties of the
tested program. Jauernig et al. [18] proposed an evolution-
based mutation scheduling approach. This method approxi-
mates the ideal probability distribution of mutation operators
by optimizing the individual probabilities of selecting specific
operators based on feedback from the fuzzer. While these
works have effectively used ML, and some even RL, in their
methodologies, none have specifically addressed vulnerability
detection in hardware, which presents a unique set of chal-
lenges.

B. Fuzzing-Based Hardware Testing.

Fuzzing in the hardware domain is typically used in two pri-
mary contexts: hardware design verification and vulnerability
detection. The former focuses on optimizing hardware verifi-
cation processes, while the latter aims at uncovering security
flaws. However, ML techniques are underexplored in either
category. For hardware design verification, Herdt et al. [14] use
state-of-the-art fuzzing techniques to generate test cases for a
RISC-V simulator. Trippel et al. [51] use existing software
fuzzers to identify hardware inefficiencies by translating the
hardware design into a software model. Laeufer et al. [23]
present RFUZZ, a coverage-directed fuzzing approach for
register transfer level (RTL) circuits. Regarding vulnerability

detection, Kande et al. [20] present TheHuzz, which inter-
acts directly with simulated hardware designs by generating
and injecting inputs and comparing the resulting trace in-
formation with a GRM. This fuzzer served as the basis for
RLFuzz, but unlike RLFuzz, it does not use ML techniques.
Chen et al. [6] introduced HyPFuzz, an extension of TheHuzz
that incorporates formal verification to increase coverage and
speed. Muduli et al. [36] transformed hardware designs into
software models for fuzzing, introducing a new logic for
specifying system-level security properties. Hur et al. [17]
present DifuzzRTL, an RTL fuzzer designed to detect vul-
nerabilities in CPUs using a unique coverage metric based
on control registers and state transitions. Solt et al. [46]
introduced Cascade, a CPU fuzzer that uses asymmetric
ISA presimulation, a technique that entangles control flow
with data flow, to generate test cases that result in non-
termination if a bug is triggered in the target CPU, thereby
improving effective bug detection. Le et al. [24] focuses on
detecting Trojans in high-level synthesis designs rather than
RTLs. RLFuzz fundamentally differs from the aforementioned
methods, as none of them use ML techniques, specifically
RL, in their approaches. However, recently some RL-based
hardware fuzzing approaches have been considered in related
literature. MABFuzz, presented by Gohil et al. et al. [12]
employs multi-armed bandit algorithms to optimize the seed
selection of a fuzzer. However, MABFuzz is orthogonal to
RLFuzz, as it utilizes a simpler RL mechanism and focuses
on a different part of the fuzzing pipeline. Specifically, RLFuzz
optimizes the mutation process itself, while MABFuzz targets
the efficiency of the inputs to that mutation process. Mon-
dol et al. [35] proposed RL-TPG, a framework that combines
RL with traditional verification methods to generate intelligent
test patterns aimed at detecting hardware vulnerabilities in
RTL designs of hardware intellectual properties (IP). Unlike
RLFuzz, RL-TPG employs model-free reinforcement learning
methods, specifically using two variants: Advantage actor-
critic and proximal policy optimization. Furthermore, RL-TPG
does not target CPUs, focusing on hardware IPs, whereas
RLFuzz is specifically designed for CPU fuzzing with a DQL-
based mutation engine.

VI. CONCLUSION

To overcome limitations of existing hardware fuzzers, we
introduce RLFuzz, a novel hardware fuzzer leveraging rein-
forcement learning (RL) for autonomous, strategic mutation
selection, enabling faster and broader processor coverage.
RLFuzz directly learns from interactions with the processor
to efficiently target untested areas without human intervention.
We fine-tuned RLFuzz using various DQL optimization tech-
niques and evaluated it on three RISC-V processors: Rocket
Core, CVA6, and BOOM. RLFuzz surpassed TheHuzz [20],
achieving up to 1.77% higher total coverage and reaching
coverage 2.35× faster on average (peak 6.93×). For branch
coverage, it achieved an average speedup of 7.85×, peaking at
92.98×, processing 100,000 test cases faster than TheHuzz.
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