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Abstract

Federated Learning (FL) enables collaborative machine
learning across decentralized clients without sharing raw
data, which offers enhanced privacy and improved perfor-
mance. However, FL is vulnerable to poisoning attacks,
compromising model integrity through both untargeted per-
formance degradation and targeted backdoor attacks. De-
tecting backdoors in FL is challenging due to their stealthy
nature and variability in local datasets. Existing defenses
struggle against adaptive adversaries and distinguishing be-
tween poisoning and genuine dataset anomalies. This paper
introduces the Siamese Backdoor Inspector (Sibai), a novel
meta-classifier-based poisoning defense for FL. Leveraging
the staple few-shot learning technique of Siamese networks,
Sibai effectively detects malicious contributions in various
scenarios, including settings with strong variations between
clients’ datasets and encounters with adaptive adversaries.
Sibai achieves high detection rates, prevents backdoors, min-
imizes performance impact, and outperforms eight recent
defenses regarding F1 score, poisoning prevention, and con-
sistency across complex scenarios.

1. Introduction
Federated Learning (FL) [59] enables collaborative deep
neural network (DNN) training across decentralized clients
by sharing model updates instead of raw data, preserving
privacy. While FL offers significant benefits, it is suscepti-
ble to poisoning attacks by untrustworthy or compromised
clients who manipulate training data, labels, hyperparam-
eters, or model parameters. These attacks can be untar-
geted [15, 31, 55, 57], degrading global model performance,
or targeted [2–4, 11, 18, 19, 33, 40, 42, 45, 52, 54, 56], in-
troducing backdoors that misclassify inputs with specific
triggers while maintaining normal performance otherwise.
Backdoors are particularly dangerous due to their stealth and
severe risks in security-critical applications like autonomous
vehicles [32, 41, 62]. FL poisoning defenses include in-

fluence reduction (IR) [1, 3, 39, 50], robust aggregation
(RA) [36, 61], and the more common detection and filtering
(DF) [5, 8, 17, 27, 43, 47, 48, 63], which excludes poisoned
models before aggregation. Although IR and RA can lever-
age information from all local models, their methods, such
as noising and clipping, often degrade benign performance
when applied broadly.
Challenges. Most DF-based defenses rely on predefined
metrics to detect poisoning, but this approach faces two
key challenges. First, adaptive adversaries can tailor poi-
soned models to evade detection by appearing normal within
these metrics [27, 29]. Expanding the metric sets [27] par-
tially addresses this, but still relies on rigid criteria which
are vulnerable to adaptation. Second, the natural diversity
of non-identically and independently distributed (non-i.i.d.)
datasets in real-world scenarios makes distinguishing poi-
soned models from those reflecting unusual data distributions
difficult.
Meta-Classifiers. This paper introduces a dynamic meta-
classifier approach to FL poisoning defense, which avoids
rigid metrics and instead learns to differentiate malicious
directly from observing local models. Recent methods [9,
21, 22, 25, 58] show that meta-classifiers can effectively
detect poisoned models in an offline scenario. However,
applying this to FL poses challenges: training requires a
diverse set of so-called shadow models, including both be-
nign and poisoned models, and existing methods depend on
time-consuming preprocessing.
Contributions. To tackle the aforementioned challenges,
this paper introduces the Siamese Backdoor Inspector
(Sibai), a novel meta-classifier-based poisoning detection
method specifically tailored to function as a DF-based de-
fense for FL. Sibai is based on the staple few-shot learning
technique of Siamese networks. Our contributions can be
summarized as follows:

• Sibai is the first application of a meta-classifier in DF-
based poisoning defenses for FL. Unlike conventional
approaches that are reliant on predefined fixed metrics for
detection, Sibai dynamically learns the criteria to distin-



guish between benign and malicious local models. Using
a dynamic approach based on ML, Sibai poses a challenge
for sophisticated attackers that try to adapt to predefined
metrics, as it utilizes a diverse set of learned, complex
model characteristics for its decision-making.

• We utilize Siamese Networks in the context of a poisoning
detection meta-classifier. These networks are designed to
compare and find dissimilarities between two inputs, in
the case of Sibai DNN models.

• Sibai operates directly on flattened DNN representations
using a novel layer-wise dimensionality reduction pipeline,
using Principal Component Analysis (PCA) enhanced with
engineered features. This feature-rich approach improves
Sibai’s ability to learn complex criteria, enhancing robust-
ness against adaptation. Additionally, it enables Sibai to
efficiently inspect all local models in a federation without
requiring extensive time-consuming preprocessing steps.

• We extensively evaluate Sibai in various FL scenarios
against five different poisoning attacks, assessing its ef-
fectiveness against stealthy and adaptive attackers and in
scenarios with non-i.i.d. data. To conduct our evaluation,
we created a substantial dataset of shadow models, includ-
ing 5720 benign and 4145 malicious models. Sibai consis-
tently achieves high detection rates across all tested sce-
narios without notable degradation of the global model’s
performance. Notably, Sibai successfully prevents the
establishment of effective backdoors in all experiments,
and outperforms the eight existing FL poisoning defenses,
demonstrating higher F1 scores and consistently maintain-
ing the lowest backdoor accuracy across all experiments.

In summary, Sibai introduces a robust ML-based FL poi-
soning defense to effectively address adaptive adversaries
and non-i.i.d. scenarios.

2. Background

This section introduces concepts relevant to this paper.

Federated Learning FL [26, 36, 59] enables collaborative
ML by training on local data while preserving privacy. In
each round, the server sends the global model to selected
clients, who train it locally and return updates. The server
aggregates updates, often using FedAVG [36], a weighted
average with a global learning rate δ. The algorithm is
explained in more detail in Appendix A.

IID vs. non-IID Data Distributions ML models capture
the characteristics of their datasets, emphasizing patterns in
the training data. In an ideal identically and independently
distributed (IID) scenario, all clients have similar data dis-
tributions, making outlier detection an effective strategy to
detect poisoning. However, the real world rarely resembles
those conditions; instead, clients usually exhibit non-i.i.d.
data distributions which complicate the distinction between
anomalies and poisoning. For classification tasks, ’1-class

non-i.i.d.’ describes datasets dominated by a single label,
with the disproportionality degree regulated by a parame-
ter q ∈ [0, 1]. Inter-client non-i.i.d. [27] however, is even
more complex and allows arbitrary and disjoint distributions,
which resemble real-world conditions.
Poisoning Attacks Poisoning attacks [51, 54] on DNNs in-
volve attackers altering the training process to manipulate the
model. Untargeted attacks lower main task accuracy (MA)
by reducing local model accuracy, while targeted (backdoor)
attacks embed triggers causing specific misclassifications
with minimal impact on MA [3, 18, 34]. Poisoning involves
data (e.g., malicious labels or triggers [49]) or model mod-
ifications (e.g., altered gradients [28]). This paper mainly
considers five specific poisoning types: pixel trigger back-
doors [19], blend backdoors [10], edge-case attacks [54], se-
mantic backdoors [3], and random label flipping [27], which
are discussed in more detail in Appendix D
Adaptive Attackers Adaptive attackers can bypass FL de-
fenses that focus on fixed metrics by manipulating their local
models to evade detection. Bagdasaryan et al. [3] introduced
a method that uses an additional loss component that bal-
ances backdoor accuracy (BA) and stealthiness to the metrics
the defense considers, as shown in Equation (1) [3].

Loss = α ∗LossMA&BA + (1−α) ∗LossAdaptation (1)

Siamese Neural Networks Siamese networks [7, 24] are
few-shot classifiers that compare embedding vectors from
twin networks with shared parameters. Using a distance
metric like Euclidean distance [13], they assess similarity
between inputs. The Triplet loss [20], shown in Equation (2),
is used to minimize distances between the feature vectors
of same-class pairs and maximize them for different-class
pairs.

L(a, p, n) = max(||f(a)−f(p)||2−||f(a)−f(n)||2+γ, 0)
(2)

3. Sibai
In this section, we present Siamese Backdoor Inspector
(Sibai), a novel defense mechanism against poisoning at-
tacks in FL. Sibai addresses non-i.i.d. scenarios and adaptive
attackers by dynamically learning discriminative features
of malicious local models using a meta-classifier. This ap-
proach avoids the reliance on predefined metrics. By directly
operating on flattened model representations, Sibai does not
require time-consuming preprocessing and enables detailed
analysis that hinders adversarial adaptation. Sibai quickly
adapts to federation behavior and new attack strategies with
minimal training samples. The neural network architecture
adds a layer of opacity, complicating the task for attackers
to even discern the specific criteria they must adapt to.



3.1. Threat Model
We consider an FL scenario with a centralized server using
FedAVG [36] and a fixed global learning rate. Consistent
with prior defenses [1, 5, 6, 27, 35, 37] we assume adver-
saries control fewer than half of the clients, however, they
can fully manipulate their data, training process, and model
parameters. Adversaries are aware of the algorithms and
defenses deployed on the server. Importantly, Sibai’s’s de-
sign, training, and evaluation make no assumptions about
local dataset distributions. We evaluate Sibai across i.i.d., 1-
class non-i.i.d., and inter-client non-i.i.d. scenarios, the latter
closely reflecting real-world FL conditions as described in
Sec. 2.

3.2. Design
Sibai operates on the central server to detect and filter suspi-
cious local models before aggregation. It employs a Siamese
network [16, 24] meta-classifier trained to identify dissimilar-
ities between malicious and benign client updates. Sibai con-
sists of two phases: (I) Offline training, where the Siamese
network learns from shadow models, including both benign
and malicious examples; (II) Online inference, where Sibai
evaluates local models against the global model during fed-
eration to identify and exclude poisoned models based on
learned criteria.

Architecture. As shown in Fig. 1, Sibai takes the global
model and a local model as input, processing them through
four components: Dimensionality Reduction, Twin Net-
works, Distance Function, and Decision Network. The out-
put is a binary decision indicating the likelihood of a local
model being malicious. Detailed descriptions of each com-
ponent follow in subsequent sections.
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Figure 1. Sibai Architecture

Dimensionality Reduction. Sibai processes models of vary-
ing sizes by condensing input data while retaining key fea-
tures. Local models, often containing hundreds of thousands
of parameters, are broken into slices, and Principal Com-
ponent Analysis (PCA) extracts the most significant com-
ponents for each slice. PCA identifies and ranks features
by variance, ensuring compact yet informative representa-
tions. Additional metrics, specifically Cosine and Euclidean
distances to the global model, that were shown to be effec-
tive by prior research [5, 17, 27, 43], are also incorporated
into the input vector. Experiments showed that these met-
rics consistently improve detection accuracy by up to 10%.
More details about the implementation of the dimensionality
reduction pipeline are provided in Appendix C.2.

Twin Networks. The Twin Networks consist of two identical
1D Convolutional Neural Networks (CNNs), serving as the
core of the Siamese network. Each CNN processes one
of the two pre-processed data samples, acting as a feature
extractor. They map the samples to fixed-length embedding
vectors using the same filters. These two vectors can then be
compared to assess similarity. A high dissimilarity between
embedding vectors indicates potential maliciousness, as the
twins are explicitly trained to focus on the distinguishing
features of malicious local models. Appendix C.4 provides
further details about the architecture of the twin models.

Distance Function. The embedding vectors generated by
the Twin Networks are compared using the L2-distance,
which demonstrated superior performance compared to other
metrics like L1-distance or cosine distance. This distance is
used in the triplet loss function, which is utilized to train the
twin networks.

Decision Network. To avoid using a fixed distance threshold,
a fully connected neural network, called a decision network,
is used to classify the output of the distance function. The
last layer features a sigmoid activation function [38] that
produces a value between 0 and 1, with values closer to 1
indicating a higher probability of maliciousness. We clas-
sify local models that when compared to the global model
produce an output > 0.5 as malicious.

Shadow Model Dataset. Sibai’s performance depends on
a shadow model dataset used during offline training. This
dataset should cover a range of attacks and scenarios to en-
sure effective generalization by the Siamese Network. To
create the shadow model set we simulate FL across vari-
ous federations with different non-i.i.d. degrees attacks and
PDRs. Incorporating stealthy models from adaptive adver-
saries with low PDR allows Sibai to focus on nuanced cri-
teria while including poisoned models with high PDR en-
hances generalization. It’s crucial to maintain consistent
local model architectures in the shadow set, and federations
with varied input or output layer sizes cannot be mixed. Fur-
ther details are provided in Appendix C.3.



4. Evaluation

This section evaluates Sibai during online inference against
five poisoning attacks in challenging scenarios, including
complex non-i.i.d. settings, low PDRs, and adaptive adver-
saries.

Hardware. Training and evaluation were performed on a
Linux server with an Intel Xeon Gold 6342 CPU, 251GB
RAM, CUDA [44], and an NVIDIA A30 GPU with 24GB
memory.

Reference Defenses. We compare Sibai with eight defenses:
HDBSCAN [35] which represents naı̈ve clustering via co-
sine distance, Krum and M-Krum [5] which select the new
global model based on Euclidean distance, MESAS [27]
which tries to counter adaptive adversary by using six met-
rics, FLTrust [8] which uses trusted reference-based weight-
ing, FoolsGold [17] which analyzes the final layer cosine
distance, and the robust aggregation method Trimmed Mean/-
Median [60]. Hyperparameters are detailed in Appendix E.
However, it is important to note that a direct comparison of
methods with fundamentally different defense paradigms,
such as a DF-based method like ours and IR-based defenses
like FLTrust, cannot capture the whole picture since these
paradigms approach poisoning defense with fundamentally
different philosophies.

Attacks. Sibai is tested against five attacks: Random la-
bel flipping [27], Pixel trigger backdoor [19], Blend back-
door [10], Edge case backdoor [54], and Semantic back-
door [3]. These attacks are introduced in more detail in
Appendix D

Datasets and Models. We evaluate federations collabora-
tively training Squeezenet [23] on CIFAR-10 [30]. Addi-
tionally, we conducted experiments with a custom DNN and
MNIST, which are provided in Sec. 4.5.

Shadow Model Dataset. Sibai’s offline training uses 520
simulated federations, each with 20 clients (11 benign, 9
malicious), totaling 5720 benign and 4145 malicious mod-
els. Scenarios include i.i.d. and non-i.i.d. distributions with
varying degrees (e.g., 0.3, 0.6, 0.9 1-class non-i.i.d. and
inter-client non-i.i.d. [27]). Realistic and exaggerated set-
tings enhance the distinction between benign and malicious
models. Each federation experiences one of the five attacks.
Federations with local backdoor accuracies below 45% were
excluded to ensure poisoned models exhibit detectable traits.
Distribution details are in Tab. 1 and a detailed breakdown is
listed in Appendix H.

Default Federation Parameters. We evaluate Sibai in sim-
ulated federations collaboratively training Squeezenet [23]
with SGD (learning rate: 0.01, momentum: 0.9, decay:
0.005) and a batch size of 64. Each client trains locally
for 10 epochs on i.i.d. datasets with 2560 samples. The
global model is initialized with pre-trained weights from

Category Number of Federations

IID/non-i.i.d.

i.i.d. 225
0.3 1-class non-i.i.d. 66
0.6 1-class non-i.i.d. 71
0.9 1-class non-i.i.d. 96
inter-client non-i.i.d. [27] 62

Attacks

Random [27] 90
Pixel [19] 91
Blend [10] 119
Edge [54] 121
Semantic [3] 99

Total Number of Federations 520

Table 1. Composition of the shadow model dataset

PyTorch [46] and undergoes 49 benign rounds to mitigate
early backdoor persistence [3], followed by poisoning in the
50th round.
Sibai Parameters. During offline training, the twin and
decision networks are trained separately for 25 epochs using
SGD. The twin networks use a learning rate of 0.001, while
the decision network uses 0.005. Model slices contain up
to 20,000 parameters, with larger layers partitioned. PCA
retains 200 components per slice. Siamese network training
does not use batch processing due to memory constraints,
while the decision network processes batches of 16 distances
derived from 8 Siamese network triples.
Metrics. We evaluate Sibai with precision, recall, and F1
score. True positives are correctly flagged malicious models,
and true negatives are benign models. Precision measures the
ratio of correctly identified malicious models to all flagged
models, while recall assesses the proportion of flagged ma-
licious models among all actual malicious models. The F1
score balances these metrics. Additionally, we track the
global model’s BA to evaluate attack mitigation and MA
changes to assess benign scenario impact. The MA diff. rep-
resents the difference between the MA after Sibai application
and perfect benign aggregation.

4.1. IID Scenarios
This section evaluates Sibai’s online performance after train-
ing on the shadow model set. We test Sibai on 12 unseen
federation scenarios1 of increasing difficulty and adversary
stealthiness. In the baseline scenario 0 (Tab. 2), federa-
tions training Squeezenet [23] on CIFAR-10 [30] in an i.i.d.
setting were attacked with the five poisoning attacks. Ad-
versaries employed a PDR of 0.5, which is a relatively overt
attack. Sibai flawlessly detected all malicious clients with-
out false positives. Scenario 1 increased stealthiness by
minimizing PDRs while maintaining local BAs above 45%.
The blend [10] and semantic [3] backdoors used a PDR of
0.04 due to their stronger effects, while the edge case back-
door [54] required a PDR of 0.16 for consistent backdoor
introduction. These adjustments mirror real-world attacker
strategies. Sibai achieved perfect recall and F1 scores for

1Each scenario is designated by a circled number



Scenario Random Pixel Blend Edge Semantic

0

PDR 0.5 0.5 0.5 0.5 0.5
Precision 1.0000 1.0000 1.0000 1.0000 1.0000
Recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000
MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.09% 0.20% 18.87% 0.0%

1

PDR 0.4 0.08 0.04 0.16 0.04
Precision 1.0000 1.0000 1.0000 1.0000 1.0000
Recall 0.8888 1.0000 1.0000 1.0000 0.7777
F1 0.9411 1.0000 1.0000 1.0000 0.8750
MA diff. -0.88% 0.0% 0.0% 0.0% +4.12%
BA - 10.43% 0.0% 18.87% 0.0%

0 = Default + high PDRs

1 = Default + low PDRs

Table 2. Detection performance of Sibai in i.i.d. scenarios

q Scenario Random Pixel Blend Edge Semantic

0.6

2

PDR 0.5 0.5 0.5 0.5 0.5
Precision 1.0000 1.0000 1.0000 1.0000 1.0000
Recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000
MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 2.65% 0.20% 6.12% 0.0%

3

PDR 0.4 0.08 0.04 0.16 0.04
Precision 1.0000 1.0000 1.0000 1.0000 1.0000
Recall 1.0000 1.0000 1.0000 0.8888 1.0000
F1 1.0000 1.0000 1.0000 0.9411 1.0000
MA diff. 0.0% 0.0% 0.0% -6.71% 0.0%
BA - 2.65% 0.21% 8.67% 0.0%

0.9

4

PDR 0.5 0.5 0.5 0.5 0.5
Precision 0.8750 1.0000 1.0000 0.9000 1.0000
Recall 0.7777 0.8888 1.0000 1.0000 1.0000
F1 0.8235 0.9411 1.0000 0.9473 1.0000
MA diff. +4.80% +1.08% 0.0% +2.44% 0.0%
BA - 0.11% 0.0% 0.0% 0.0%

5

PDR 0.4 0.08 0.04 0.16 0.04
Precision 0.8181 0.7500 1.0000 0.8181 1.0000
Recall 1.0000 1.0000 1.0000 1.0000 0.8888
F1 0.9000 0.8571 1.0000 0.9000 0.9411
MA diff. +0.48% -4.26% 0.0% -1.65% +0.48%
BA - 0.0% 0.21% 0.0% 0.0%

2 = Default + 0.6 1-class non-i.i.d. + high PDR

3 = Default + 0.6 1-class non-i.i.d. + low PDR

4 = Default + 0.9 1-class non-i.i.d. + high PDR

5 = Default + 0.9 1-class non-i.i.d. + low PDR

Table 3. Detection performance of Sibai in 1-class non-i.i.d. sce-
narios, with different level of disproportionality q

pixel trigger and edge case backdoors, identifying all mali-
cious clients. In the random label flip and semantic backdoor
attacks, one and two malicious clients, respectively, evaded
detection. However, Sibai identified over 77% of malicious
clients in all cases, preventing effective poisoning. Across
all i.i.d. scenarios, Sibai maintained BA below 19%, ensur-
ing attacks were unsuccessful. Interestingly, in the semantic
backdoor scenario, Sibai mistakenly aggregated two mali-
cious models, resulting in a slight MA improvement over
perfect aggregation. This occurred because the aggregated
models provided additional knowledge, but the low PDR and
limited bypassed defenses still prevented backdoor establish-
ment.

4.2. Non-IID Scenarios
In this section, we evaluate Sibai in challenging non-i.i.d.
scenarios, including varying degrees of 1-class non-i.i.d. and
inter-client non-i.i.d. setups as described in Sect. 2 and [27].

Scenario Random Pixel Blend Edge Semantic

6

PDR 0.5 0.5 0.5 0.5 0.5
Precision 1.0000 1.0000 1.0000 1.0000 0.9000
Recall 0.7777 0.8888 1.0000 1.0000 1.0000
F1 0.8750 0.9411 1.0000 1.0000 0.9473
MA diff. +2.61% +0.86% 0.0% 0.0% 0.0%
BA - 4.03% 0.0% 0.0% 0.0%

7

PDR 0.4 0.08 0.04 0.16 0.04
Precision 1.0000 1.0000 1.0000 1.0000 1.0000
Recall 1.0000 0.8888 0.6666 1.0000 0.8888
F1 1.0000 0.9411 0.8000 1.0000 0.9411
MA diff. 0.0% +1.38% -1.43% 0.0% -1.48%
BA - 13.57% 0.0% 0.0% 0.0%

6 = Default + inter-client non-i.i.d. + high PDR

7 = Default + inter-client non-i.i.d. + low PDR

Table 4. Detection performance of Sibai in inter-client non-i.i.d.
scenarios [27]

0.6 1-class non-i.i.d. For the scenarios 2 and 3 q = 0.6
was used. Sibai achieved perfect detection in the 0.5 PDR
case 2 . For the low PDRs scenario 3 , F1 scores were
1.0 for all attacks except the edge case backdoor, where one
malicious client evaded detection. Despite this, the MA
dropped by less than 7%, and BA stayed below 9%, ensuring
no effective backdoor was introduced.

0.9 1-class non-i.i.d. In the more extreme 0.9 1-class non-
i.i.d. scenarios 4 and 5 in Tab. 10, Sibai occasionally
flagged benign models, with three false positives in the worst-
case pixel trigger backdoor scenario ( 5 ). However, these
errors had minimal impact on MA. Sibai consistently elim-
inated enough malicious models to prevent effective back-
doors, as no attack achieved a BA higher than 1%.

Inter-client non-i.i.d. Inter-client non-i.i.d. features erratic
and highly unbalanced data distributions, reflecting real-
world scenarios. In the 0.5 PDR scenario 6 , Sibai achieved
perfect detection for blend and edge case backdoors, perfect
precision for untargeted and pixel attacks, and perfect recall
for the semantic attack. Only one false positive occurred
during the semantic attack. The lowest F1 score of 0.8750 oc-
curred during the untargeted attack) In the attacker-adapted
low PDR scenario 7 , Sibai maintained perfect precision
for all attacks despite high non-i.i.d.-ness. Recall was lower,
yielding F1 scores of 0.9411 for pixel and semantic back-
doors and 0.8000 for the blend attack. Nonetheless, MA
was minimally affected, and BA remained low across all
attacks. Overall, Sibai demonstrated robust performance in
1-class and inter-client non-i.i.d. scenarios, with minimal
false positives and no effective backdoors.

4.3. Adaptive Adversaries
Sibai incorporates slice-wise Euclidean and cosine distances
to the global model into its input vectors to enhance detection.
While effective, these metrics may be vulnerable to adap-
tive attackers. To test Sibai’s robustness, we evaluated four
scenarios involving attackers using Bagdasaryan et al.’s [3]
adaptation method with an α parameter balancing adaptation



Form of Adaptation Scenario Random Pixel Blend Edge Semantic

Cosine dist.

8

PDR 0.5 0.5 0.5 0.5 0.5
Precision 1.0000 1.0000 1.0000 1.0000 1.0000
Recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000
MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

9

PDR 0.4 0.08 0.04 0.16 0.04
Precision 1.0000 1.0000 1.0000 1.0000 1.0000
Recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000
MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.14% 18.87% 0.0%

Euclidian dist.

10

PDR 0.5 0.5 0.5 0.5 0.5
Precision 1.0000 1.0000 1.0000 1.0000 1.0000
Recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000
MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

11

PDR 0.4 0.08 0.04 0.16 0.04
Precision 1.0000 1.0000 1.0000 1.0000 1.0000
Recall 1.0000 0.8888 0.8888 1.0000 1.0000
F1 1.0000 0.9411 0.9411 1.0000 1.0000
MA diff. 0.0% +3.1% -6.3% 0.0% 0.0%
BA - 5.98% 0.0% 18.87% 0.0%

8 = Default + cosine distance adaption with 0.3 α by mal. clients + high PDR

9 = Default + cosine distance adaption with 0.3 α by mal. clients + low PDR

10 = Default + Euclidean distance adaption with 0.3 α by mal. clients + high PDR

11 = Default + Euclidean distance adaption with 0.3 α by mal. clients + low PDR

Table 5. Detection performance of Sibai against adaptive attackers
in i.i.d. scenarios

and task losses. Results for α = 0.3, shown in Tab. 5, high-
light Sibai ’s resilience. In cosine-adapted scenarios, Sibai
achieved perfect F1 scores (1.0), showing immunity to such
attacks. Similarly, Sibai maintained perfect performance in

Euclidean-adapted Scenario 12 . In low-PDR Euclidean-
adapted scenarios, Sibai showed flawless precision, with one
false negative for pixel and blend backdoors. However, no
attack established an effective backdoor, with BA remaining
below 19%. Overall, Sibai demonstrates strong resilience
against adaptive attacks, proving it does not overly rely on
engineered features. Its ability to internalize specific patterns
makes it impractical for attackers to adapt using Bagdasaryan
et al. ’s method.

4.4. Comparison to Existing Defenses
To assess the effectiveness of Sibai compared to metric-
based poisoning detection methods in FL, we also evaluate
existing defenses in some of our previous scenarios. Due
to space limitations, we focus on a selection of the most
representative scenarios, including scenario 1 as the i.i.d.

baseline, scenario 4 as the highest degree of 1-class non-

i.i.d., and scenario 6 to showcase inter-client non-i.i.d. We

also include scenario 0 as the overall simplest scenario

and scenario 11 to cover adaptive adversaries. Since some
reference defenses rely on modified aggregation methods
instead of strictly flagging and filtering out malicious mod-
els, calculating F1 scores for all reference defenses faced
challenges. Further details are provided in Appendix F.

Scenario Defense Random Pixel Blend Edge Semantic

0

PDR 0.5 0.5 0.5 0.5 0.5
MESAS 0.9000 0.9000 0.9000 1.0000 0.9473
Krum 0.5714 0.5714 0.5789 0.5714 0.5714
M-Krum 0.2608 0.2608 0.6428 0.2608 0.2608
HDBSCAN 1.0000 0.0000 0.1111 1.0000 1.0000
FLTrust (0.09) 0.0000 0.2608 0.3333 0.0000 0.2608
Sibai (ours) 1.0000 1.0000 1.0000 1.0000 1.0000

1

PDR 0.4 0.08 0.04 0.16 0.04
MESAS 0.9473 0.0000 0.1818 0.1666 0.3076
Krum 0.5714 0.6428 0.6428 0.5714 0.5714
M-Krum 0.2608 0.6086 0.6086 0.2608 0.4347
HDBSCAN 0.0000 0.5555 0.4444 0.0000 0.1176
FLTrust (0.09) 0.0952 0.6666 0.5714 0.5185 0.5714
Sibai (ours) 0.9411 1.0000 1.0000 1.0000 0.8750

4

PDR 0.5 0.5 0.5 0.5 0.5
MESAS 0.0000 0.1666 0.8000 0.9473 0.9000
Krum 0.5714 0.5714 0.5714 0.6428 0.6428
M-Krum 0.2608 0.6956 0.6956 0.7826 0.7826
HDBSCAN 0.0000 0.4000 0.7777 0.8235 0.8235
FLTrust (0.09) 0.5714 0.8888 0.8888 0.8888 0.8571
Sibai (ours) 0.8235 0.9411 1.0000 0.9473 1.0000

6

PDR 0.5 0.5 0.5 0.5 0.5
MESAS 0.6428 0.4761 0.2105 0.6666 0.3157
Krum 0.5714 0.5714 0.5714 0.5714 0.5714
M-Krum 0.2608 0.2608 0.2608 0.5217 0.3478
HDBSCAN 0.0000 0.0000 0.1428 0.3076 0.1428
FLTrust (0.09) 0.0000 0.5714 0.5714 0.5714 0.6206
Sibai (ours) 0.8750 0.9411 1.0000 1.0000 0.9473

11

PDR 0.4 0.08 0.04 0.16 0.04
MESAS 1.0000 0.6666 0.9000 0.6153 0.9473
Krum 0.5714 0.5714 0.6428 0.6428 0.6428
M-Krum 0.2608 0.2608 0.7826 0.6086 0.6956
HDBSCAN 0.0000 1.0000 1.0000 1.0000 0.2000
FLTrust (0.09) 0.5714 0.6206 0.6666 0.6206 0.6206
Sibai (ours) 1.0000 0.9411 0.9411 1.0000 1.0000

Table 6. F1 score comparison between Sibai and current FL poi-
soning defenses

As shown in Tab. 6, Sibai achieved superior F1 scores across
most scenarios. In high PDR i.i.d. scenario 0 , it matched
or outperformed all defenses. In low PDR i.i.d. scenario
1 , Sibai achieved perfect F1 scores for pixel, blend, and

edge case backdoors, outperforming MESAS for these at-
tacks. Even when MESAS maintained low BA, it highlighted
the fragility of backdoor attacks in low PDR settings. For
1-class non-i.i.d. scenario 4 , Sibai significantly outper-
formed other methods, and in inter-client non-i.i.d. scenario
7 , its worst-case F1 score of 0.8750 surpassed the best

scores of other defenses. In adaptive scenario 11 , Sibai
slightly trailed HDBSCAN for pixel and blend backdoors
however, it excelled in the detection of the semantic and un-
targeted attacks, achieving perfect F1 scores. Overall, Sibai
consistently outperformed existing methods in identifying
malicious models across diverse scenarios and attacks.
Table 7, also considered methods for which the F1 was un-
available, specifically FoolsGold [17] and trimmed mean/-
median [60]. Sibai showed performance close to perfect
benign aggregation, effectively preventing poisoning with-
out significant MA reduction. Notably, Sibai and MESAS
achieved low BA in challenging scenarios 4 and 6 ,
where other defenses failed to stop backdoors. Although
FLTrust [8], produced higher MA in non-i.i.d. scenarios by
using a weighted aggregation that particularly emphasizes
the old global model, it also often allowed higher BA and



Scenario Defense Random Pixel Blend Edge Semantic
MA diff. MA diff. BA MA diff. BA MA diff. BA MA diff. BA

1

PDR 0.4 0.08 0.04 0.16 0.04
benign agg. 0.0 0.0 10.4 0.0 0.0 0.0 18.8 0.0 0.0
MESAS [27] -0.1 +5.1 9.5 0.0 20.4 +0.2 7.1 0.0 0.0
Krum [5] -35.0 -43.2 0.0 -14.1 0.0 -35.5 0.0 -21.1 100.0
M-Krum [5] -24.5 -8.5 12.5 -9.5 2.9 -16.3 0.0 -11.4 0.0
FoolsGold [17] -6.3 +3.0 11.0 -1.7 18.8 -8.3 6.1 +0.1 0.0
HDBSCAN [35] -16.0 -1.9 10.9 -6.5 11.4 -13.8 0.0 -5.8 0.0
Trimmed mean [60] -8.3 +3.5 10.2 -2.5 12.8 -9.0 6.6 -0.6 0.0
Trimmed median [60] -22.3 -2.6 5.2 -11.6 0.1 -14.7 2.5 -6.4 0.0
FLTrust [8] -22.3 -0.1 17.2 -5.2 13.0 +1.5 16.8 -4.8 0.0
Sibai (ours) -0.8 0.0 10.4 0.0 0.0 0.0 18.8 0.0 0.0

4

PDR 0.4 0.5 0.5 0.5 0.5
benign agg. 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
MESAS [27] -5.7 +0.3 34.3 +5.0 0.6 +2.4 0.0 +10.6 0.0
Krum [5] -7.7 -6.1 100.0 -0.2 100.0 -4.8 0.0 -5.3 0.0
M-Krum [5] -2.1 +5.5 1.7 +1.0 100.0 -5.1 0.0 +4.0 0.0
FoolsGold [17] -2.0 -5-0 30.2 -0.2 100.0 -10.8 0.0 -7.3 0.0
HDBSCAN [35] -7.5 +1.0 13.2 +1.4 0.0 -8.7 0.0 -0.9 20.0
Trimmed mean [60] -5.3 -0.4 28.9 -0.2 100.0 -11.1 0.0 -7.8 40.0
Trimmed median [60] -6.6 -5.1 0.0 -0.4 100.0 -10.4 0.0 -6.5 0.0
FLTrust [8] +19.5 +14.7 53.1 +10.8 98.2 +4.8 0.0 +11.1 20.0
Sibai (ours) +4.8 +1.0 0.0 0.0 0.0 +2.4 0.0 0.0 0.0

6

PDR 0.5 0.5 0.5 0.5 0.5
benign agg. 0.0 13.9 2.9 0.0 2.3 0.0 2.4 0.0 0.0
MESAS [27] +11.9 -0.3 1.6 -0.1 32.7 +9.7 0.0 0.0 0.0
Krum [5] +4.8 -3.9 100.0 -5.1 100.0 +16.8 85.7 +18.7 80.0
M-Krum [5] -1.6 -3.0 85.3 -0.3 100.0 +2.9 0.0 0.0 0.0
FoolsGold [17] -1.6 +1.5 7.0 -5.0 100.0 -2.0 0.0 0.0 0.0
HDBSCAN [35] -5.8 -0.7 19.0 +3.8 99.9 -0.3 0.0 -0.4 0.0
Trimmed mean [60] -0.5 +1.1 7.3 -3.8.1 100.0 -3.0 0.0 0.0 0.0
Trimmed median [60] -2.5 -3.5 0.0 -4.9 100.0 -2.3 0.0 -0.3 0.0
FLTrust [8] +14.7 +14.3 47.4 +13.0 99.8 +14.0 0.0 +8.3 20.0
Sibai (ours) +2.6 +0.8 4.0 0.0 0.0 0.0 0.0 0.0 0.0

Table 7. Comparison of MA diff. and BA (both in percentage) between Sibai and existing FL poisoning defenses. The best value for each
attack in each scenario is highlighted in bold.

therefore failed to prevent effective backdoors. In contrast,
Sibai excelled at malicious model detection and consistently
maintained low BA while achieving MAs aligned with be-
nign aggregation, making Sibai an overall reliable defense.

4.5. Alternative Dataset and DNN Architecture
To demonstrate that Sibai is not limited to Squeezenet or
the CIFAR-10 dataset, we conducted additional experiments
using a custom CNN and the MNIST dataset [12]. The CNN
model consists of 2 convolutional layers, 2 max-pooling lay-
ers, and 3 linear layers. We excluded the dataset-specific
semantic and edge case backdoors and instead included a la-
bel swap attack [27], which targets samples of one label and
swaps them to another to reduce the global model’s accuracy.
The shadow-model dataset for these experiments comprised
1401 federations. The F1 scores in Tab. 8 indicate that Sibai
effectively detected malicious models, and therefore that the
approach is not specific to Squeezenet or CIFAR-10.

5. Multiple Poisonings in one Model

To evaluate Sibai’s effectiveness in detecting models poi-
soned with multiple backdoors simultaneously, we con-
ducted experiments using federations where each malicious
local model contained both a blend backdoor [10] and a
pixel trigger backdoor [19] simultaneously. For those local
models, the PDR quantifies the ratio of the total poisoned
samples, i.e. the sum used for both backdoors, to the com-

PDR Distribution Random [27] Pixel [19] Blend [10] Label Swap [27]

0.4 i.i.d. 1.0000 1.0000 1.0000 1.0000
0.4 0.3 1-class non-i.i.d. 1.0000 1.0000 1.0000 1.0000
0.4 0.6 1-class non-i.i.d. 0.6923 0.7200 0.7200 0.7200
0.4 0.9 1-class non-i.i.d. 0.8750 0.9411 1.0000 1.0000
0.4 inter-client non-i.i.d. 0.9000 0.9411 0.9473 0.9000
0.5 i.i.d. 1.0000 1.0000 1.0000 1.0000
0.5 0.3 1-class non-i.i.d. 1.0000 1.0000 1.0000 1.0000
0.5 0.6 1-class non-i.i.d. 0.7200 0.6666 0.7200 0.7200
0.5 0.9 1-class non-i.i.d. 1.0000 0.9411 1.0000 1.0000
0.5 inter-client non-i.i.d. 0.9473 0.9411 0.9473 0.9000

Table 8. F1 score of Sibai in federations training a small CNN with
the MNIST dataset

PDR Distribution Precision Recall F1

0.2 i.i.d. 1.0000 1.000 1.0000
0.2 0.3 1-class non-i.i.d. 1.0000 1.0000 1.0000
0.2 0.6 1-class non-i.i.d. 1.0000 1.0000 1.0000
0.2 0.9 1-class non-i.i.d. 1.0000 0.8888 0.9411
0.2 inter-client non-i.i.d. 1.0000 0.8888 0.9411
0.5 i.i.d. 1.0000 1.000 1.0000
0.5 0.3 1-class non-i.i.d. 1.0000 1.0000 1.0000
0.5 0.6 1-class non-i.i.d. 1.0000 1.0000 1.0000
0.5 0.9 1-class non-i.i.d. 1.0000 1.0000 1.0000
0.5 inter-client non-i.i.d. 1.0000 1.0000 1.0000

Table 9. Detection performance of Sibai against local models
poisoned with two backdoors (pixel trigger backdoor [19] and
blend backdoor [10]) simultaneously in different scenarios

plete local model dataset. In our implementation of this
multi-backdoor half of the poisoned samples were used to
introduce the pixel trigger backdoor, while the other half
was used to apply the blend backdoor. Importantly, our
shadow model dataset, used to train Sibai, did not include



any models with such multi-backdoors. As illustrated in
Tab. 9, Sibai consistently identified local models containing
multiple backdoors across all tested scenarios.

6. Related Work
This section provides a brief overview of relevant literature.
First, Sect. 6.1 outlines poisoning defenses tailored for FL.
Then, Sect. 6.2 discusses machine learning methods for gen-
eral offline poisoning analysis.

6.1. Defenses against Poisoning Attacks in Feder-
ated Learning

There exists a diverse range of techniques that employ fixed
metrics to detect poisoning attacks in FL. FoolsGold [17]
uses a client-specific update history which is compared to
the update histories of other clients using the cosine simi-
larity. Krum [5] selects a new global model based on the
Euclidean distance to other local models. M-Krum [5] ex-
tends this method to select multiple models simultaneously.
Trimmed-Mean/Median [60] are robust aggregation methods
that replace FedAVG [36] and calculate the updated global
model by using coordinate-wise means or medians from
local models. FLAME [43] clusters models using HDB-
SCAN [35] and filters out smaller clusters. It also applies
differential privacy techniques, weight clipping, and noising.
DeepSight [47] combines filtering with differential privacy.
It relies on two metrics: The cosine distance between mod-
els and values extracted from the output layer of the model.
Auror [48] uses K-Means clustering on model parameters,
however, unfortunately, it exhibited an extreme performance
overhead in our experiments. FLTrust [8] uses a weighted
aggregation system for which it assigns weights to local mod-
els based on their cosine and Euclidean distances to a benign
reference model, which is trained server-side on a small
trusted dataset. FLDetector [63] is a historical update-based
defense that mathematically predicts client updates and com-
pares the predictions to the actual updates. MESAS [27] was
specifically designed to operate in non-i.i.d. scenario and
counter adaptive adversaries and employs six metrics. These
approaches differ from Sibai as they rely on fixed metrics
or criteria, making them susceptible to adaptive attacks [27].
Defenses focusing on specific layers, like FoolsGold [17],
are prone to adversaries exploiting advanced model poison-
ing techniques specifically targeting those layers. Similarly,
methods that heavily focus on cosine or Euclidean distance
are often vulnerable to adaptation methods using additional
losses [3, 27], as detailed in Sect. 2. These rigid metrics also
face challenges in non-i.i.d. scenarios, especially in inter-
client non-i.i.d. settings, where it has been demonstrated
that most defenses, except MESAS [27] which was specif-
ically designed to handle such scenarios, face difficulties.
In contrast, Sibai dynamically learns criteria based on its
shadow model dataset, making it challenging for attackers

to adapt without access to the Siamese Network. Sibai can
also differentiate between variations in local models due to
data distribution and those caused by poisoning.

6.2. Non-FL Specific Offline Poisoning Detection

This section discusses several machine-learning-based de-
tection methods against poisoning attacks, not specifically
designed for FL. Xu et al. [58] propose Meta Neural Tro-
jan Detection (MNTD), a black-box backdoor detection ap-
proach utilizing a meta-classifier that assesses if a model’s
output behavior on a given input aligns more closely with
a set of known benign models or a set of known malicious
models. Huang et al. [21] introduce the one-pixel signa-
ture concept for DNNs, consisting of a set of single-pixel
adversarial perturbations that have the highest probability
of triggering misclassifications on a specific benign image
dataset. Subsequently, a meta-classifier was trained on these
signatures to discern between poisoned and benign mod-
els. Kolouri et al. [25] use universal litmus patterns and a
meta-classifier to detect backdoors across different network
architectures. Chen et al. [9] present DeepInspect, a black-
box method utilizing model inversion and anomaly detection
for backdoor detection. Huang et al. [22] also introduced
Neuroninspect, employing explanation heatmaps and outlier
detection for identifying abnormal neurons. Unlike these
methods, Sibai is tailored to FL, avoiding intensive prepro-
cessing steps. DeepInspect [9] involves extensive reverse
engineering of potential triggers for every label of each local
model, and Huang et al. [21] requires testing every local
model with a large set of single-pixel adversarial perturba-
tions. Conducting such intricate analyses for every model
in a federation during each round is impractical, as these
methods were originally designed for detailed offline anal-
ysis of individual models. Sibai instead only uses PCA as
the sole dimensionality reduction mechanism, facilitating
straightforward inference.

7. Conclusion

To counter non-i.i.d. data distribution and adaptive adver-
saries in FL, we introduce Siamese Backdoor Inspector
(Sibai), a novel FL poisoning defense mechanism utilizing
a Siamese network meta-classifier. Inspired by successful
offline backdoor detection [21, 25, 58], Sibai dynamically
learns discriminative features directly from PCA decompo-
sitions of local models. In diverse evaluations, Sibai con-
sistently achieves high detection rates without significantly
impacting global model performance. It effectively prevents
backdoor establishment and outperforms current defenses
in terms of f1 score while maintaining low false positive
rates. Future work may explore selectively applying influ-
ence reduction to models identified by Sibai for targeted
defense.
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A. Federated Averaging

In a federation comprising multiple clients, denoted as Ck ∈
{C1, ...CN}, the server selects a subset Ci ∈ {C1, ...Cn} of size
n from the N available clients. Each chosen client initializes its
local model with the distributed global model (Lr

i = Gr) before
training a new local model Lr+1

i using its local dataset Di. The
disparity between this local model and the global model is termed
the update, denoted as Ur

i = Lr+1
i −Gr . In the application of the

FedAVG algorithm, the server aggregates these updates by comput-
ing the weighted average of all updates, utilizing the global learning
rate δ as expressed in Equation (3).

Gr+1 = Gr + δ

(
1

n

n−1∑
i=0

Ur
i

)
(3)

B. Model Accuracies

For a benign test set Dtest consisting of samples with correctly
labeled predictions y, we evaluate the prediction performance of a
model, referred to as the model accuracy (MA). As expressed in
Equation (4), the MA is determined as the fraction of samples d in
Dtest that the new global model Gr+1 correctly classifies, divided
by the total size of Dtest,

MA =
|(d, y) ∈ Dtest : f(d,G

r+1) = y|
|Dtest|

(4)

In the assessment of a model’s prediction performance for a
backdoor task, an adversary A, controlling one or more clients
(Ci) within the federation (AC ⊆ C1, ...CN ), aims to submit ma-
nipulated local models to the server. The goal is to influence the
aggregated model Gr+1 to produce a predefined target prediction
p when presented with an input sample dT containing the attacker-
designated trigger T . Both the target label p and the trigger T
are freely chosen by the attacker. The success of a backdoor at-
tack is measured by the global model’s prediction performance
on triggered inputs, quantified as the backdoor accuracy (BA). As
indicated in Equation (5), the BA is the fraction of triggered input
samples dT in a malicious test set DT

test, which exclusively con-
tains such samples, relative to the total size of the malicious test set
DT

test,

BA =
|(dT , P ) ∈ DT

test : f(d
T , Gr+1) = P |

|DT
test|

(5)

C. Implementation

This section provides an in-depth look into our implementation of
Sibai, focusing on key aspects and challenges encountered during
development. As aforementioned, a primary concern was efficiently
managing the substantial input size, since keeping multiple shadow
models concurrently in GPU memory can be difficult because
of their substantial size. The detailed architectures of the twin
networks and the decision network are listed in Appendix C.4. Our
implementations used PyTorch [46], a popular Python [53] machine
learning library.

C.1. Training Strategy
To ensure stability both networks undergo training individually.
The Siamese network is trained first using the triplet loss method.
Each epoch employs all global models as anchors, with positives
and negatives randomly selected from available local models. This
approach effectively increases the distance between benign and
malicious samples, aligning with Sibai’s goals. Once the Siamese
network stabilizes, training for the decision network begins. It
utilizes the binary cross entropy (BCE) loss [14], the standard loss
function for binary classifiers with a Sigmoid output layer.
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Figure 2. Application of the PCA pipeline to a local model. The
dicing process is applied to each slice individually, using a slice-
specific PCA decomposition (in this example for slice c) that was
fitted before the training started.

C.2. Dimensionality Reduction and Feature Engi-
neering

Our PCA-based feature reduction operates in two phases. Initially,
before training begins, a PCA decomposition is pre-computed for
each slice individually in a process called fitting, and the results
are stored for subsequent use. As illustrated in Fig. 2, when pro-
cessing a model with the Siamese network, the pre-computed PCA
decomposition is applied to each slice, and Euclidean and cosine
distances to the respective slice of the global model are calculated.
The resulting slice vectors are concatenated to generate a unified
flat representation. The PCA decomposition retains a fixed number
of principal components, which means it preserves all information
for slices with fewer parameters than that number of components.

C.3. Shadow Model Dataset
We employed our custom FL simulation framework to generate
shadow models for our dataset. Each federation consisted of 20
models: 11 benign and 9 malicious, poisoned with one of five back-
doors detailed in Sect. D. To ensure uniqueness, each federation
had a distinct seed and dataset split. Federations were divided into a
training set, used for Sibai’s training, and a test set for performance
metrics. However, that test set was not used in our experiments;
instead, Sibai was integrated into the FL framework as a DF-based
defense and applied before aggregation in entirely new federations,
distinct from both training and test sets.
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Figure 3. Model Architecture of Sibai: Siamese twin networks
followed by a small fully connected decision network

C.4. Model Architecture

This section elaborates on the detailed architectures of the Siamese
networks of Sibai used throughout this paper. At the core of Sibai
lies the twin conventional neural networks designed to learn feature
representations that effectively maximize the distances between
benign and poisoned models. As shown in Fig. 3 the structure of
each of the twins unfolds as follows: Beginning with a linear layer,
the model compresses the dimensions of the input vector. Sub-
sequently, a sequence of five 1-dimensional convolutional layers
follows, gradually increasing the number of filters from 64 up to
1024. As the layers progress, the kernel size decreases from 5 to 3,
facilitating more nuanced computations. A critical down-sampling
step follows through one-dimensional max pooling with a spatial
window of 4, ensuring the retention of crucial features. The process
continues with another convolutional layer that reduces the number
of filters back to 64. This is complemented by a second max pool-
ing layer, filtering out more irrelevant features. The output is then
flattened and subjected to a dropout layer to prevent overfitting.
To address the issue of large flattened vectors, a sequence of three
linear layers progressively reduces the length to a fixed size of 512
elements. The Siamese network takes two local models as input and
guides each through the twin convolutional networks. Afterward,
the L2-distance of the two resulting 512-element long feature vec-
tors is computed and then handed to the compact decision network.
This network is tasked to learn a distance threshold at which one of
the models should be flagged as potentially malicious. As shown in
Fig. 3 the architecture of this network consists of four linear layers:
Initially, the first two layers work in tandem, expanding the input
distance vector to encompass 64 and 128 features, respectively. The
third layer reduces the feature vector to a compact 32-dimensional
representation. To ensure effective generalization, a dropout layer
is applied. The final linear layer then brings the representation
down to a single feature. A Sigmoid [38] activation function is
employed at this stage to produce an output from 0 to 1. This
output signifies the probability that one of the models is potentially
malicious.

D. Poisoning Methods
In this section, we explain the backdoor trigger methods, that ma-
licious clients can leverage to poison the local models. In our
evaluation we use pixel triggers [19], semantic backdoor [3], edge
case backdoor [54], and the pervasive backdoor, also known as
blend backdoor [10]. Additionally, we employ one untargeted
attack in the form of random label flipping [27].

D.0.1. Pixel Trigger Backdoor

Figure 4. Visualization of the pixel trigger backdoor [19] on an
example from the CIFAR-10 [30] dataset. The color of the pixel
patch is the maximal RGB color of the image. (a) shows a benign
sample and (b) shows a malicious one with the embedded trigger

The pixel trigger backdoor [19] is a well-established image
classification-specific attack. During model training, a pixel pattern
is added to benign input images which are then labeled with an
attacker-chosen label. The model associates the pixel pattern with
the attacker label, learning to disregard the underlying image in
the presence of the trigger. During inference, when the trigger is
added to any arbitrary input image, the model focuses on it and
classifies the image as the attacker-chosen target label, regardless
of the actual underlying image. Fig. 4 depicts an example of the
pixel triggers used throughout this paper. The color, value, and
location of the pixel trigger significantly impact the BA. For color
selection, we opt for the maximum color of the first image seen by
any adversary and broadcast this color to other adversarial clients.
This choice makes the color less conspicuous and challenging for
defenders to detect. The trigger has a quadratic shape, with a size
of 1

16
of the sample width, positioned in the upper left corner of the

image.



D.0.2. Blend Backdoor

Figure 5. Visualization of the blend backdoor [10] on an example
from the CIFAR-10 [30] dataset. The trigger is a pattern of seem-
ingly random noise overlayed on the image. (a) shows a benign
sample and (b) shows a malicious one with the noise pattern over-
layed at 10% opacity

The pixel trigger backdoor has a significant drawback: ma-
licious input images are easily recognizable as poisoned by any
human observer. To address this issue, the blend backdoor [10]
conceals the trigger throughout the entire image, by overlaying a
layer of seemingly random noise onto it. At low intensity, this noise
may be invisible to humans, yet it still alters the DNN’s percep-
tion which has learned to associate these noise patterns with the
attacker’s target label, leading to misclassifications. Examples of a
poisoned sample can be seen in Fig. 5

D.0.3. Edge Case Backdoor
An edge-case backdoor [54] specifically targets inputs located at
the tail of the input distribution. These inputs are commonly prone
to confusion by the model. Unlike other attacks this backdoor
does not incorporate an additional trigger, instead, it simply in-
volves identifying and deliberately mislabeling the specific edge
case specific samples in the adversary’s dataset. Consequently, the
likelihood of accidentally triggering the backdoor is higher, how-
ever, due to the inherent difficulty of correctly classifying these
samples, the model’s misclassifications may appear as honest mis-
takes. It’s noteworthy that even on a completely benign model, the
BA for this attack might seem somewhat high, especially when
compared with those of other attacks, given that the misclassifi-
cations are somewhat natural and simply get artificially amplified

Figure 6. Samples from the CIFAR-10 [30] dataset used for the
edge-case backdoor [54]. The blue airplanes of Southwest airline
are on the tail end of the distribution for the airplane class, and
therefore an adversary deliberately mislabeled them as trucks

by the adversary. We implemented CIFAR-10 [30] version of this
backdoor attack, deliberately mislabeling images of airplanes from
the Southwest airline as trucks. An example of such images can be
seen in Fig. 6

D.0.4. Semantic Backdoor
In the semantic backdoor attack [3], attackers intentionally mislabel
benign images containing specific characteristics. Therefore, simi-
lar to the edge case backdoor [54], the semantic backdoor causes
the model to produce an attacker-chosen output on completely un-
modified inputs. For instance, in an image classification model, the
attacker assigns a chosen label to all images with certain features,
such as misclassifying all cars in front of a striped background.
Similar to the blend backdoor, is exceptionally difficult for humans
to detect that an image contains a semantic backdoor simply be
observing it, especially considering that the trigger may encompass
a varied set of arbitrarily complex image characteristics. Fig. 7



Figure 7. Visualisation of a semantic backdoor [3] with samples
from the CIFAR-10 [30] dataset with cars in front of a striped
background as a trigger. (a) is an example of a benign car sample
without the trigger, while (b) and (c) contain the combination of
car and striped background that triggers the misclassification.

illustrates a semantic backdoor on CIFAR-10 [30], which we uti-
lize in our experiments. To ensure the uniqueness of the trigger,
samples containing it are excluded from the training datasets of
benign FL clients.

D.0.5. Random Label Flipping
Unlike targeted attacks, which aim to induce misclassifications in
very specific cases that are unlikely to be triggered by accident,
untargeted attacks are less covert. They focus on degrading the
model’s overall performance, introducing arbitrary misclassifica-
tion, and generally hindering its correct functioning. Random Label
Flipping [27] is a direct method for executing untargeted attacks,
achieved by assigning random incorrect labels to benign samples.

This causes the model to generate high loss values for correct clas-
sifications, leading to a process of unlearning. While this type of
attack might be noticeable to federation operators due to a reduced
MA, it still holds the potential to cause significant damage. In
the best cases, it may necessitate a model rollback to a previous
checkpoint, resulting in time and potential financial losses. In the
worst-case scenario, a successful untargeted poisoning attack might
require a complete reset of the training process.

E. Evaluation Hyperparameters
This section outlines the hyperparameters for the defenses Sibai
was compared in our evaluations, aiming to offer a comprehen-
sive overview of our experimental setup. In the case of trimmed
mean [60], we trim the upper and lower 5% to mitigate the outliers.
The threshold for both Krum and M-Krum [5] is set to 0.7 and the
rate of clients considered for M-Krum is 0.3. For FLTrust [8], a
sizable root dataset containing 200 elements was utilized.

F. F1 Score Calculations for Reference Defenses
Calculating F1 scores for all reference poisoning defenses posed
challenges, especially for IR-based methods that rely on modified
aggregation rather than strictly flagging and filtering out malicious
models. For instance, FoolsGold [17] utilizes a weighted aggre-
gation system, making it unsuitable for explicit classification of
models as malicious or benign. The same applies to Trimmed
mean [60] and trimmed median [60] which replace FedAVG [36]
with their own robust aggregation algorithms designed to diminish
the influence of poisoning. DF-based methods like Krum [5], M-
Krum [5], HDBSCAN [35], and MESAS [27] directly identify and
remove malicious models, allowing direct calculations of precision,
recall and F1 score. However, FLTrust [8] also adopts a weighted
aggregation system, assigning weights based on cosine and Eu-
clidean distances to a benign reference model, which is trained
server-side on a small trusted dataset. However, in our experiments,
we observed that the malicious models usually get assigned exceed-
ingly low weights by FLTrust, which make them effectively have
no tangible impact on the aggregated global model. We, therefore,
calculate FLTrust’s F1 score using a 0.09 weight threshold, desig-
nating models below it as effectively filtered. This threshold stems
from observations where overtly malicious models, recognized by
most defenses, received weights of 0.08 or below. Note that using
a different threshold would alter FLTrust’s F1 scores, but it wound
not affect its MA and BA performance.

G. Additional Evaluation
This section provides evaluation results that were omitted from the
main paper for space reasons.

G.1. 0.3 1-Class non-i.i.d.
In scenarios A and B , shown in Tab. 10, a 1-class non-i.i.d.
disproportionality level q of 0.3 was employed. Sibai achieved
perfect detection with F1 scores of 1.0 in the 0.5 PDR scenario A

and exhibited perfect precision in the low PDR scenario B , with
no false positives. There was one false negative for the semantic
backdoor, however, the global model’s BA remained at 0.



q Scenario Random Pixel Blend Edge Semantic

0.3

A

PDR 0.5 0.5 0.5 0.5 0.5
Precision 1.0000 1.0000 1.0000 1.0000 1.0000
Recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000
MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 3.52% 0.0% 13.77% 0.0%

B

PDR 0.4 0.08 0.04 0.16 0.04
Precision 1.0000 1.0000 1.0000 1.0000 1.0000
Recall 1.0000 1.0000 1.0000 1.0000 0.8888
F1 1.0000 1.0000 1.0000 1.0000 0.9411
MA diff. 0.0% 0.0% 0.0% 0.0% +1.34%
BA - 2.65% 0.20% 8.67% 0.0%

A = Default + 0.3 1-class non-i.i.d. + high PDR

B = Default + 0.3 1-class non-i.i.d. + low PDR

Table 10. Detection performance of Sibai in 1-class non-i.i.d. sce-
narios, with different level of disproportionality q

G.2. Runtime Evaluation

Defense Runtime

MESAS [27] 37.25s
Krum [5] 5.61s
M-Krum [5] 5.70s
FoolsGold [17] 0.17s
HDBSCAN [35] 0.18s
trimmed mean [60] 0.61s
trimmed median [60] 0.03s
FLTrust [8] 25.8s
Auror [48] 12 hours
Sibai (ours) 5.27s

Table 11. Runtime of defenses in seconds during the aggregation
process

This section assesses the runtime performance of Sibai. The
offline training phase took 23 hours and 40 minutes, with each
epoch lasting about half an hour. Despite this initial investment,
given the large-scale nature of FL and the advantages of Sibai,
such as robust defense against adaptive attacks, this one-time effort
before launching the federation is generally acceptable. During
the online inference phase, Sibai demonstrates a reasonably aver-
age performance impact. As shown in Tab. 11, in scenario 0 ,
Sibai’s runtime, including PCA decomposition and Siamese net-
work inference for all 20 models, is 5.27 seconds. This aligns with
other recent defenses like Krum and M-Krumm [5]. Naı̈ve cosine-
distance based HDBSCAN [35] and robust aggregation methods
such as trimmed mean, median [60] show minimal impact (less
than one second) but also exhibit inferior detection performance
compared to Sibai. The Auror [48] method introduces extreme
performance overhead and was excluded from other experiments in
our evaluation.

G.3. Alpha Parameter for Adaptive Adversaries
In this section, we present an overview of experiments testing Sibai
against adaptive adversaries, providing results for experiments con-
ducted against attackers employing different levels of adaptation.
These attackers utilize the method introduced by Bagdasaryan et

al. [3], adjusting the α parameter to balance the trade-off between
optimizing BA and stealthiness. Our experiments cover a range of
alpha values from 0.1 to 0.9 and maintain a consistent seed across
all experiments to mitigate the impact of ML-related randomness
on the results.

The results in Tab. 12 show the results of experiments involving
an attacker utilizing both high PDR and cosine distance adapta-
tion. Sibai demonstrates robust detection for all α values, reliably
identifying all malicious models.

In Tab. 13 an attacker employs cosine distance adaptation along-
side low PDR values. False negatives occur only at very high levels
of adaptation (α values of 0.8 and 0.9), however, at this point, the
malicious local models are so focused on adaptation that they fail
to effectively introduce a backdoor, resulting in minimal impact on
MA and very low BA values.

The outcomes for the adversary employing Euclidean adapta-
tion and high PDR in Tab. 14 closely mirror the high PDR cosine
adaptation experiment results in Tab. 12. Sibai consistently identi-
fies all malicious models, regardless of the α value employed by
the attacker.

The scenario involving Euclidean adaptation and low PDRs
appears to be the most challenging for Sibai among all adaptive
attacker scenarios. For high α values (0.7 to 0.9), Sibai easily
identifies all malicious models, possibly because their strong focus
on adaptation amplifies the indicators of poisoning that Sibai has
learned to detect. However, for balanced α values (0.2 to 0.5), Sibai
exhibits some false negatives, particularly for the pixel and blend
backdoors. Despite these instances, the BA remains extremely low,
indicating that no effective backdoor was introduced. The impact
on model accuracy MA was also minimal; for instance, in the worst
case, there were 3 false negatives for the pixel trigger backdoor
with an α of 0.5, reducing the MA by 9.27%. These experiments
suggest that Sibai is resilient against adaptive adversaries targeting
cosine and Euclidean distance. Generally, an α between 0.2 and
0.5 has the most impact, although this impact is still very limited.
We, therefore, chose to showcase the results for an α of 0.3 in the
main paper.

H. Shadow Model Dataset Composition
Table 16 provides a detailed breakdown of the composition of the
shadow model dataset used to train the Siamese network that was
evaluated in the experiments showcased in the main paper. Ini-
tially, each federation trained 11 benign and 9 malicious models.
However, malicious models with a local BA below 45% were sub-
sequently removed from the dataset. This exclusion was necessary
because such models exhibit backdoors that are too inefficient to
effectively manifest the typical characteristics of poisoned mod-
els. Moreover, detecting such models is somewhat futile because
of their weak local poisoning, they are very unlikely to introduce
any significant backdoor to the global model when aggregating.
Therefore, removing them improves the quality of the classifier.



α Metrics Random [27] Pixel [19] Blend [10] Edge [54] Semantic [3]

0.1

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.2

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.3

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.4

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.5

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.6

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.7

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.8

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.9

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

Table 12. Detection performance of Sibai against attackers using
cosine distance adaptation with different α levels and high PDR

α Metrics Random [27] Pixel [19] Blend [10] Edge [54] Semantic [3]

0.1

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.14% 18.87% 0.0%

0.2

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.14% 18.87% 0.0%

0.3

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.14% 18.87% 0.0%

0.4

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.14% 18.87% 0.0%

0.5

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.14% 18.87% 0.0%

0.6

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.14% 18.87% 0.0%

0.7

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.14% 18.87% 0.0%

0.8

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 0.8888 0.8888 0.8888
F1 1.0000 1.0000 0.9411 0.9411 0.9411

MA diff. 0.0% 0.0% -0.95% -1.46% +2.59%
BA - 1.08% 0.18% 19.38% 0.0%

0.9

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 0.7777 1.0000 0.6666 1.0000 1.0000
F1 0.8750 1.0000 0.8000 1.0000 1.0000

MA diff. -1.27% 0.0% +1.83% 0.0% 0.0%
BA - 1.08% 0.72% 18.87% 0.0%

Table 13. Detection performance of Sibai against attackers using
cosine distance adaptation with different α levels and low PDR



α Metrics Random [27] Pixel [19] Blend [10] Edge [54] Semantic [3]

0.1

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.2

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.2% 18.87% 0.0%

0.3

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.4

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.5

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.6

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.7

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.8

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

0.9

PDR 0.5 0.5 0.5 0.5 0.5
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.20% 18.87% 0.0%

Table 14. Detection performance of Sibai against attackers using
Euclidean distance adaptation with different α levels and high PDR

α Metrics Random [27] Pixel [19] Blend [10] Edge [54] Semantic [3]

0.1

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 0.7777 1.0000 1.0000 1.0000
F1 1.0000 0.8750 1.0000 1.0000 1.0000

MA diff. 0.0% -1.1% 0.0% 0.0% 0.0%
BA - 1.34% 0.14% 18.87% 0.0%

0.2

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 0.8888 0.7777 1.0000 0.8888
F1 1.0000 0.9411 0.8750 1.0000 0.9411

MA diff. 0.0% +2.09% -6.02% 0.0% -6.42%
BA - 2.05% 0.27% 18.87% 0.0%

0.3

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 0.8888 0.8888 1.0000 1.0000
F1 1.0000 0.9411 0.9411 1.0000 1.0000

MA diff. 0.0% +3.1% -6.3% 0.0% 0.0%
BA - 5.98% 0.0% 18.87% 0.0%

0.4

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 0.8888 1.0000 1.0000 1.0000
F1 1.0000 0.9411 1.0000 1.0000 1.0000

MA diff. 0.0% +1.05% 0.0% 0.0% 0.0%
BA - 0.0% 0.07% 18.87% 0.0%

0.5

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 0.7777 0.8888 1.0000 1.0000
F1 1.0000 0.8750 0.9411 1.0000 1.0000

MA diff. 0.0% -9.27% -7.86% 0.0% 0.0%
BA - 0.11% 0.0% 18.87% 0.0%

0.6

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 0.8888 1.0000 1.0000
F1 1.0000 1.0000 0.9411 1.0000 1.0000

MA diff. 0.0% 0.0% -8.36% 0.0% 0.0%
BA - 1.08% 0.03% 18.87% 0.0%

0.7

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 0.8888 1.0000 1.0000
F1 1.0000 1.0000 0.9411 1.0000 1.0000

MA diff. 0.0% 0.0% -8.01% 0.0% 0.0%
BA - 1.08% 0.05% 18.87% 0.0%

0.8

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.14% 18.87% 0.0%

0.9

PDR 0.4 0.08 0.04 0.16 0.04
precision 1.0000 1.0000 1.0000 1.0000 1.0000

recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 1.0000 1.0000 1.0000 1.0000

MA diff. 0.0% 0.0% 0.0% 0.0% 0.0%
BA - 1.08% 0.14% 18.87% 0.0%

Table 15. Detection performance of Sibai against attackers using
Euclidean distance adaptation with different α levels and low PDR



Attack PDR i.i.d./non-i.i.d.-ness Adv. Adaptation # Federations # Benign Models # Malicious Models

Blend [10]

0.02 i.i.d. none 8 88 72
0.04 i.i.d. none 8 88 63
0.08 i.i.d. none 8 88 72
0.5 i.i.d. none 1 11 9
0.8 i.i.d. none 2 22 18
0.02 0.3 1-class none 8 88 68
0.02 0.6 1-class none 8 88 59
0.02 0.9 1-class none 8 88 54
0.04 0.3 1-class none 7 77 62
0.04 0.6 1-class none 7 77 57
0.04 0.9 1-class none 7 77 60
0.5 0.9 1-class none 2 22 18
0.8 0.9 1-class none 1 11 9
0.9 0.9 1-class none 1 11 9
0.04 inter-client none 7 77 52
0.5 inter-client none 7 77 61
0.4 i.i.d. cosine α = 0.3 8 88 72
0.4 i.i.d. Euclid α = 0.3 8 88 66
0.5 i.i.d. cosine α = 0.3 7 77 63
0.5 i.i.d. Euclid α = 0.3 7 77 58

Edge [54]

0.08 i.i.d. none 5 55 13
0.16 i.i.d. none 7 77 30
0.2 i.i.d. none 4 44 27
0.4 i.i.d. none 1 11 9
0.6 i.i.d. none 1 11 9
0.8 i.i.d. none 1 11 9
0.9 i.i.d. none 1 11 9
0.08 0.9 1-class none 8 88 34
0.16 0.3 1-class none 7 77 37
0.16 0.6 1-class none 7 77 41
0.16 0.9 1-class none 7 77 35
0.18 0.3 1-class none 8 88 49
0.18 0.6 1-class none 8 88 53
0.18 0.9 1-class none 8 88 46
0.5 0.9 1-class none 2 22 18
0.8 0.9 1-class none 1 11 9
0.9 0.9 1-class none 1 11 9
0.16 inter-client none 7 77 48
0.5 inter-client none 7 77 60
0.4 i.i.d. cosine α = 0.3 9 99 81
0.4 i.i.d. Euclid α = 0.3 8 88 39
0.5 i.i.d. cosine α = 0.3 8 88 72
0.5 i.i.d. Euclid α = 0.3 7 77 50

Pixel [19]

0.04 i.i.d. none 6 66 36
0.05 i.i.d. none 1 11 3
0.1 i.i.d. none 1 11 9
0.04 0.3 1-class none 3 33 20
0.04 0.6 1-class none 8 88 46
0.04 0.9 1-class none 8 88 33
0.08 0.3 1-class none 7 77 48
0.08 0.6 1-class none 3 33 23
0.08 0.9 1-class none 7 77 42
0.5 0.9 1-class none 2 22 18
0.8 0.9 1-class none 1 11 9
0.9 0.9 1-class none 1 11 9
0.08 inter-client none 7 77 52
0.5 inter-client none 7 77 63
0.4 i.i.d. cosine α = 0.3 8 88 72
0.4 i.i.d. Euclid α = 0.3 8 88 72
0.5 i.i.d. cosine α = 0.3 7 77 63
0.5 i.i.d. Euclid α = 0.3 7 77 63

Semantic [3]

0.02 i.i.d. none 6 66 53
0.05 i.i.d. none 1 11 9
0.08 i.i.d. none 1 11 9
0.02 0.3 1-class none 8 88 72
0.02 0.6 1-class none 8 88 68
0.02 0.9 1-class none 8 88 61
0.5 0.9 1-class none 2 22 9
0.8 0.9 1-class none 1 11 9
0.9 0.9 1-class none 1 11 9
0.04 0.3 1-class none 7 77 63
0.04 0.6 1-class none 7 77 61
0.04 0.9 1-class none 7 77 59
0.04 inter-client none 7 77 59
0.5 inter-client none 7 77 54
0.4 i.i.d. cosine α = 0.3 8 88 72
0.4 i.i.d. Euclid α = 0.3 8 88 71
0.5 i.i.d. cosine α = 0.3 7 77 63
0.5 i.i.d. Euclid α = 0.3 7 77 63

Random [27]

0.4 i.i.d. none 1 11 9
0.5 i.i.d. none 2 22 18
0.8 i.i.d. none 1 11 9
0.2 i.i.d. none 8 88 72
0.2 0.3 1-class none 8 88 72
0.2 0.6 1-class none 8 88 72
0.2 0.9 1-class none 8 88 72
0.4 0.3 1-class none 3 33 27
0.4 0.6 1-class none 7 77 63
0.4 0.9 1-class none 7 77 63
0.8 inter-client none 7 77 63
0.4 i.i.d. cosine α = 0.3 8 88 72
0.4 i.i.d. Euclid α = 0.3 8 88 72
0.5 i.i.d. cosine α = 0.3 7 77 63
0.5 i.i.d. Euclid α = 0.3 7 77 63

Sum 520 5720 4145

Table 16. Detailed breakdown of the shadow model dataset composition used to train Sibai
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