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Abstract
Microservice applications are the building blocks of modern cloud
applications. As such, their performance aspects have been receiv-
ing increasing attention in the software engineering community.
However, many microservice performance studies use only a small
set of popular microservice test applications for experiments, ques-
tioning the applicability of their approaches in practice. Researchers
currently lack the opportunity to collect large and diverse datasets
containing performance metrics of microservices. This is because
popular test applications only represent specific technology stacks
and often come with custom benchmark tooling (e.g., load gen-
eration and monitoring). In this paper, we present Creo, a frame-
work for generating microservice applications that (1) are fully
executable, (2) have configurable properties and resource usage pro-
files, and (3) have built-in support for standardized monitoring, load
generation, and deployment. Our approach enables researchers to
run experiments with diverse microservice applications with mini-
mal effort. We demonstrate the value of our approach in the context
of two use cases. First, we show that using generated applications
when training machine learning models for predicting performance
degradation can improve the prediction accuracy. Second, we eval-
uate a recent approach for performance anomaly classification on a
set of generated applications highlighting strengths andweaknesses
not discussed in the original work.

CCS Concepts
• Software and its engineering → Software performance; •
Computer systems organization→ Cloud computing.
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1 Introduction
Microservice applications have become common practice for the
development of cloud applications in recent years. Apart from the
many advantages that microservices bring to development and run-
time, tasks in the area of application performancemanagement have
proven to pose significant challenges. Prominent examples from
the literature include root cause localization [23], autoscaling [8],
placement [2], and many more. The sheer mass of different services
coupled with regular updates through modern DevOps practices
makes it infeasible to use approaches specialized for one service or
application. Instead, application-agnostic approaches are favored,
which can deal with different microservices [27]. These application-
agnostic approaches primarily rely on machine learning models
that can learn the performance characteristics of different services
and applications through supervised learning.

Our preliminary analysis of the literature in the field of perfor-
mance engineering for microservices found a prevalent discussed
threat to validity. Many related works train and evaluate their
approaches on just one or two test applications. This limitation
restricts the generalizability of research results and hampers their
practical adoption. In addition to the limited scope of scientific work,
our experience has shown that collecting training data and experi-
menting with various microservice applications is time-consuming.
Many test applications require different tooling for performance
experiments (e.g., monitoring frameworks, load generators, dis-
tributed tracing). Another reason is the limited diversity of open-
source microservice applications [22] (e.g., in terms of the number
of services, communication forms, and programming languages).
Given that production microservice applications are usually not
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Figure 1: Use case scenario: Performance benchmarking

available for experimentation, researchers currently lack the ability
to generate large, diverse performance datasets to evaluate novel
approaches for application performance management.

To address this issue, we propose Creo, a framework for gener-
ating executable microservice applications for performance bench-
marking. At its core, Creo assembles so-called handler functions
written in different programming languages and with optional ex-
ternal dependencies (e.g., databases) into microservices. A microser-
vice application is created by generating multiple microservices
that interact via network communication. Researchers can generate
a virtually infinite number of microservice applications by design-
ing an arbitrarily large set of handler functions. In many use cases,
researchers need to generate applications with specific properties
instead of random ones. Handler functions have generic labels indi-
cating their properties to support this requirement. In this work, we
use performance labels (e.g., CPU, or NETWORK_TRANSMIT usage)
specifying the resource usage profile. Researchers can specify the
desired properties (e.g., high CPU usage) of the generated microser-
vice applications in advance. In addition to generating the source
code and container images, Creo also creates monitoring harnesses,
workload definitions for load generators, benchmark clients, and
deployment files for every generated application. Researchers can
generate numerous microservice applications enabling the creation
of large and diverse datasets with minimal effort, as illustrated in
Figure 1. This paper explains the methodology of Creo and demon-
strates its usage in two case studies. In the first case study, we show
how a state-of-the-art machine learning-based approach for perfor-
mance degradation prediction [13] can be improved by enriching
its training data with measurements from generated applications.
In our second case study, we evaluate a novel interference detection
approach [4] on generated applications to evaluate its generaliz-
ability.

In summary, the contributions of this paper are three-fold:
• We present Creo, a framework for generating executable
microservice applications with preconfigured properties and
tooling for performance benchmarking.

• We show how training data can be enriched with data from
generated applications, improving an approach for perfor-
mance degradation prediction [13].

• We illustrate the versatility of our generated applications by
using them in a case study for extending the evaluation of
an interference detection approach [4].

The remainder of this paper is structured as follows: Section 2
covers extended background and motivation for this work. Sec-
tion 3 presents the approach of Creo alongside selected examples.
Sections 4 and 5 present our case studies, demonstrating our ap-
proach’s applicability. In Section 6, we discuss the results of this

work and address limitations. Section 7 summarizes related works,
while Section 8 draws conclusions.

2 Background and Motivation
This section presents a motivational review of selected works on
applications used for benchmarking and evaluation in microservice
performance and resource management. Further, we introduce the
two case studies covered in Sections 4 and 5 that illustrate the value
of generated applications to obtain performance data.

2.1 Microservice Applications for
Benchmarking and Evaluation Purposes

As part of our preliminary study and to motivate our work, we
analyzed papers on microservice performance and resource man-
agement. Our keyword-based search spanned papers from 2018 to
2024 from 14 well-established conferences and journals in software
engineering and cloud computing. Our replication package [18]
contains a complete list of the venues we searched, the papers we
found, and additional metadata for this review. We include papers
that answer how many and which microservice applications are
used for experiments in the paper. In addition, we review whether
the authors mention limitations or future work concerning their
evaluation or used benchmarking applications. The study aims to
analyze typical microservice test applications and identify potential
use cases for generated applications.

Within our search scope, we identified a total of 36 relevant
papers. There was a clear trend in the number of microservice
applications used. 22 out of 36 papers (61%) use only one microser-
vice application for experiments. Two (8/36, 22%) or three (5/36,
14%) benchmarking applications were used less frequently. The
paper by Somashekar et al. [24] used the most applications in our
analysis. The authors evaluate their work on three applications
from the DeathStarBench suite [6, 10] as well as TrainTicket [9, 33].
TrainTicket was the most popular test application in the papers we
analyzed (15 times used). Other relevant test applications were Sock-
Shop [32] (10), OnlineBoutique [11] (4), and TeaStore [29, 30] (3).
We describe selected test applications and their characteristics in
more detail in Section 7.

Furthermore, we looked at the limitations of the reviewed papers
and future work statements. 20 of the 36 papers (56%) explicitly
question the generalizability of the results. The authors acknowl-
edge the shortcoming of only testing their approach on one or a few
test applications. Other authors state that their test applications
differ from production systems regarding technology stack and
number of services. Traini and Cortelessa [28] explicitly emphasize
the lack of public datasets containing data from various microser-
vice applications. 11 out of the 36 (31%) papers mention additional
experiments with further test applications as a subject for future
work.

The central insight from our literature analysis is that most pa-
pers only use one microservice application in their experiments.
Many authors are aware of the limited generalizability of their re-
sults and plan to do experiments with other applications in future
work. Experiments with different test applications are usually asso-
ciated with a high effort for researchers, as many of the mentioned
test applications have different toolchains for benchmarking (e.g.,
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monitoring, load generation). Together with the limited resources
available for preparing a scientific paper, this leads to experiments
only being conducted on a few established test applications. This
work aims to present an approach that allows the collection of
large performance datasets of various diverse microservices with
as little effort as possible. For this purpose, we present a generator
for executable microservices with standardized load generation,
monitoring, and configurable performance characteristics.

2.2 Exemplary Use Cases for Generated
Applications

We now describe the two case studies selected from papers identi-
fied in the previous section that illustrate the value and applicability
of our approach.

Use Case 1: Performance Degradation Prediction. Monitorless [13]
uses platform-level metrics to identify whether a cloud applica-
tion is saturated or not. In the case of saturation, a performance
degradation indicated by key performance indicators (KPIs) oc-
curs (e.g., increased response times). The core of the approach is
a machine learning (ML) model trained on a set of representative
applications (Solr, Cassandra, and Memcached). The training appli-
cations should be as diverse as possible to cover various resource
usage profiles. A three-tier web application and TeaStore are used
for evaluation. In this paper, we analyze whether extending the
training dataset with measurements from generated applications
can improve the accuracy of the ML model. This use case is an
example of an application-agnostic approach that uses different
applications for training and inference. Generated applications can
enrich the training dataset here. Our approach also allows one to
generate applications with specified resource profiles that mimic
production applications. We present our case study in Section 4.

Use Case 2: Characterizing Performance Anomalies.Baluta et al. [4]
consider performance anomalies of cloud applications, distinguish-
ing between two potential root causes: workload changes and in-
terference. Interference occurs when an application competes for
hardware resources with other applications in a virtualized environ-
ment. The authors train an ML model that can detect performance
anomalies and assign detected anomalies to one of the root causes.
AcmeAir [1] and OnlineBoutique are employed as test applications.
Our work extends the original evaluation using generated applica-
tions with different resource usage profiles (e.g., network-, CPU-
and disk-intensive applications). We explore to what extent the
paper’s results can be generalized to our generated applications.
We present our results in Section 5.

3 Approach
This section describes the approach of Creo in detail. First, we
introduce our conceptual structure of microservice applications
and state the framework’s goals. Next, we describe the application
generation steps and highlight the framework’s usage through
selected examples. Creo offers numerous optional configuration
options that influence the generation process. In this paper, we
focus only on the most relevant options; our GitHub repository1
includes full parameter descriptions.

1https://github.com/DescartesResearch/Creo/

3.1 Overview
Figure 2 depicts our conceptual composition of a microservice ap-
plication. A unique name identifies an application that comprises
one or more microservices. A microservice is implemented in a
particular programming language and usually uses a web server
framework to process incoming requests that arrive on a specific
port. Microservices consist of one or more endpoints. The accessible
endpoints of a microservice define its application programming in-
terface (API). This public API enables executing a typically narrow
set of business functionality through network requests.

An endpoint is identified by its path identifier and network
protocol. Frontend-facing endpoints typically use HTTP, while
application-internal endpoints may communicate with different
protocols like RPC. In the case of HTTP, the path identifier also in-
cludes the accepted HTTP method. An endpoint calls zero or more
endpoints of other microservices, which we denote as inter-service
calls. Inter-service calls enable the endpoint of one microservice to
query information from or trigger actions of other microservices in
the application. An inter-service call is uniquely identified by the
combination of its origin (i.e., source endpoint and microservice)
and its destination (i.e., target endpoint and microservice). Per defi-
nition, an inter-service call’s source and target service are distinct.
Communication inside a service generally uses faster in-process
communication (e.g., by calling functions in other modules). The
communication type may be synchronous or asynchronous.

Along with inter-service calls, every endpoint executes some
business logic. We refer to this logic that processes the request as
handler function. This business logic can be executed before, after,
or (in case of asynchronous inter-service calls) concurrently to
inter-service calls.

The handler function’s source code is implemented in a spe-
cific programming language and has defined inputs and outputs
that determine the endpoint’s request and response payloads. A
handler function’s programming language must align with the pro-
gramming language of the associated microservice. A set of labels
describes particular properties of the handler function. We explain
the role of labels in our approach in more detail in the next section.

In some cases, a handler function may also have external depen-
dencies, such as databases or message queues. These dependencies
are independently deployable components. The dependent handler
function cannot fulfill its particular task without access to these
dependencies. For instance, a handler function persisting a user
entity requires a connection to a database. In the next section, we
provide more detail about handler functions since they are the core
building blocks of our approach.

3.2 Handler Functions
Real-world microservice applications commonly define their mi-
croservice boundaries by business use case. Consequently, microser-
vices usually comprise handler functions that implement related
functionality. However, unlike in real-world applications, the busi-
ness logic implemented by a particular handler function is sec-
ondary to our approach, as we focus on generating microservice
applications for performance benchmarking studies. These studies
do not benefit from specific business use cases (e.g., booking vs. web
store application) but rather from various application characteristics

https://github.com/DescartesResearch/Creo/
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Figure 2: Conceptual composition of a microservice application

(e.g., CPU- vs. memory-intensive or faulty vs. non-faulty). To align
with this observation, our framework generates applications with
configurable characteristics instead of particular business use cases.
Applications are assembled from a set of implemented handler func-
tions used as building blocks. The set of available handler functions
should ideally represent a wide range of relevant characteristics
instead of focusing on covering any particular functionality.

We use labels for every function to describe its characteristics.
Labels are structured as key-value pairs, where the key represents
the label’s name and the value is numeric. In our generation pro-
cess, the labels quantify the priority of a handler function. In gen-
eral, we assume an appropriate procedure for labeling that ensures
the labels are comparable. Relevant labels for performance-related
studies may include failure rate, energy consumption, or degree
of parallelism. In our work, we use resource labels to quantify a
function’s resource usage characteristics, i.e., NETWORK_TRANSMIT,
NETWORK_RECEIVE, CPU, MEMORY, DISK_READ, and DISK_WRITE. We
conduct well-defined benchmark runs to determine the resource
labels for handler functions. We stress the function with a constant
request arrival rate and measure the resource usage. The resulting
labels are the average values of the corresponding resource usage
across repeated labeling runs. We provide more details about our
labeling process in our GitHub repository.1

Listing 1 depicts exemplary resource labels for a handler function
that generates a given number of random integer values between
a provided minimum and maximum. In the listing, CPU relates to
the CPU usage seconds, MEMORY to the used MB of memory, and
the remaining labels to the MB/s usage of the respective resource
under a measured constant load.

Listing 1: Exemplary resource labels of a handler function
---
CPU: 1 . 6 7 0 7 6 5 6 1 3 1 1 9 4 9 6 1
DISK_READ: 0 . 0
DISK_WRITE: 0 . 0
MEMORY: 2 . 7 4 2 6 8 0 5 3 9 8 4 1 0 0 6
NETWORK_RECEIVE: 0 . 0 2 2 2 9 8 0 3 2 8 7 9 8 0 2 9 5
NETWORK_TRANSMIT: 0 . 1 7 4 2 0 2 9 9 8 1 7 0 8 3 4 6
---

As mentioned, a handler function takes a network request’s
(parsed) payload as its input. We need a specification of expected
inputs for inter-service calls and load generators for every han-
dler function. As we support multiple programming languages, we
require a language-agnostic format. The OpenAPI Specification2
defines Schema Objects for specifying the structure of data in a

2https://spec.openapis.org/oas/v3.0.3#schema-object

language-agnostic way. Listing 2 illustrates an example of a func-
tion input specification in YAML format under the parameters key
inside the signature map. We extend the OpenAPI Specification
of Schema Objects by an additional property arg. This property
indicates the position of the particular parameter in the function’s
signature. In this example, the handler function expects three in-
teger parameters with a value between 1 and 1000. The definition
also includes additional information needed for generating valid
source code, such as the function name (function key), whether
the function returns a result (returns flag), or whether the function
is asynchronous (is_async flag).

Listing 2: Exemplary input definition for a handler function
---
impor t_pa th : rng
d e s c r i p t i o n : "Generate␣random␣numbers."

i s _ a s yn c : f a l s e
r e t u r n s : true
s i g n a t u r e :

f u n c t i o n : generate_random_numbers
pa rame te r s :

- a rg : 0
type : i n t e g e r
fo rmat : i n t 3 2
minimum: 1
exclus iveMinimum: f a l s e
maximum: 1000
exclusiveMaximum: f a l s e

- a rg : 1
type : i n t e g e r
fo rmat : i n t 6 4
minimum: 1
exclus iveMinimum: f a l s e
maximum: 1000
exclusiveMaximum: f a l s e

- a rg : 2
type : i n t e g e r
fo rmat : i n t 6 4
minimum: 1
exclus iveMinimum: f a l s e
maximum: 1000
exclusiveMaximum: f a l s e

---

Handler functions are the core of our approach. The more func-
tions are available, the more diverse microservice applications users
can generate. The number of possible handler functions is virtually
infinite. We try to cover as many resource usage profiles as possi-
ble. For instance, we implemented common CRUD functions for
persisting entities of different complexity in a database. Further-
more, we included various CPU-intensive functions often found in
microbenchmarks, such as inverting a random matrix of a given

https://spec.openapis.org/oas/v3.0.3#schema-object
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size or generating random numbers. Finally, we also implemented
handler functions that exhibit high disk utilization (i.e., a function
archiving existing log files in a compressed or uncompressed tar
archive or writing a given log message to disk). Within the scope of
this work, we implemented 31 handler functions in two program-
ming languages, namely Rust and Python. The complete list with a
description for each handler function is accessible in our GitHub
repository.1

3.3 Generating the Application Graph
This section describes the procedure for dynamically composing
handler functions into microservices.

Our framework uses a bottom-up approach for generating appli-
cations, i.e., by composing endpoints to services. Creo internally
represents a microservice application as a colored, directed, acyclic
graph. Each vertex in the graph represents an endpoint, while
each directed edge represents an inter-service call from the source
vertex (i.e., endpoint) to the target vertex. The number of colors
corresponds to the number of microservices. Same-colored vertices
belong to the same microservice. Creo supports two conceptually
different modes: autopilot (default) or manual. The manual mode al-
lows complete control over the application endpoints, inter-service
calls, services, and handler functions. This control comes at the
cost of increased manual modeling effort. The autopilot mode re-
quires a reduced configuration (see Listing 3). In this mode, Creo
constructs this graph by randomly drawing the given number of
edges from the set of all possible edges between the configured
number of vertices. A coloring algorithm then provides a proper
k-coloring for the graph, so there are no edges between endpoints
of the same microservice. By default, our framework uses the eq-
uitable coloring algorithm [19]. The example configuration shown
in Listing 3 specifies a graph with 35 vertices (endpoints) and 25
edges (service_calls).

Listing 3: Exemplary configuration
---
name: t e s t −app
mode: a u t o _ p i l o t
t opo logy :

s e r v i c e s : 10
endpo in t s : 35
i n t e r _ s e r v i c e _ c a l l s : 25

# seed : myawesomeseed
workload:

programming_languages : [ "rust :30" , "python :70" ]
s e r v i c e _ t y p e s :

# s e r v i c e type s_1
- f r a c t i o n : 50

p r o p e r t i e s :
- l a b e l : CPU

bucke t : HIGH
f r a c t i o n : 100

# s e r v i c e type s_2
- f r a c t i o n : 50

p r o p e r t i e s :
- l a b e l : NETWORK_TRANSMIT

bucke t : LOW
f r a c t i o n : 100

---

At this point, the fully colored graph defines the complete ap-
plication topology and communication structure. However, the

computational aspects of the microservices are still missing. Hence,
we assign each microservice (i.e., color) a particular programming
language and service type. For instance, Listing 3 defines Rust and
Python as available programming languages for the application. In
this case, the configuration specifies a selection probability of 70%
and 30% for Python and Rust, respectively.

A service type specifies the desired characteristics for a microser-
vice using the available handler function labels. In Listing 3, the
first service type defines the utilization of a specific resource (CPU)
from a given bucket (HIGH) for a fraction of the microservice’s
endpoints. Buckets are the categorical abstractions of the numeric
label values. During the generation, we dynamically map the label
values to the three buckets LOW, MEDIUM, and HIGH. For this,
we sort the handler functions by the particular label and partition
this sorting into three equally sized chunks. Listing 3 specifies two
service types 𝑠1 and 𝑠2. According to the configuration, the expected
distribution of these two service types is 50% each. While service
type 𝑠1 represents a CPU-intensive service, service type 𝑠2 corre-
sponds to a service with low outgoing network traffic. In other
words, the endpoints of a service of type 𝑠2 send small response
payloads. Even though our example does not depict this, a service
type may specify multiple labels for selecting handler functions.

Selecting a handler function for every vertex in the graph results
in a fully defined application graph. Specifically, the assignment of
handler functions to the graph vertices defines the expected request
payloads for each application endpoint. Thus, the handler function
of the target vertex for each edge determines the required request
data for that particular inter-service call.

3.4 Translating the Application Graph into
Executable Code

In the next step, we use the Handlebars template engine3 to dynam-
ically generate the source code for each microservice based on the
application graph.While the role of the handler function is to define
the workload to be executed when a request arrives, the template
takes care of assembling handler functions into an executable mi-
croservice. With the templates, the framework generates the source
code for (1) parsing the function’s input from the payload and query
data from the network request, (2) invoking the assigned handler
function with this input, (3) performing the inter-service calls, and
(4) returning the handler function’s result in the response payload.
Each endpoint also generates random request payload data for its
inter-service calls. As described previously, this request payload
must match the signature definition (see Listing 2) of the handler
function assigned to the target endpoint of the inter-service call.
The template also takes care of importing required libraries and
makes the handler function accessible through network requests.
In general, at least one template is required for every supported
programming language. For example, we use a template for Python
that creates microservices based on the FastAPI4 library, while our
Rust template uses the Axum5 library.

3https://docs.rs/handlebars/5.0.0/handlebars/index.html
4https://fastapi.tiangolo.com/
5https://docs.rs/axum/latest/axum/

https://docs.rs/handlebars/5.0.0/handlebars/index.html
https://fastapi.tiangolo.com/
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3.5 Summary of the Input and Output Artifacts
In summary, we generate a hierarchy of source code and project
files from a combination of configuration files and assets.

Figure 3 illustrates the input and output artifacts as well as
Creo’s internal representation of an application. The assets include
handler functions, templates, and dependencies. Handler functions
implement small, independent pieces of business logic. They do not
contain any web server-specific code. The templates are the basis
for the dynamic source code generation. Dependencies are auxiliary
container images, such as databases, that the implementation of a
handler function may require.

The configuration comprises graph properties, service types, and
languages for the autopilot mode. The graph properties specify con-
straints for the graph generation (i.e., the number of vertices, edges,
and colors). The service types define the resource usage charac-
teristics of the application hierarchically (as shown in Listing 3).
Lastly, languages determine the available programming languages
and their selection probabilities. The manual mode requires the
specification of the complete application graph.

The framework generates a graph with the given number of
vertices (endpoints) and edges (inter-service calls). The proper ver-
tex coloring then assigns each endpoint to a microservice. Various
outputs are generated from this internal application representation.

A directory for every generated service contains the source code
to run it. The output also includes a Dockerfile for building the
service image and a Docker Compose file for starting the service
container with the required dependencies, such as databases. Using
the official kompose6 software, the Docker Compose files can be
translated to Kubernetes deployments. The preconfigured moni-
toring harness comprising Prometheus7 and cAdvisor8 facilitates
collecting performance metrics of every service in the application.
Lastly, the generator provides workload definitions for the HTTP
Load Generator9 enabling sending user requests, further automat-
ing the benchmarking process.

6https://kompose.io/
7https://prometheus.io/
8https://github.com/google/cadvisor
9 https://github.com/joakimkistowski/HTTP-Load-Generator

Creo offers a command-line interface for several useful func-
tionalities, such as deploying the generated application and load
generator to distinct servers or starting specified experiments on
the deployment servers from the researcher’s local machine.

3.6 Extensibility of Creo
The framework’s design aims to be as generic as possible, allowing
for the change of almost every aspect of the generation process. The
most relevant extension for most users is the addition of further
handler functions. This requires minimal effort and is as simple as
implementing a new function in an already supported language
and defining the input specification similar to Listing 2. Including
new labels (e.g., failure rate) is a simple yet powerful way to in-
fluence the application generation process. While adding a new
web server framework or programming language naturally requires
more effort, we provide thorough documentation of the process in
our GitHub repository.1 We also plan to include more languages
soon. The generation process can be modified for particular needs
by implementing new strategies for selecting graph edges, coloring
the graph, or partitioning the handler functions into buckets. For
instance, a clustering algorithm could assign handler functions to
the three buckets instead of equally sizing the bins. In summary, our
approach is very flexible by design and allows researchers to extend
and modify the framework with varying levels of complexity and
impact.

3.7 Validation of Creo
Naturally, a code generation approach requires thoroughly validat-
ing all components and artifacts. In addition, this work focuses on
generating microservice applications with configurable resource us-
age characteristics. In our case, we split the validation into two parts:
(1) a use case-independent validation focusing on the correctness
and validity of the generation process, the generated applications,
and the generated side artifacts, and (2) a use case-bound validation
showing the value of our approach in a practical scenario. Due to
space constraints, we cannot provide the full details and results
of our use case-independent validation. Further information is in-
cluded in Appendix A and our GitHub repository.1 The following
list outlines our use case-independent validation efforts:

• Unit tests for core components, such as adherence to graph
properties or coloring algorithm

• Validation of the handler function selection algorithm
• Evaluation of the generated source codes, including parame-
ter parsing, handler function invocation, and inter-service
calls

• Evaluation of the generated side artifacts, including con-
tainerization, monitoring, and load generation

• Validation and effectiveness of the resource labels

In the following, we showcase the value of our approach in two
case studies using generated applications with diverse performance
characteristics.

https://kompose.io/
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Table 1: Workloads and resource limits of applications used
in the baseline dataset

.

Application CPU MEM Traffic

Cassandra 6 28 GB A: 150-5000
Cassandra 6 28 GB B: 100-3000
Cassandra 6 28 GB D: 300-10000
Cassandra 1 28 GB F: 200-2000
Memcached 8 32 GB 40000-200000
Memcached 8 6 GB 30000-95000
Memcached 1 32 GB 50000-200000
Memcached 1 3 GB 50000-180000
Solr 8 14 GB sin1000
Solr 3 32 GB sin1000
Solr 3 14 GB sin1000
Solr 3 8 GB sin1000

4 Use Case I: Performance Degradation
Prediction

In our first use case study, we demonstrate the value of generated
applications for enriching the training dataset of an ML-based per-
formance degradation predictor. Monitorless [13] is an application-
agnostic approach that uses platform-level metrics as features and
different applications for training and inference. However, the ap-
proach’s general applicability relies on diverse applications to ob-
tain the training data, making it an attractive use case for our
approach.

Monitorless’s core idea is to detect saturation in applications lead-
ing to degraded key performance indicators (KPIs). During training,
the resource consumption of different applications under various
configurations and workloads is measured. These measurements
ideally cover scenarios that are potential bottlenecks for all plat-
form resources. Monitorless assumes that an application reaches its
saturation point at a certain workload intensity. After this point, the
relationship between the KPI (e.g., throughput) and the workload
is non-linear, and the application is labeled as saturated.

Since the authors do not provide their implementation as an
artifact, we implement the approach ourselves. First, we replicate
the results of the original work to obtain reference results and
ensure our setup is comparable. We conduct all measurements on a
e2-custom VM in the Google Cloud running Ubuntu 24.04 LTS as
the operating system. The VM has 32 vCPUs, 48 GB of memory, and
16 Gbps networking bandwidth. We use Prometheus and cAdvisor
to collect platform-level metrics and use throughput measurements
from the HTTP Load Generator9 for labeling.

Table 1 shows our experiments with the three applications used
in [13] to obtain training data. These data constitute our baseline
dataset. The experiments are similar to the original work, with
the intensities adjusted to the capabilities of our test environment.
In the table, the traffic patterns A, B, D, and F for Cassandra cor-
respond to the workloads defined by [5] that use a different mix
of read, write, update, and insert operations. The Traffic column
shows the minimum and maximum requests per second (RPS) of
the linearly increasing workload for Cassandra and Memcached.

Table 2: Workloads and resource limits of the generated ap-
plications

Application CPU MEM Traffic

CPU 32 48 GB 25-300
Memory 32 48 GB 25-300
Network Transmit 32 48 GB 25-400
Network Receive 32 48 GB 50-600

Table 3: Feature importances of the trained classifiers

Feature Category Baseline Enriched

CPU 50.96% 42.10%
MEMORY 20.52% 21.74%
NETWORK RECEIVE 32.05% 38.46%
NETWORK TRANSMIT 14.78% 18.85%
FILE SYSTEM 32.67% 27.55%

For Solr, sin1000 describes a sinus workload pattern between 1 and
1000 RPS. Like the authors, we use TeaStore as the test application.

In addition, we enrich the baseline dataset with measurements
from four generated applications. Generally, there are two strategies
for generating applications to improve the predictor’s performance.
In the first case, we already know or can estimate the resource
profile of the considered production application for which resource
saturation should be predicted. Here, we can intentionally generate
applications with similar performance characteristics to ensure that
the predictor trains on representative data. The second strategy
applies when the characteristics of the targeted production appli-
cation are unknown. In this case, we rely on the diversity of our
training data to maximize the generalizability of the trained ML
model.

This paper considers the latter of the two cases, as we do not
want to artificially optimize the results for our test application (i.e.,
TeaStore). Instead, we want to showcase Creo’s ability to generate
diverse applications. We enrich the training data so that 25% of the
samples come from generated applications, while the remainder is
the baseline dataset. We use resource labels to influence the genera-
tion process. We generate four applications with either HIGH CPU,
memory, network transmit, and network receive usages to cover
various resource bottlenecks. Similar to the previous experiments,
we use linearly increasing workloads. Table 2 lists the experiments
for the generated applications. The application’s name corresponds
to the resource set to HIGH during generation.

We adopt the original work’s preprocessing pipeline and eval-
uation metric—the lagged F1 score. While the platform metrics
immediately increase for a saturated application, the KPI degrada-
tion is observed later due to the inherent delay of response time
measurements. The lagged F1 score accounts for this delay. As in the
original work, our request timeout is three seconds; consequently,
our used lag is also three seconds.

With the baseline dataset, the random forest predictor achieves
a lagged F1 Score of 69.4% on the TeaStore dataset, which is very
close to the authors’ reported score of 71.2%. Training the model
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on the enriched training dataset results in an increased lagged
F1 Score of 74.5% on the identical test data. This improvement
shows that our generated applications could enrich the existing
training data in a valuable way. Further, we analyzed the feature
importances reported by the random forests. Table 3 shows the sum
of feature importances grouped by their corresponding resource(s).
The preprocessing adds new features by combining features related
to different resources. Hence, the total sum exceeds 100%. The data
indicates that the classifier trained on the baseline dataset is biased
towards CPU-related features, with an overall importance value of
over 50%. In contrast, the classifier trained on the extended training
data exhibits a more balanced importance distribution. Notably,
the importance of network-related features is increased. These
are underrepresented in the baseline dataset. Overall, this widens
the trained classifier’s applicability while improving its results
on the TeaStore training dataset. In conclusion, this case study
demonstrates how generated applications can valuablely enhance
the training dataset for an ML model.

5 Use Case II: Interference Detection
As discussed in Section 2, it is laborious and time-consuming for
researchers to evaluate their approaches on microservice applica-
tions with various resource characteristics. In our second use case
study, we show that generated applications can extend the eval-
uation scope, allowing us to assess the general applicability of a
proposed approach. Baluta et al. [4] propose a machine learning
classifier for detecting changes in application performance for a
target application due to resource contention.

The approach is split into three phases: baseline runs, interfer-
ence probes, and model training. First, we conduct multiple repeti-
tions of baseline benchmarks at various workload intensity steps
with our target application and monitor its average response time.
We construct the 95% confidence interval (CI) of the response time
for each workload intensity step. These CIs confine the expected
application behavior without interference and are used for labeling
purposes, that is, to determine whether the application experiences
resource contention. In the second step, we repeat the workload
steps from the baseline phase once without interference and in
combination with various controllable interference levels. If the
measured response time is above the upper limit of the constructed
CI for the corresponding workload intensity, the sample is labeled
as interference.

Like Baluta et al. [4], we conduct the baseline and interference
benchmarks for 120 seconds and increase the workload intensity in
five steps while repeating the baseline measurements 40 times each.
We use their first target application, AcmeAir [1], while stress-ng10
acts as the controllable, interfering application. Again, the authors
do not provide a publicly available implementation of their pro-
posed approach. Hence, we implement the described methodology
and replicate the experiments from the original work to obtain
reference results for our environment. Our measurements consider
seven levels of interference with stress-ng using between one and
seven CPU cores. Prometheus and cAdvisor collect platform-level

10https://wiki.ubuntu.com/Kernel/Reference/stress-ng
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Figure 4: Response time and disk usage measurements of
Disk Write

metrics like CPU and network usage. We use the HTTP Load Gen-
erator’s response time measurements. We collect samples from
5 · 8 = 40 benchmarks for the five workload intensity steps.

However, as the scenarios in the original work only consider
CPU contention, we want to evaluate the approach’s applicability
to different kinds of resource interference. We chose to evaluate
three additional cases: outgoing and incoming network contention,
as well as contention for disk writes. Thus, we generate three ap-
plications, namely Network Transmit, Network Receive, and Disk
Write, for which we configure a single service type with the corre-
sponding resource usage intensity set to HIGH. Our experiments
use tools to limit the target application’s available network and
disk bandwidth to induce controllable interference. For network
interface contention, we use the Linux kernel function tc to limit
the outgoing or incoming bandwidth for Network Transmit and
Network Receive, respectively. Similarly, we use the blkio config-
uration options of Docker to limit the disk write speed for Disk
Write. Again, we consider seven interference levels for all three
applications, resulting in 40 benchmarks per application. For every
level of interference, we linearly lower the available bandwidth.

Figure 4 illustrates the approach with representative measure-
ment results of Disk Write. The upper plot shows the disk write
throughput and response time without interference for a workload
of 75 RPS. We observe a throughput of about 100 Mb/s and a steady
response time. In contrast, the lower plot shows the results for the
same workload but with the write bandwidth lowered by 20% due
to interference. We observe that the throughput hits this limit, and
the response time increases significantly. The line colors illustrate
the derived labels: interference (red) and no interference (green).

Like the original work, we perform a 80/20 stratified train-test
split and use the H2O AutoML framework11 for model training.
Throughout the experiments in this section, we use a e2-standard
VM in the Google Cloud with Ubuntu 24.04 LTS as the operating
system for running our target and interfering applications. The VM
has eight vCPUs and uses balanced persistent disks as its block
storage.

Table 4 shows that the model trained on our measurements
achieves a higher F1 score (90.06%) for AcmeAir than the model re-
ported in [4] (81.64%). Our model misses fewer cases of interference,
resulting in a higher recall score, but its interference predictions
include more false positives, resulting in a lower precision score.
Based on the results in the table, the proposed approach can also

11https://docs.h2o.ai/h2o/latest-stable/h2o-docs/automl.html

https://wiki.ubuntu.com/Kernel/Reference/stress-ng
https://docs.h2o.ai/h2o/latest-stable/h2o-docs/automl.html
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Table 4: Evaluation metrics for all applications

Application F1 Score Precision Recall

AcmeAir (as in [4]) 81.64% 100.0% 68.98%
AcmeAir 90.06% 92.55% 87.70%
Network Transmit 96.24% 95.09% 97.42%
Network Receive 82.71% 79.70% 85.94%
Disk Write 66.81% 66.67% 66.96%

detect network-related interference. The model for Network Trans-
mit performs best with an F1 Score of 96.24%. This is unsurprising,
as increased response times directly impact network-related met-
rics (e.g., the transmitted network bytes decrease). In the Network
Receive scenario, the predictor achieves similar scores to the model
trained with AcmeAir. Lastly, our findings indicate that the pro-
posed approach struggles to detect interference for disk write-heavy
workloads. The corresponding model reaches a substantially lower
F1 Score (66.81%) compared to all other predictors. The precision
score shows that one-third of the predicted interference cases are
unrelated to actual interference.

In summary, this case study illustrates that generated applica-
tions can reveal strengths and weaknesses of an approach that
might stay undiscovered when fewer, less diverse test applications
are used. With Creo, researchers can create and benchmark fur-
ther microservice applications for their approaches, each with its
distinct resource usage profile.

6 Discussion
This section discusses this work’s strengths, weaknesses, and threats
to validity.

Strengths: Unlike most existing microservice application gener-
ators, our proposed approach provides a language-agnostic, ex-
tensible framework for generating executable microservices by
composing functions with non-trivial business logic. In contrast,
many other code generators produce code parts or skeletons only.
As shown earlier, generated applications can be valuable in vari-
ous contexts, even beyond performance benchmarking use cases
(e.g., software visualization [12], or architecture recovery [3]). The
uniqueness of our approach is based on three main characteristics:
(1) its multi-language, characteristics-driven generation process,
(2) its built-in extensibility, and (3) its user-friendly design with
end-to-end support for performance benchmarking. Flexible labels
are at the core of our approach, enabling many use cases. For in-
stance, this work demonstrates the usage of resource labels in two
use case studies.

While other generators require explicitly stating the resource
consumption and other properties of the microservices as determin-
istic values (e.g., the execution time in seconds [21]), our configu-
ration uses coarse-grained specifications of resource usage char-
acteristics or other user-defined labels with three intensity levels.
This is a strength of our approach, as the configuration becomes
more intuitive, declarative, and less restrictive. This is desired since
users of our approach like to generate many diverse applications.
In addition, the manual mode of Creo enables fine-granular control

of the composition of generated applications. The preconfigured
benchmark harness and other generated side artifacts shown in Fig-
ure 1 enable experimenting with multiple microservice applications
with minimal effort. Researchers familiar with the configuration
can generate, deploy, and start benchmarks within minutes. The
generation process is very scalable. For instance, we generated an
application with 150 microservices, 450 endpoints, and 300 inter-
service calls in just over three seconds. Our approach focuses on
being extensible regarding the supported programming languages,
web frameworks, and—most importantly—handler functions. Once
an application is generated, researchers can easily customize mon-
itoring settings, workload mixes, or even the application source
code to meet specific requirements. All generated files follow best
practices in terms of structure and format.

Weaknesses: A current downside of our approach is the lim-
ited number of supported programming languages and handler
functions. In general, the diversity and applicability of the gener-
ated applications heavily rely on the set of implemented handler
functions. Handler functions are the core building blocks of our
approach, and their dynamic composition into microservices al-
lows our approach to generate a diverse set of applications. The
usefulness of our approach increases with more available handler
functions and programming languages. Nevertheless, this is pri-
marily an implementation effort and is not a general limitation of
our approach. As our approach is open-source, we envision a user
community that collectively extends the framework over time. We
are actively working on adding Java and Go as available program-
ming languages soon. Adding new handler functions of already
supported programming languages is as easy as implementing a
single function/method. Adding new programming languages or
web frameworks requires new templates and supporting scripts
to generate the side artifacts (e.g., Dockerfiles). This step requires
solid knowledge of the target language and understanding of Creo’s
internals but is feasible with some experience.

While our approach for configuring the application properties
via labels is very general, our current resource labeling process
relies on measurements from the same environment (i.e., hardware
configuration). We must ensure that the resource label experiments
are run under the same conditions to keep resource labels com-
parable among functions implemented in the same programming
language. This requirement forces users to re-label all functions
of a particular programming language once they want to add new
handler functions to the framework. This is neither resource- nor
time-efficient. In the future, we plan to develop a feasible, hardware-
independent labeling process. However, this weakness only applies
to use cases relying on resource labels. Use cases with other relevant
labels do not suffer due to the hardware-dependent performance
labels.

Even though we aim to design Creo as flexible as possible, the
inherent complexity of such a framework may negatively impact
its adaptability to specific use cases. However, we provide docu-
mentation for all parts of the framework in addition to support via
GitHub issues and discussions.

Threats to validity: Our case studies demonstrate that generated
applications can be valuable in use cases involving applications
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with different resource usage characteristics. Our experiment re-
sults have been conducted in a public cloud environment and are
subject to variability [16, 17]. Further experiments in different en-
vironments might show different results. As the authors of the
original works have not published their code, we had to implement
their approaches ourselves, questioning the comparability to the
original works. We addressed this concern by repeating the exper-
iments described in the original works. Overall, we envision the
Creo framework as a versatile tool for a wide range of use cases.
The concrete benefits of using Creo have to be assessed in each
scenario. Some use cases, such as the ones shown in this paper,
profit from using generated applications, while others might not.
However, our approach is designed to be highly adaptable, user-
friendly, and scalable, promoting its potential to assist researchers
in various fields.

7 Related Work
Microservice Benchmark Applications. Seshagiri et al. [22] pub-

lished a survey identifying mismatches between microservice ref-
erence applications and the industrial perception of microservices.
The reviewed microservice testbeds comprise DeathStarBench [6,
10]—with the applications Social Network, Movie Service, and Hotel
Reservation—TrainTicket [9, 33], BookInfo [14, 15], 𝜇Suite [25, 26],
and TeaStore [29, 30]. Other commonly used reference applications
include AcmeAir [1], SockShop [32], and Online Boutique [11].
Among the reference applications, the number of services ranges
from one to 41 microservices, while the used programming lan-
guages include C, C++, Go, Java, Node.js, Ruby, Python, and C#.
Most reference applications are limited to a single and, at most,
four programming languages. Most applications include Docker
images for simplified deployment. However, they rarely include
load-generation clients and ready-to-use harnesses for performance
benchmarks. Consequently, the benchmarking setup is often labor-
intensive and requires application-specific knowledge.

Our work differs from these reference applications in various
aspects. First, the mentioned works focus on implementing business
logic from real-world use cases (e.g., online shops). In contrast,
our work creates applications with diverse user-defined properties
of interest (e.g., resource usage characteristics), while the actual
business logic is secondary. Further, the reference applications each
feature one technology stack and topology graph. In contrast, our
work allows the creation of microservice applications with diverse
dependency graphs and programming languages.

Microservice Application Generation. HydraGen [21] is amicroser-
vice benchmark generator focusing on inter-service communication.
A dummy microservice implemented in Python emulates customiz-
able microservice applications based on configurable computational
complexity and topology. Additionally, the configuration includes
the traffic characteristics between paired microservices and the
deployment characteristics relating to microservice placement and
scalability.

MicroService Topology Generator (MSTG) [31] is a generator
explicitly focusing on including configurable network architectures.
The generated applications comprise replicas of a single microser-
vice written in Go. If configured, a replica sequentially calls other
services before returning random data of a given size. Also, routers

with configurable network properties can be included in the gener-
ated topology.

𝜇Bench [7] is an open-source tool for generating dummy mi-
croservice applications for benchmarking cloud/edge computing
platforms. The tool generates Python applicationswith configurable
topology, resource usage characteristics, and resource limits. The
generator includes configuration files for executing the generated
applications in a Kubernetes cluster.

HydraGen vs. MSTG vs. 𝜇Bench vs. Creo. Table 5 shows our quali-
tative comparison of HydraGen, MSTG, 𝜇Bench, Creo, and a typical
microservice benchmark application, e.g., TrainTicket. While the
presented generators share some commonalities, Creo significantly
differs from existing approaches. Some reference applications (e.g.,
DeathStarBench) have multi-language support. However, to the
best of our knowledge, our approach is the only generator support-
ing multi-language microservice generation. HydraGen and MSTG
primarily focus on network-related properties of microservice ap-
plications. In contrast, Creo does not come with any particular
focus but rather the ability to extend and customize the generator
to one’s specific needs.

𝜇Bench mentions the support for adding new handler functions
and arbitrary software through sidecar containers. However, these
functions must be implemented in Python and their argument val-
ues must be set at generation time. Additionally, invoking sidecar
containers always involves calling a Python function for the end-
point. Creo allows the inclusion of new handler functions and
offers extensibility as a core feature of the framework. For instance,
new programming languages (e.g., Java, Javascript, or C#) or new
web frameworks (e.g., Flask) for existing languages may be added.
Additionally, the generation process itself may be extended by im-
plementing different strategies for graph generation, such as the
Barabási-Albert algorithm used in 𝜇Bench, using new strategies for
assigning handler functions to graph vertices or exchanging the
labeling process.

HydraGen and 𝜇Bench use dummy functions as a means to stress
resources (e.g., a busy wait that is executed for 𝑥 number of seconds).
Conversely, our approach uses handler functions executing typical
web service workloads (e.g., CRUD operations).

8 Conclusion
In this paper, we present Creo, a framework for generating mi-
croservice applications that (1) are fully executable, (2) have config-
urable properties and resource usage profiles, and (3) have built-in
support for standardized monitoring, load generation, and deploy-
ment. We explain the generation process in detail and highlight
the configurability of our approach. Furthermore, we demonstrate
the applicability of generated applications through two case stud-
ies. In the first case study, we show that enriching the training
data for a state-of-the-art approach for performance degradation
prediction improves the classifier’s performance and widens its
applicability. In the second case study, we extend the evaluation of
a recent approach for performance anomaly classification using a
set of generated applications. The original evaluation exclusively
considered CPU contention. Our extended evaluation reveals that
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Table 5: Qualitative comparison between a typical microservice benchmark application, HydraGen, MSTG, 𝜇Bench, and Creo

Benchmark Application HydraGen MSTG 𝜇Bench Creo

Multi-language support Yes No No No Yes
Resources CPU, Memory CPU, Network (in/out) Network (out) CPU, Memory CPU, Memory

Network(in/out), Disk Network (out), Disk Network (in/out), Disk
Resource Configuration N/A Numeric Numeric Numeric Flexible
Inter-Service Call Mode Sync, Async Sync, Async Sync Sync, Async Sync, Async
Dynamic Request Size Runtime Generation Time No No Runtime
Dynamic Response Size Runtime Generation Time Generation Time Generation Time Runtime
Handler Functions Fixed, multi-language Fixed, Python None Fixed, Python Extensible, multi-language
Handler Function Type Single business use case Dummy N/A Dummy Arbitrary business use case
# Microservices Fixed Configurable Configurable Configurable Configurable
# Endpoints per Service Fixed Configurable Configurable 1 Configurable
# Inter-service Calls Fixed Configurable Configurable Configurable Configurable
External Dependencies No No No Yes Yes

the proposed approach works well for outgoing and incoming net-
work interference; however, write-heavy disk workloads seem to
represent a weakness.

In summary, our approach enables researchers to conduct exper-
iments with diverse microservice applications with minimal effort
and holds great potential for future applications. We plan to extend
the use cases of our framework and evaluate its applicability in
novel scenarios, such as developing transfer learning approaches
in the context of microservice applications.
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A Validation Details and Results
A.1 Unit Tests for Core Components
We use unit tests for the core components of our framework to val-
idate assumptions and increase confidence in the implementation’s
correctness. For both the autopilot and manual mode, we validate
the following properties:

• The generation of the graph is successful.
• The generated graph is acyclic.
• The vertex count of the generated graph matches the config-
ured number of endpoints.

• The edge count of the generated graph matches the config-
ured number of inter-service calls.

• The color count of the coloring matches the configured num-
ber of microservices.

• The coloring is a valid coloring for the generated graph.
• (Manual mode only:) The generated graph only contains the
configured edges.

This ensures that users of our framework receive the correct and
configured results from the graph generation process.

A.2 Validation of the Handler Function
Selection Algorithm

As part of the validation of our framework, we want to show the
adherence of the handler function selection algorithm to the user-
provided configuration. Using unit tests, we validate the following

properties for each entity (e.g., programming language, label, ser-
vice type, and definition) in the configuration:

• An entity with a fraction value of zero should never be se-
lected

• An entity with a fraction value of 100 should always be
selected

• Weuse the 𝜒2 distribution test [20] to test our null hypothesis
that the selections of our algorithms follow the distribution
given by the configuration

We illustrate the general structure of the 𝜒2 distribution tests
with the following example for testing the selection of programming
languages. The Pearson’s 𝜒2 test statistic is given by:

𝜒2 =
𝑛∑︁
𝑖=1

(𝑂𝑖 − 𝐸𝑖 )2
𝐸𝑖

(1)

where 𝑂𝑖 is the number of observations of category 𝑖 , 𝐸𝑖 is the
expected number of observations of category 𝑖 , and 𝑛 is the total
number of categories. The expected number of observations of a
category 𝑖 is determined by:

𝐸𝑖 = 𝑁 · 𝑝𝑖 (2)

where 𝑁 is the total number of observations, and 𝑝𝑖 is the prob-
ability of category 𝑖 given by the null hypothesis 𝐻0.

In our example, the categories refer to available programming
languages. The test comprises 𝑛 = 2 categories, namely, Rust and
Python. According to the test configuration, Rust has a 0.7 prob-
ability, while Python is selected with a 0.3 probability. Accord-
ingly, we formulate our null hypothesis 𝐻0 that we choose the
languages according to their configured probabilities. We draw a
total of 𝑁 = 100000 number of observations. Using Equation (2),
we can compute the expected number of observations for Rust
(0.7 · 100000 = 70000) and Python (0.3 ∗ 100000 = 30000), respec-
tively. We use the 𝜒2 test statistic given by Equation (1) and a
significance level of 𝛼 = 0.05 to test our null hypothesis 𝐻0. We
evaluate the inverse cumulative distribution function (ICDF) of a 𝜒2
distribution with 𝑓 = 𝑛 − 1 degrees of freedom at 𝑝 = 1 − 𝛼 . In our
example, 𝑓 = 2 − 1 = 1 and 𝑝 = 1 − 0.05 = 0.95. If our test statistic
𝜒2 is smaller than the value of the ICDF at 𝑝 , our null hypothesis
holds. A larger test statistic indicates a significant difference (with
𝛼 = 0.05) from our expected distribution of observations, and we
have to reject 𝐻0 as false. Using this 𝜒2 distribution test, we ensure
that all selections of our algorithm do not significantly deviate from
the configured probabilities.

A.3 Evaluation of the Generated Artifacts
As part of the framework validation, we also have to ensure the cor-
rectness of the generated artifacts. We validate the generated source
code for several sample applications for the following properties:

• The query and body payloads are correctly parsed.
• The selected handler function is correctly invoked with the
payload data.

• The inter-service calls are correctly invoked.
• The inter-service calls can access the connected microser-
vices via the network.
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Figure 5: CPU usage of service-1 and outgoing network traffic of service-2 for generated applications app-1 (red) and app-
2 (orange)
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Figure 6: Disk (write) utilization of service-1 and outgoing network traffic of service-2 for generated applications app-3 (red) and
app-4 (orange)
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Figure 7: Memory utilization of service-1 and incoming network traffic of service-2 for generated applications app-5 (red) and
app-6 (orange)

• A container image can be successfully built using the gener-
ated Dockerfile.

• The generated compose.yml file includes a correctly config-
ured Prometheus container.

• The generated compose.yml file includes a correctly config-
ured cAdvisor container.

• The container can be successfully started.
• The user-facing endpoints, i.e., the endpoints with no incom-
ing inter-service calls, correctly respond to valid requests.

This validation, in combination with the previous validation
steps, ensures the correct end-to-end generation of applications
based on the user configuration. Consequently, we can be confident
in the correctness of the generated applications for our use case
studies.

A.4 Validation and Effectiveness of Resource
Labels

This section details the results of validating the resource labels
used to configure the performance characteristics of generated ap-
plications. Since our configuration does not use numeric values
(e.g., milliseconds of a busy wait or number of random bytes re-
turned), we cannot determine the expected, absolute usage values
of a generated application. Hence, we need to compare the resource
usage of generated applications relatively. For instance, an applica-
tion configured with low CPU usage should use considerably less
CPU during the same workload than an application with the same
topology but configured with high CPU usage. We generate several
pairs of validation applications with two microservices and four
inter-service calls each. For example, we generate the first applica-
tion (app-1) of one pair with the service type definitions of Listing 3.
Using logs, we verify that one of the services corresponds to service
type 𝑠1 (service-1), while the other service corresponds to service
type 𝑠2 (service-2). Using the random seed of the first application,
we generate the second application (app-2) of this pair with the
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Table 6: Validation application pairs with the corresponding
resource configuration for both services.

Application Service-1 Service-2

app-1 CPU (HIGH) NETWORK TRANSMIT (LOW)
app-2 CPU (LOW) NETWORK TRANSMIT (HIGH)

app-3 DISK WRITE (HIGH) NETWORK TRANSMIT (LOW)
app-4 DISK WRITE (LOW) NETWORK TRANSMIT (HIGH)

app-5 MEMORY (HIGH) NETWORK RECEIVE (LOW)
app-6 MEMORY (LOW) NETWORK RECEIVE (HIGH)

same configuration, except for changing the HIGH bucket in 𝑠1 to
the LOW bucket and the LOW bucket of 𝑠2 to HIGH. Consequently,
we generated the same application topology but opposite resource
characteristics.

We hypothesize that for a constant arrival rate, the CPU usage
of service-1 of app-1 should be relatively higher than the utilization
of service-1 of app-2. Similarly, we expect a lower outgoing network
traffic for service-2 of app-1 than for service-2 of app-2. We conduct
a ten-minute experiment at a workload intensity of 150 requests

per second for both applications and compare the consumption of
the targeted resources.

We repeat the above validation for three pairs to cover all re-
sources, i.e., CPU, memory, network, and disk. Table 6 lists all
generated validation application pairs. The two service columns de-
scribe the configured and expected resource usage of the respective
services. We confirm that our hypothesis holds true for each pair
to show that the configured resource usage profiles are reflected in
the generated applications. Figures 5, 6, and 7 show the consump-
tion of the targeted resources of the respective microservices. All
results show that a microservice with a HIGH usage configuration
for a resource uses more resources than a microservice with a LOW
usage configuration.

Generally, a microservice application’s performance/resource us-
age profile is the composite of all its microservices. A microservice’s
resource usage is primarily determined by its endpoints, which,
in our case, invoke handler functions. The more accurate and ex-
pressive the resource labels of handler functions are, the better the
resulting endpoint, microservice, and application behavior can be
estimated.
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