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 Proliferation of shared IT infrastructures  Cloud Computing

 Different forms of resource sharing (hardware and software)

 Network, storage, and computing infrastructure

 Software stacks
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Challenges: Availability & Performance

Load Spike

SLAs
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Challenges: Availability & Performance

Load Spike

SLAs

Elastic (auto)-scaling of resources at run-time

• How can one predict the load spike?

• When exactly should a reconfiguration (scaling) be triggered?

• Which particular resources should be scaled?

• How quickly and at what granularity?
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Challenges: Reliability

Hardware or 

Software

Failure
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Challenges: Reliability

Hardware or 

Software

Failure
 How can one predict and prevent failures?

 When exactly should a reconfiguration be triggered?

 Which system components / services should be restarted?
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 Hard to predict workload changes and their effect on the 

system performance (system overload and/or system failures)

 Minimize risks by over-provisioning resources

AND / OR

 Rely on simple rule-based “best effort” adaptation techniques

 Consequences: Poor resource efficiency

 Rising energy costs for IT systems

 1600% increase by 2025  [Gartner]

 Rising global CO2 emissions of ICT sector

 Today: ca 3%, Increase to 10% expected in 10 years [EU]

State-of-the-Art
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 Flexible on-demand resource provisioning

 Increased efficiency through resource sharing

 Challenges

 Increased system complexity and dynamics

 Diverse vulnerabilities due to resource sharing

 Service “dependability”  major distinguishing factor between 

cloud platforms

 Availability, reliability, performance,…

 Simple trigger/rule-based resource management mechanisms

 Best-effort approach 

1st Generation Cloud Computing
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 Example Scenario for Self-Aware Computing (more later)
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Semantic Gap Problem

VMM

Server m

VM VM VM

VMM

Server n

VM VM VM

VMM

Server k

VM VM VM

OS

JVM

Java EE

EAR EAR

Complex Software Stacks

• Multiple layers

• Heterogeneous

Applications

• Multiple tiers

• Multiple resource types

Resource

Allocation

High-level Application

Goals (e.g., SLOs)

Configuration of System 

Components, Layers & Tiers?
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Semantic Gap Problem

Service level objectives

(SLOs)

Configuration of System 

Components, Layers & Tiers?

 Availability & Performance

 Services available 99.99% of the time

 Response time of service x < 20 ms

 Transaction throughput > 1000

 Server utilization > 60% on average

 „Time to recover after a failure“ < 1 min

 Efficiency

 Allocate only as much resources as are

actually needed

 ...

 How many vCPUs to allocate to

virtual machine (VM) n?

 How much memory to allocate to

VM n?

 When exactly should a 

reconfiguration be triggered?

 Which particular resources or

services should be scaled / 

replicated / migrated / restarted?

 How quickly and at what granularity?
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Descartes Tool Chain

http://descartes.tools
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Descartes Tools

Mailing list available...

http://descartes.tools
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 DML – Descartes Modeling Language (homepage, publications)

 DML Bench (homepage, publications)

 DQL – Declarative performance query language (homepage, publications)

 LibReDE - Library for resource demand estimation (homepage, publications)

 LIMBO – Load intensity modeling tool (homepage, publications)

 WCF – Workload classification & forecasting tool (homepage, publications)

 BUNGEE – Elasticity benchmarking framework (homepage, publications)

 hInjector – Security benchmarking tool (homepage, publications)

 Queueing Petri Net Modeling Environment (QPME)

 Further relevant research

 http://descartes-research.net/research/research_areas/

 Self Aware Computing (publications)

Descartes Tools: Links

http://descartes.tools/dml
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=DML&title=1&navbar=1
http://descartes.tools/dml_bench
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=DML&title=1&navbar=1
http://descartes.tools/dql
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=DQL&title=1&navbar=1
http://descartes.tools/librede
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=LibReDE&title=1&navbar=1
http://descartes.tools/limbo
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=LIMBO&title=1&navbar=1
http://descartes.tools/wcf
http://se2.informatik.uni-wuerzburg.de/pa/l/p?permalink=B4&title=1
http://descartes.tools/bungee
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=BUNGEE&title=1&navbar=1
http://descartes.tools/hinjector
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=HInjector&title=1&navbar=1
http://descartes-research.net/research/research_areas/
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=Self-aware-computing&title=1&navbar=1
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 Architecture-level modeling language for modeling QoS and resource 

management related aspects of IT systems and infrastructures

 Prediction of the impact of dynamic changes at run-time

 Current version focused on performance including capacity, responsiveness 

and resource efficiency aspects

http://descartes.tools/dml

Descartes Modeling Language (DML)
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Architecture-level Performance Model

Application Architecture Model

Resource Landscape Model
Usage

Profile

Adaptation Points Model

Degrees-of-Freedom

Software

Infrastructure

DML Sub-Models

Adaptation Process Model

Strategies Tactics Actions
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 Implementation in Ecore (Eclipse Modeling Framework)

 Excerpt from meta-model: resource landscape

DML Implementation

DistributedDataCenter

DataCenter

CompositeHardwareInfrastucture

belongsTo

consistsOf

0..1

1..*

Container

RuntimeEnvironment

ComputingInfrastructure

ContainerTemplateConfigurationSpecification

* 0..1templateconfigSpec

1

*

contains

containedIn
HardwareInfrastucture

1..*

1..*

1 contains

partOf

contains

0..1

NetworkInfrastructureStorageInfrastructure

ofContainer
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Virtualization Platform

Binary Translation

Para-Virtualization

Full Virtualization

Virtualization Type

exclusive OR

Legend

inclusive OR

Resource Management

Configuration

CPU Scheduling

CPU Allocation

Core Affinity

Workload Profile

I/O

CPU

Memory

Network

Disk

CPU Priority Memory Allocation

Number of VMs

Resource 

Overcommitment

VMM Architecture

Dom0

Monolitic

e.g. cap=50e.g. mask=1,2

e.g. vcpu=4

N. Huber, M. Quast, M. Hauck, and S. Kounev. Evaluating and Modeling Virtualization Performance 

Overhead for Cloud Environments. International Conference on Cloud Computing and Services Science 

(CLOSER 2011), Noordwijkerhout, The Netherlands, May 7-9, 2011. Best Paper Award.

Example: Custom Configuration Model
(Feature Model for the Virtualization Platform)
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XenServer 5.5 Virtual Machines

GBit LAN

Weblogic Application Server hosting the 

SPECjEnterprise2010 benchmark

SPECjEnterprise

2010

Example: WebLogic Server Cluster 
(Resource Landscape)
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<<ComputingInfrastructure>>

ComputeNode20

<<RuntimeEnvironment>>

XenServer20

<<RuntimeEnvironment>>

VMn

<<ComputingInfrastructure>>

ComputeNode20

<<RuntimeEnvironment>>

XenServer20

<<RuntimeEnvironment>>

VMn

<<ComputingInfrastructure>>

ComputeNode20

<<RuntimeEnvironment>>

XenServer20

<<RuntimeEnvironment>>

VMn

<<ComputingInfrastructure>>

ComputeNode20

<<RuntimeEnvironment>>

XenServer20

<<RuntimeEnvironment>>

VMn

<<ComputingInfrastructure>>

ComputeNode1

<<RuntimeEnvironment>>

XenServer1

<<RuntimeEnvironment>>

VM1

<<ActiveResourceSpecification>>

processingResourceType = CPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 4

<<ActiveResourceSpecification>>

processingResourceType = CPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 4

<<ComputingInfrastructure>> 

DatabaseServer

<<ActiveResourceSpecification>>

processingResourceType = CPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 4

<<ActiveResourceSpecification>>

processingResourceType = CPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 4

<<ActiveResourceSpecification>>

processingResourceType = CPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 4<<ActiveResourceSpecification>>

processingResourceType = vCPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 2

<<ModelVariableConfigurationRange>> NrOfVcpus

minValue = 2

maxValue = 4

<<ModelEntityConfigurationRange>> VmHost

variationType = SetOfConfigurations

possibleValues = "XenServer1, XenServer2, ..."

<<ModelEntityConfigurationRange>> VmInstances

variationType = PropertyRange

minValueConstraint = "minVmInstances"

maxValueConstraint = "maxVmInstances"

<<ActiveResourceSpecification>>

processingResourceType = CPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 4

Example: WebLogic Server Cluster 
(Resource Landscape Model) + (Adaptation Points Model)
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<<ComputingInfrastructure>>

ComputeNode20

<<RuntimeEnvironment>>

XenServer20

<<RuntimeEnvironment>>

VMn

<<ComputingInfrastructure>>

ComputeNode20

<<RuntimeEnvironment>>

XenServer20

<<RuntimeEnvironment>>

VMn

<<ComputingInfrastructure>>

ComputeNode20

<<RuntimeEnvironment>>

XenServer20

<<RuntimeEnvironment>>

VMn

<<ComputingInfrastructure>>

ComputeNode20

<<RuntimeEnvironment>>

XenServer20

<<RuntimeEnvironment>>

VMn

<<ComputingInfrastructure>>

ComputeNode1

<<RuntimeEnvironment>>

XenServer1

<<RuntimeEnvironment>>

VM1

<<ActiveResourceSpecification>>

processingResourceType = CPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 4

<<ActiveResourceSpecification>>

processingResourceType = CPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 4

<<ComputingInfrastructure>> 

DatabaseServer

<<ActiveResourceSpecification>>

processingResourceType = CPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 4

<<ActiveResourceSpecification>>

processingResourceType = CPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 4

<<ActiveResourceSpecification>>

processingResourceType = CPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 4<<ActiveResourceSpecification>>

processingResourceType = vCPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 2

<<ModelVariableConfigurationRange>> NrOfVcpus

minValue = 2

maxValue = 4

<<ModelEntityConfigurationRange>> VmHost

variationType = SetOfConfigurations

possibleValues = "XenServer1, XenServer2, ..."

<<ModelEntityConfigurationRange>> VmInstances

variationType = PropertyRange

minValueConstraint = "minVmInstances"

maxValueConstraint = "maxVmInstances"

<<ActiveResourceSpecification>>

processingResourceType = CPU

processingRate = 2.66 GHz

schedulingPolicy = PROCESSOR_SHARING

numberOfCores = 4

Example: WebLogic Server Cluster 
(Resource Landscape Model) + (Adaptation Points Model)
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Example
(Application Architecture Model)

WebShop
CatalogServlet

ShowDetails
Servlet

ShoppingCart
Servlet

JPAProvider

SQLDB

BrowseCatalog

ViewArticleDetails

Manage
ShoppingCart

EntityAccess
DataAccess

Delivery
ArticleDelivery
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Example
(Coarse-Grained Service Behavior Model)
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Example
(Fine-Grained Service Behavior Model)

<<UsageScenario>>

DealerDriver.Manage

<<SystemCallAction>>

showInventory
<<SystemCallAction>>

showInventory

<<SystemCallAction>>

home

<<BranchAction>>

<<BranchTransition>>

Probability: 0.6
<<BranchTransition>>

Probability: 0.4

<<SystemCallAction>>

cancelOrder

<<BranchAction>>

<<BranchTransition>>

Probability: 0.4
<<BranchTransition>>

Probability: 0.6

<<LoopAction>>

Loop Iteration Number =

 [ (1;0.55) (2;0.11)... ]

<<SystemCallAction>>

sellInventory
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Adaptation Process Model

StrategyX

TacticA

Action1

reconfigure

execute

use

trigger / guide

Events / Objectives

System Model /
Real System

StrategyY

TacticB TacticC

Action2

Action3

Action4

Actionn

System- 
Specific

(Technical)

Goal-
Oriented
(Logical)
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S/T/A Meta-Model (Strategies, Tactics and Actions)

threshold : Double

relOperator : String

Specification Event

Strategy

OverallGoal

Objective

weight : Double

WeightedTactic

1..*objectives triggeringEvent

1objective

1

tactics

1..*

strategies

1..*

Strategy
WeightingFunction

1

AdaptationProcess Tactic AdaptationPlan

name : String

type : Type

Parameter

AbstractControlFlowElement

Action ActionReference

Start Stop

iterationCount : Integer

Loop

condition : OclExpr

context : Entity

Branch

usedTactic1

implemented

Plan

1tactics

1..*

steps

0..*

successor0..1

predecessor0..1

parameters

0..*

actions
1..*

outputParam0..1

inputParams0..*

outputParam0..1

inputParams0..*

referredAction

1

branches1..2

body1

Action

Tactic

MetricType

weight : Double

WeightedMetric

Impact
1

lastImpact

weightedMetrics

from meta-model 

QosDataRepository 

affected

Metrics

1

1..*1

metricType

1

cause

1

goal

weightingFunction

*

*

*

*

direction : AdaptationOperationDirection

scope : AdaptationOperationScope

AdaptationActionOperation

adaptationAction

Operation1

AdaptationPoint

1
adaptation

Point
INCREASE

DECREASE

MIGRATE

NOT_SET

«enumeration»

AdaptationOperationDirection

THIS

LEAST_UTIL_FIRST

MOST_UTIL_FIRST

ALL

NOT_SET

«enumeration»

AdaptationOperationScope

specifications

1..*
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Example: Adaptation Process Model

<<Strategy>>
ReduceResources

<<Strategy>>
ResolveBottleneck

<<Event>>
SlaViolated

<<Objective>>
MaintainSLAs

<<Event>>
Scheduled

Optimization

<<Objective>>
OptimizeResourceEfficiency

<<OverallGoal>>
"Maintain SLAs of all 

services using resources 
efficiently"

objective objective

hasObjectives hasObjectives

<<MetricType>>
90%_Quantile_of_rtx

<<MetricType>>
OverallUtilization

<<Specification>>

< 500ms
<<Specification>>

> 60%

<<WeightedTactic>>
AddResources
weight = 1.0

<<Adaptation Plan>>

<<Loop>>
iterationCount = iterations

<<Action>>
AddVM

FALSE

TRUE

<<Action>>
AddVCPU

allServersAtMaxCap

<<InputParameter>>
name = "iterations"
type = Integer

<<uses>>

<<uses>>

<<WeightedTactic>>
RemoveResources
weight = 1.0

<<Adaptation Plan>> <<Action>>
RemoveVCPU

FALSE

TRUEserverAtMinCapExists
<<Action>>
RemoveVM

<<WeightedTactic>>
MigrateVM
weight = 0.5

<<Adaptation Plan>>

<<Action>>
MigrateVM

<<uses>>
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 Language for perf. modeling of data center networks
 network topology, switches, routers, virtual machines, network

protocols, routes, flow-based configuration,...

 Model solvers based on simulation (OMNeT)

DNI - Descartes Network 

Infrastructure Modeling

http://descartes.tools/dni
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Flexible Modeling of Data Center 

Networks for Capacity Management

Model Extraction

Traffic models can be extracted automatically from traces.

Model Transformations

Automated transformations to different predictive models.

DNI Meta-Model

Generic modeling formalism for SDN- and NFV-based data 

center networks performance.

Model Solvers

Solvers supporting trade-offs btw. accuracy and solving time.

≤10

x6
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Big Picture

Adaptation Process

Adaptation Points Model

Architecture-Level Performance Model

Managed System

para-
meterizes

Lo
g

ic
a

l 
Te

ch
n

ic
a

l

1 GBit

4 GBit
Gbit 

Switch

Database 
Server

...

DML Instance System

Adaptation Process Model

Degrees of 
Freedom

evaluates adapts

models

describes

Instances of VMx

Instances of VMY

Instances of VMz

Number of vCPUs of VMx 

Number of vCPUs of VMy

Number of vCPUs of VMz

Allocation of VMxApplication Architecture Model

B
A

C

Resource Landscape Model

<<Container>>
Node1

<<Container>>
Node3

<<Container>>
Node2

Deployment
Model

Usage
Profile
Model

<<InternalAction>>

ResourceDemandX

TacticsStrategies Actions
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Autonomic Decision Making

Online Performance Prediction

Architecture-Level 

Performance Model

<<DataCenter>>

BYDC
<<ComputingInfrastructure>>

desc2

<<FineGrainedBehavior>>

IGateway.predict()

<<implements>>

<<ComputingInfrastructure>>

desc1

<<ComputingInfrastructure>>

desc4
Database

Gateway

Server

<<ComputingInfrastructure>>

desc3
Prediction 

ServerA

Prediction 

ServerB

IGateway

   train()

   predict()

   results()

IDatabase

   write()

   query()

IPredictionServer

   train()

   predict()

<<ConfigurationSpecification>>

ResourceType="CPU"

ProcessingRate=2.7GHz

Cores=2

<ConfigurationSpecification>>

ResourceType="CPU"

ProcessingRate=2.7GHz

Cores=8

<<UsageProfile>>

UserPopulation=10

ThinkTime=0.0

Service="train"

RecordSize=500,000

<<BranchAction>>

doLoadBalancing

Probability: 0.5

<<ExternalCallAction>>

PredictionServerA.predict

Probability: 0.5

<<ExternalCallAction>>

PredictionServerB.predict

<<InternalAction>>

parsePredictionJobs

<<InternalAction>>

schedulePredictionJobs

<<ParametricResourceDemand>>

ResourceType="CPU"

Unit="CpuCycles"

Specfication="(0.5506 + (7.943 * 10^(-8) 

* recordsize)) * 2700"

<<ModelEntity

ConfigRange>>

minInstances=1

maxInstances=16

1 Gbit Ethernet

Online Performance 

Prediction

#vCPU = (2...4)

# VM-Instances

= (1...16)
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Queueing Petri Net

Transformations to Predictive Models

Ordinary 
Place

Queueing 
Place

Queue Depository

Waiting Line Server

Queue

DeparturesArrivals

Bounds Analysis Model Layered Queueing Network
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Case Study: Process Control System (ABB)

P. Meier, S. Kounev, and H. Koziolek. Automated transformation of component-based software

architecture models to queueing petri nets. In 19th IEEE/ACM Intl. Symp. on Modeling, Analysis and

Simulation of Computer and Telecomm. Systems (MASCOTS), Singapore, July 25-27, 2011. [ .pdf ] 

http://se2.informatik.uni-wuerzburg.de/pa/uploads/papers/paper-421.pdf
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Model-Based System Adaptation

System

Adaptation 

Process Model

Architecture-Level 

Performance Model

describes

Load Forecasting

adapts

Online perf. 

prediction

uses

uses

Adaptation 

Impact 

Prediction

Adaptation on 

the Model 

Level

Problem 

Anticipation

Adaptation 

Execution on 

Real System

adapts
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S. Kounev, N. Huber, F. Brosig, and X. Zhu. 

A Model-Based Approach to Designing

Self-Aware IT Systems and Infrastructures. 

IEEE Computer, 49(7):53–61, July 2016.

Latest Publications on DML 

N. Huber, F. Brosig, S. Spinner, S. 

Kounev, and M. Bähr. Model-Based

Self-Aware Performance and

Resource Management Using the

Descartes Modeling Language. 

IEEE Transactions on Software 

Engineering (TSE), PP(99), 2017. 
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http://descartes.tools
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Descartes Tools

Mailing list available...

http://descartes.tools
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 Problem: 

 How to capture the load intensity variations (e.g., requests per sec) 

in a compact mathematical model?

 How to forecast the load intensity (requests per sec) in future time 

horizons?

 Load Intensity Modeling & Forecasting Tool

LIMBO Tool

http://descartes.tools/limbo
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 Workload Classification & Forecasting (WCF)

 Use of multiple alternative forecasting methods in parallel 

 Selection of method based on its accuracy in the past

LIMBO Tool (2)

http://descartes.tools/libmo

http://descartes.tools/wcf

history now     near future

w
o

rk
lo

a
d

in
te

n
s
it
y
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Example: Wikipedia Workload



S. Kounev45

Time Series Analysis

[BFAST]
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Applied Forecasting Methods

Basic Methods                                          (initial)

Naïve, Moving Averages, Random Walk 

Estimation and Modelling of Seasonal Pattern          (complex)

Extended Exponential Smoothing (ETS)                           [Hynd08, Hyn08]

ARIMA framework with automatic model selection [Box08, Hynd08]

tBATS for complex seasonal patterns [Live11]

Trend Interpolation                                                                           (fast)

Simple Exponential Smoothing (SES)                                          [Hynd08]

Cubic Smoothing Splines [Hynd02]

Croston‘s method for intermittent time series                               [Shen05]

Autoregressive Moving Averages (ARMA11)                                  [Box08]
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LIMBO: Auswahl der Methode
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Evaluation

 Real-world workload intensity trace: IBM CICS transactions on System z

 Comparison of WCF approach to ETS and Naïve forecast
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LIMBO Tool

http://descartes.tools/limbo

J. von Kistowski, N. Herbst, and S. Kounev. LIMBO: A Tool For Modeling Variable Load

Intensities (Demo Paper). In 5th ACM/SPEC International Conference on Performance 

Engineering (ICPE 2014), Dublin, Ireland, March 22-26, 2014, ICPE '14, pages 225-226. 

ACM, New York, NY, USA. March 2014. [ DOI | slides | http | .pdf ] 

J. von Kistowski, N. Herbst, and S. Kounev. Modeling Variations in Load Intensity over

Time. In 3rd Intl. Workshop on Large-Scale Testing (LT 2014), Dublin, Ireland, March 22, 

2014, pages 1-4. ACM, New York, NY, USA. March 2014. [ DOI | slides | http | .pdf ] 

http://dx.doi.org/10.1145/2568088.2576092
http://se2.informatik.uni-wuerzburg.de/pa/uploads/slides/slides-paper-211.pdf
http://doi.acm.org/10.1145/2568088.2576092
http://se2.informatik.uni-wuerzburg.de/pa/uploads/papers/paper-211.pdf
http://dx.doi.org/10.1145/2577036.2577037
http://lt2014.eecs.yorku.ca/talks/Joakim_LTslides.pdf
http://doi.acm.org/10.1145/2577036.2577037
http://se2.informatik.uni-wuerzburg.de/pa/uploads/papers/paper-210.pdf
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 Problem: How to estimate the total service time of a 

given type of request/job at a given resource?

 Library for Resource Demand Estimation

 Ready-to-use implementations of estimation approaches

 Selection of a suitable approach for a given scenario

LibReDE Tool

http://descartes.tools/librede

S. Spinner, G. Casale, F. Brosig, and S. Kounev. Evaluating Approaches to Resource Demand 

Estimation. Performance Evaluation, 92:51 - 71, October 2015, Elsevier B.V. [ DOI | http | .pdf ] 

http://dx.doi.org/10.1016/j.peva.2015.07.005
http://www.sciencedirect.com/science/article/pii/S0166531615000711
http://se2.informatik.uni-wuerzburg.de/pa/uploads/papers/paper-890.pdf
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Descartes Tools

Mailing list available...

http://descartes.tools
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Metrics and benchmarks for quantitative evaluation of

1. Cloud elasticity

2. Performance isolation

3. Intrusion detection (and prevention)

4. ...

Systems Benchmarking

[geek & poke]

S. Kounev. Quantitative Evaluation of Service 

Dependability in Shared Execution Environments

(Keynote Talk). In 11th Intl. Conf. on Quantitative 

Evaluation of SysTems (QEST 2014), Florence, Italy, 

September 8-12, 2014. [ slides | extended abstract ] 

http://se2.informatik.uni-wuerzburg.de/pa/uploads/slides/slides-paper-747.pdf
http://se2.informatik.uni-wuerzburg.de/pa/uploads/papers/paper-747.pdf
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Need for Benchmarks

“To measure is to know.” -- Clerk Maxwell, 1831-1879

“It is much easier to make measurements than to know

exactly what you are measuring.“ -- J.W.N.Sullivan (1928)

• What exactly should be measured and computed?

1. Reliable Metrics

• For which scenarios and under which conditions?

2. Representative Workloads

• How should measurements be conducted?

3. Sound Measurement Methodology



S. Kounev54

Def: The degree to which a system is able to adapt to

workload changes by provisioning and deprovisioning

resources in an autonomic manner, such that at each 

point in time the available resources match the current 

demand as closely as possible.

http://en.wikipedia.org/wiki/Elasticity_(cloud_computing)

Cloud Elasticity

N. Herbst, S. Kounev and R. Reussner

Elasticity in Cloud Computing: What it is, and What it is Not. 

in Proceedings of the 10th International Conference on Autonomic 

Computing (ICAC 2013), San Jose, CA, June 24-28, 2013.

[ slides | http | .pdf ]

http://se2.informatik.uni-wuerzburg.de/pa/uploads/slides/slides-paper-209.pdf
https://www.usenix.org/conference/icac13/elasticity-cloud-computing-what-it-and-what-it-not
http://se2.informatik.uni-wuerzburg.de/pa/uploads/papers/paper-209.pdf
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 Problem: How to measure and quantify cloud elasticity?

 Framework for benchmarking elasticity

 Current focus: IaaS cloud platforms

BUNGEE Tool

http://descartes.tools/bungee
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 Cooperation with

 University of Coimbra

 Netflix, Inc.

 Siemens Corporate Research

 ERNW

 Security of virtualized infrastructures

 Vulnerability analysis

 Evaluation of security mechanisms

 Intrusion detection techniques

Security Research

Academic Partner

MVM! Hypervisor!
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Hardware!
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Memory!
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 Cooperation with

 University of Coimbra

 Netflix, Inc.

 Siemens Corporate Research

 ERNW

 Security of virtualized infrastructures

 Vulnerability analysis

 Evaluation of security mechanisms

 Intrusion detection techniques

Security Research

Academic Partner

MVM! Hypervisor!

User!

Kernel!

Hardware!

Injector!
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Configuration! Logs!
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handler!
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 2!

 4!
 !

vCPU!

 3!

 5!

 3!

 5!

 1!

shared_info!
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 Cooperation with IBM Research 

 Self-protection of critical infrastructures

 Model-driven self-adaptation 

 Active response to threats and attacks

Security Research

Academic Partner
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 Active members of the Cloud Security Alliance (CSA)

 Security of production Cloud environments

 Risk analysis, assessment, and mitigation

 Security standardization efforts

Security Research
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RG IDS: Example Results

Aleksandar M., Bryan D. P., Nuno A., Marco V., and Samuel K. Experience 

Report: An Analysis of Hypercall Handler Vulnerabilities @ The 25th IEEE 

International Symposium on Software Reliability Engineering (ISSRE 2014) -

Research Track, Italy, 2014. 

Aleksandar M., Bryan D. P., Nuno A., Marco V., and Samuel K. 

hInjector: Injecting Hypercall Attacks for Evaluating VMI-based Intrusion 

Detection Systems (Poster) @ The 2013 Annual Computer Security 

Applications Conference (ACSAC 2013), USA, 2013.

Aleksandar M., Marco V., Samuel K., Alberto A., Bryan D. P. Evaluating

Computer Intrusion Detection Systems: A Survey of Common Practices @ 

ACM Computing Surveys. Accepted for publication.

Collaboration with industry

hInjector available @ https://github.com/hinj/hInjector
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Standard Performance Evaluation Corporation

 Open-Systems-Group (OSG)
 Processor and computer architectures

 Virtualization platforms

 Java (JVM,  Java EE)

 Message-based systems

 Storage systems (SFS)

 Web-, email- and file server

 SIP server (VoIP)

 Cloud computing

 High-Performance-Group (HPG)
 Symmetric multiprocessor systems

 Workstation clusters

 Parallel and distributed systems

 Vector (parallel) supercomputers

 “Graphics and Workstation 
Performance Group” (GWPG)
 CAD/CAM, visualization

 OpenGL

S
P

E
C

 R
e

s
e

a
rc

h
 G

ro
u

p

http://www.spec.org
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 Founded in March 2011: http://research.spec.org

 Transfer of knowledge btw. academia and industry

 Activities

 Methods and techniques for experimental system analysis

 Standard metrics and measurement methodologies

 Benchmarking and certification

 Evaluation of academic research results

 Member organizations (Feb 2014)

SPEC Research Group (RG)

http://www.sap.com/
http://www.sap.com/


S. Kounev

SPEC RG Members (2015)
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 DML – Descartes Modeling Language (homepage, publications)

 DML Bench (homepage, publications)

 DQL – Declarative query language (homepage, publications)

 DNI – Descartes network infrastructure modeling (homepage, publications)

 LibReDE - Library for resource demand estimation (homepage, publications)

 LIMBO – Load intensity modeling tool (homepage, publications)

 WCF – Workload classification & forecasting tool (homepage, publications)

 BUNGEE – Elasticity benchmarking framework (homepage, publications)

 hInjector – Security benchmarking tool (homepage, publications)

 Further relevant research

 http://descartes-research.net/research/research_areas/

 Self Aware Computing (publications)

Links for Further Information

http://descartes.tools/dml
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=DML&title=1&navbar=1
http://descartes.tools/dml_bench
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=DML&title=1&navbar=1
http://descartes.tools/dql
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=DQL&title=1&navbar=1
http://descartes.tools/dni
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=DNI&title=1&navbar=1
http://descartes.tools/librede
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=LibReDE&title=1&navbar=1
http://descartes.tools/limbo
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=LIMBO&title=1&navbar=1
http://descartes.tools/wcf
http://se2.informatik.uni-wuerzburg.de/pa/l/p?permalink=B4&title=1
http://descartes.tools/bungee
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=BUNGEE&title=1&navbar=1
http://descartes.tools/hinjector
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=HInjector&title=1&navbar=1
http://descartes-research.net/research/research_areas/
http://se2.informatik.uni-wuerzburg.de/pa/ly/p?team=SE-WUERZBURG&tag=Self-aware-computing&title=1&navbar=1
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 Pressure to raise efficiency by sharing IT resources

 Resource sharing poses challenges

 1st Generation Cloud Computing

 Simple trigger/rule-based mechanisms

 Best effort approach

 No dependability guarantees

 Novel model-based approaches enable self-aware 

performance and resource management

 proactive and predictable approach

Summary
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Model-driven Algorithms and Architectures for Self-Aware 

Computing Systems, Jan 18-23, 2015, Dagstuhl Seminar 15041

Organizers
Jeffrey O. Kephart (IBM TJ Watson Research Center, US)

Samuel Kounev (Universität Würzburg, DE)

Marta Kwiatkowska (University of Oxford, GB)

Xiaoyun Zhu (VMware, Inc., US)

Community: 

http://descartes.tools/self-aware

Dagstuhl Report: 

http://drops.dagstuhl.de/opus/volltexte/2015/5038/

Seminar Page:

http://www.dagstuhl.de/15041

Dagstuhl-Seminar
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The Vision

Self-Aware Computing
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Definition

S. Kounev, P. Lewis, K. Bellman, N. Bencomo, J. Camara, A. Diaconescu, L. 

Esterle, K. Geihs, H. Giese, S. Goetz, P. Inverardi, J. Kephart and A. Zisman. 

The Notion of Self-Aware Computing. In Self-Aware Computing Systems, 

S. Kounev, J. O. Kephart, A. Milenkoski, and X. Zhu, editors. Springer Verlag, 

Berlin Heidelberg, Germany, 2017. 

Self-aware Computing Systems are computing systems that: 

1. learn models capturing knowledge about themselves and

their environment on an ongoing basis and

2. reason using the models enabling them to act based on 

their knowledge and reasoning

in accordance with higher-level goals, which may also be

subject to change. 
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Extended Definition

Self-aware Computing Systems are computing systems that: 

1. learn models capturing knowledge about themselves and

their environment (such as their structure, design, state, 

possible actions, and run-time behavior) 

on an ongoing basis and

2. reason using the models (for example predict, analyze, 

consider, plan) enabling them to act based on their

knowledge and reasoning (for example explore, explain, 

report, suggest, self-adapt, or impact their environment) 

in accordance with higher-level goals, which may also be

subject to change. 
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Self-Aware Learning & Reasoning Loop
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Models in Software Engineering

• Capture relevant knowledge about the system and
the environment in which it is running

• Describe selected aspects that have influence on 
the goal fulfilment

Descriptive Models

• Allow to reason about the system behavior

• Predict the impact of changes on the goal fulfilment

(Predictive) Analysis Models
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Examples of Models

<<DataCenter>>

BYDC
<<ComputingInfrastructure>>

desc2

<<FineGrainedBehavior>>

IGateway.predict()

<<implements>>

<<ComputingInfrastructure>>

desc1

<<ComputingInfrastructure>>

desc4
Database

Gateway

Server

<<ComputingInfrastructure>>

desc3
Prediction 

ServerA

Prediction 

ServerB

IGateway

   train()

   predict()

   results()

IDatabase

   write()

   query()

IPredictionServer

   train()

   predict()

<<ConfigurationSpecification>>

ResourceType="CPU"

ProcessingRate=2.7GHz

Cores=2

<ConfigurationSpecification>>

ResourceType="CPU"

ProcessingRate=2.7GHz

Cores=8

<<UsageProfile>>

UserPopulation=10

ThinkTime=0.0

Service="train"

RecordSize=500,000

<<BranchAction>>

doLoadBalancing

Probability: 0.5

<<ExternalCallAction>>

PredictionServerA.predict

Probability: 0.5

<<ExternalCallAction>>

PredictionServerB.predict

<<InternalAction>>

parsePredictionJobs

<<InternalAction>>

schedulePredictionJobs

<<ParametricResourceDemand>>

ResourceType="CPU"

Unit="CpuCycles"

Specfication="(0.5506 + (7.943 * 10^(-8) 

* recordsize)) * 2700"

<<ModelEntity

ConfigRange>>

minInstances=1

maxInstances=16

1 Gbit Ethernet

   1}{1}max{
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serviceBehavior=servBehav1

key=mv1, value=randomVar1

key=mv2, value=randomVar2

externalCall=extCall1

externalCall=extCall2

serviceBehavior=servBehav2

key=mv3, value=randomVar3

externalCall=extCall3

serviceBehavior=servBehav3

successors

valueMap

. . .

nextStackFrame

<<ValueMapEntry>>

parent

<<Successor>>

<<StackFrame>>
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 „Self-Aware Computing Systems“

Samuel Kounev (University of Würzburg, DE)

Jeffrey O. Kephart (IBM T.J. Watson, USA)

Aleksandar Milenkoski (University of Würzburg, DE)

Xiaoyun Zhu (Futurewei Technologies, Huawei, USA)

 27 chapters, ca 700 pages, ca. 50 authors involved

S. Kounev, J. O. Kephart, A. Milenkoski, and X. Zhu. (eds.)

Self-Aware Computing Systems. Springer Verlag, Berlin Heidelberg,

Germany, 2017. http://www.springer.com/de/book/9783319474724

New Book
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 Part I: Introduction (4 chapters)

 defines self-aware computing systems from 

multiple perspectives

 provides a formal unifying definition

 establishes a taxonomy and a set of reference 

scenarios

 Part II: System Architectures (5 chapters)

 introduces generic concepts and notations that 

allow to describe and compare architectures

 reviews the current state of reference architectures, 

architectural frameworks, and languages

Book Preview
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 Part III: Methods and Algorithms (7 chapters)

 focuses on methods and algorithms addressing 

issues like modeling, synthesis and verification

 also examines topics such as adaptation, 

benchmarks and metrics

 Part IV: Applications and Case Studies
(10 chapters)

 various domains including cloud computing, data 

centers, cyber-physical systems, spacecraft 

applications

 Part V: Outlook

 surveys open challenges and research directions

Book Preview
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“Real-life” Scenarios

Workload Traces

Case Studies

Results Dissemination

Research Partners
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 Funding Record as PI (2010-2016): 3.6M€

 Huawei Research Grant (2016-2017)

 Four DFG Research Grants (2015-2018)

 Google Research Award (2015-2016)

 VMware Academic Research Award (2012-2015)

 ABB Research Grant Award (2014-2015)

 IBM PhD Fellowship Award (2014-2015)

 EU Marie Curie ITN Project (2011-2015)

 DFG Emmy Noether Career Award (2009-2014)

Research Funding Record
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 Best Master Thesis Prize (1000 €) from GFFT e.V., J. v. Kistowski, 2015.

 IBM Ph.D. Fellowship Award ($ 20 000) for N. Herbst, KIT, 2014.

 Best Diploma Thesis Prize (1000 €) from FZI Karlsruhe, N. Herbst, KIT, 2013.

 Best Graduate Award (2500 €) @ KIT, Simon Spinner, 2012.

 Distinguished Dissertation Award ($ 1,000) from SPEC, Kai Sachs, 2011.

 Best Diploma Thesis Prize (1500 €), ObjektForum Karlsruhe, B. Klatt, 2012.

 Best Diploma Thesis Prize (1000 €), FZI Karlsruhe, P. Meier, 2011.

 Best Diploma Thesis Prize (1000 €), FZI Karlsruhe, F. Brosig, 2010.

Selected Prizes for Supervised Theses
[Full list at: http://se.informatik.uni-wuerzburg.de/research/awards_and_recognitions]
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 Best Poster Award, Symposium on Software Performance (SOSP 2014), Stuttgart, 

Germany, November 26-28, 2014.

 Best Paper Award Nomination, 25th IEEE Intl. Symp. on Software Reliability 

Engineering (ISSRE 2014).

 Best Paper Award, 2011 International Conference on Cloud Computing and Service 

Science (CLOSER 2011), Noordwijkerhout, The Netherlands, 2011.

 Best Paper Award, 2011 International ICST Conference on Simulation Tools and 

Techniques (SIMUTools 2011), Barcelona, Spain, 2011.

 Best Paper Award Nomination, 7th International ACM SIGSOFT Conference on the 

Quality of Software Architectures (QoSA 2011).

 Best Paper Award Nomination, 11th IEEE International Symposium on Object-

Oriented Real-Time Distributed Computing (ISORC 2008), Orlando, USA, 2008.

 Best Paper Award, 29th International Conference of the Computer Measurement 

Group (CMG 2003), Dallas, USA, 2003.

 Best Paper Award, 2003 IEEE International Symposium on Performance Analysis of 

Systems and Software (ISPASS 2003), Austin, USA.

 Best Paper Award Nomination, 28th Intl. Conference on Very Large Data Bases 

(VLDB 2002), Hong Kong, China, 2002.

Best Paper Awards
[Full list at: http://se.informatik.uni-wuerzburg.de/research/awards_and_recognitions]
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 Development of a platform for elastic NFV applications

 Development of elastic auto-scaling mechanisms for the

Huawei cloud platform

 Benchmarking of the Huawei cloud platform

 Performance, scalability, elasticity

 Performance isolation in shared execution environments

 Virtualized infrastructures

 Container-based environments

 Multi-tenant applications

Project Ideas



Questions?

skounev@acm.org

http://descartes.tools


