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1 PROBLEM STATEMENT

Ransomware — malware that prevents access to devices or data to
extort ransom payments — has become increasingly popular with
cyber criminals over the last few years as a convenient way to
monetize malicious activities, with estimated damages totaling over
5 billion USD in 2017 [10]. While ransomware has commonly been
found on personal computers or targeting specific organizations, a
recent increase of ransomware attacks specifically aimed at web
databases suggests that malware developers are expanding to this
domain as well. In January of 2017, tens of thousands of MongoDB
servers were hit in an attack called MongoDB Apocalypse [3, 4], fol-
lowed by a second attack wave targeting MySQL servers [13]. Since
then, ransomware attacks have spread to other server technologies,
such as ElasticSearch [5], Cassandra [1], Hadoop and CouchDB [2].

There are multiple incentives for criminals to target databases
for ransom payments, which suggest more attacks in the future.
First, enterprises can afford to pay higher ransoms than private
users. The typical ransom amount for regular users lies in the range
of a few hundred dollars. However, businesses can potentially pay
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much more - for instance, in a recent attack, a Los Angeles Hospital
paid a ransom of USD 17 000 to attackers [9]. Secondly, according
to a recent study, only 48% of the victims of more traditional ran-
somware attacks (targeting file systems) pay the ransom [11], while
enterprises might have higher incentives to do so, given the higher
value of data for business. Thirdly, in recent years, researchers and
antivirus companies developed countermeasures against client-side
ransomware, while the problem of database ransomware has not
received any attention so far.

2 STATE OF THE ART

In addition to advances in platform security, such as code signing
and firewalls, several strategies to detect client-side ransomware
exist, which are however not applicable to the problem of server-
side ransom attacks. Most commercial anti-malware software uses
signature-based detection of malicious binaries. This approach,
however, is ineffective against ransomware targeting databases,
since an attacker connects to the database remotely and executes a
sequence of malicious queries to select, modify and drop database
tables and to insert ransom messages. Hence, there is no malicious
binary on the client side which could be detected. Other approaches
based on runtime monitoring originate mostly from research papers
and rely on various heuristics, such as access to multiple files, their
modification, and renaming [6, 12]. Other methods exploit the fact
that client-side ransomware encrypts files and detect the usage of
crypto libraries [7, 8]. For databases however, detection at a file
level is not effective since there is no direct correlation between an
attacker’s activity and file access patterns. Moreover, the current
generation of database ransomware does not encrypt data, but
instead simply deletes it (acting as a wiper), hence monitoring of
cryptographic libraries is useless as well.

3 CHALLENGES AND OUR APPROACH

We aim to fill the gap and design the first solution specifically
against ransomware attacks in databases. In particular, we de-
velop the framework DIMAQS (Dynamic Identification of Mali-
cious Query Sequences), which can observe and analyze query
sequences and detect malicious ones based on a security policy.
Reliable detection of database ransomware is difficult, since each
individual query is benign, and only the entire sequence constitutes
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malicious behavior. Existing database intrusion detection systems
either concentrate on the analysis of single queries (e.g., to detect
SQL injections), or are aiming at detection of malicious users and,
hence, are bound to user profiles and corresponding user sessions. A
ransomware attacker, however, can spread queries of the malicious
sequence across different connections and user accounts.

Our solution tackles the challenges mentioned above and de-
tects malicious query sequences globally, enabling the detection of
multi-user attacks. We use a signature-based approach where the
attack variants are encoded in a classifier based on colored petri
nets (CPNs). In addition to the intrusion detection mechanism, our
framework performs backups of affected database content before
malicious deletions take effect, thereby reliably preventing data loss
in case of an attack. We present a prototype in the form of a MySQL
plugin, which can reliably detect ransomware attacks based on the
security policy and has low performance overhead. Our design can
be generalized to different databases and other attack scenarios.

4 DESIGN

DIMAQS performs real-time monitoring of all queries through
integration with the auditing functionality of the database. This
allows our solution to inspect, classify and rewrite the queries before
they are executed on the database. A stateful classifier processes
each query and triggers a resolution action, if a potentially malicious
attack step is detected.

The classifier for the queries is based on a CPN, which encapsu-
lates the security policy (the attack signatures). In our solution a
CPN describes the different stages of current ransomware attacks,
where an attacker uses weak or default passwords to access the
database. The attacks then all follow a similar scheme: Initially,
the existing tables and databases are listed, before all of them are
deleted. Then the attacker inserts a table or database with a re-
vealing name (e.g. PLEASE_READ) where the ransom message is
inserted with payment instructions. Note that these steps do not
necessarily need to appear in the specified order, and that details
like table or database names can differ. The CPN constructed to
detect these attacks therefore takes these ambiguities into account.
Each new query to the database is matched against the CPN, and -
if it matches one of the attack steps — triggers the corresponding
transitions.

The incident resolution component rewrites potentially mali-
cious queries before they are executed by the database. Since an
attack consists of multiple benign commands, an attack is only evi-
dent after data might already have been deleted (e.g. when inserting
the ransom message). The incident resolution component there-
fore rewrites certain statements to preemptively back up modified
items, so that the data can be recovered if an attack is confirmed
by an administrator at a later time. To make DIMAQS completely
transparent to the attacker, queries are also rewritten to exclude
certain info from the user’s view (e.g. names of backed up tables).

In the case where a query sequence shows all signs of being a
ransomware attack, the database administrator is notified about
the incident with the corresponding details included.
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5 RESULTS

We implemented DIMAQS for MySQL server and evaluated its
effectiveness and performance. We generated three datasets for our
evaluation: A test set of 13,485 malicious query sequences (created
from the attack descriptions [13]), and two benign sets: One from a
MediaWiki application collected over 50 days ( 2,514,764 queries),
the other from a publication management system collected over
40 days (52,085 queries). When run on these datasets, DIMAQS
produces neither false positives nor false negatives. Our preliminary
results (while not yet conclusive) indicate that our framework can
reliably detect current database ransomware and prevent data loss.
We will publish our dataset for independent review.

To evaluate the performance, we measured the throughput (trans-
actions per second) of the database server in different CPN config-
urations: one in a newly initialized state, and one with many active
places. We compare the results of those two configurations with
the baseline measurement (plugin disabled), and observe less than
5% performance overhead in both cases (averaged over 50 runs).
This indicates that the classifier itself is not largely impacting per-
formance, and shows that DIMAQS can improve the security of
databases without a major impact on system performance.
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