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Abstract—The market for the Internet of Things (IoT) is grow-
ing continuously. Along with the rise of the IoT, countless forms
of security issues have emerged. Those are partially facilitated by
the limited resources of IoT devices, time-to-market pressures,
as well as the diverse application domains of the IoT. Therefore,
it is crucial to correctly assess the security risks of such devices
in order to deduce proper measures. However, the IoT still lacks
proficient scoring systems for comprehensive security rating of
IoT devices. To accommodate this lack of solutions, we introduce
a novel scoring system termed Security Scoring System for IoT
Devices (Triple-S) that builds upon state-of-the-art solutions but
overcomes their limitations. Triple-S rates the security of IoT
devices based on all available risks that are either inherent to
the device or induced by their operational context. Our evaluation
results confirm that Triple-S is a beneficial solution that closes
this gap in IoT security.

I. INTRODUCTION

The Internet of Things (IoT) continues to expand, both
in the number of IoT enabled devices and in its range of
applications [10]. Contrary to pure software applications,
IoT devices hold highly diverse capabilities with potentially
immediate physical impact. From operating street lights [5],
burglar alarms [16], and medical appliances [19] to controlling
industrial and agricultural robots [9], such devices can cause
damage and harm to individuals, rendering device security a
crucial feature. However, the past has shown that the security
of IoT devices is often broken, leading to, e.g., hijacked
autonomous vehicles [1] or highly effective Distributed Denial
of Service (DDoS) attacks [2].

To ensure the security of IoT devices, both manufacturers
and third parties such as certification authorities perform
testing procedures and assess compliance with security stan-
dards. It is common to use scoring systems that express the
discovered risks numerically in order to provide testing results
that are easier to interpret. While scoring systems exist for,
e.g., software vulnerabilities, we find that there is no suited
solution for the rating of complete IoT devices that consider
important aspects such as environmental risks.
Contributions To accommodate this lack of solutions, we
introduce a novel model, termed Security Scoring System for
IoT Devices (Triple-S), that is designed to hold important ca-
pabilities. In particular, we make the following contributions:
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• Triple-S provides security scores for IoT devices to help
actors such as certification authorities in consistent deci-
sion making. The model is based on a comprehensive and
extensible set of vulnerability and environment dependent
risks that are used to produce security scores. The work
is built on top of the discoveries made with existing
solutions and overcomes their individual limitations.

• We provide an evaluation using a manually prepared
testbed of 25 IoT devices to assess the functionality and
advantages of Triple-S. The model is compared to three
existing solutions. It is shown that Triple-S performs the
most proficient scoring.

Outline We continue this paper in Section II with an overview
of related work on scoring systems. In Section III, we present
our core contribution – the system design and components of
Triple-S. With Sections IV and V, we respectively provide a
testbed and evaluation for the model. Finally, we conclude the
discoveries made with this work in Section VI.

II. RELATED WORK

With this section, we give an overview of related scoring
systems. We show that existing systems are either not devel-
oped for the specific characteristics of IoT devices or unfit for
comprehensive scoring.

The well-established Common Vulnerability Scoring Sys-
tem (CVSS) [6] was originally developed for scoring software
vulnerabilities and has since become a solution that is used
in various other fields, including the IoT. The system uses
exploitability and impact metrics to produce a base score
in the range [0, 10] that is expendable with temporal and
environmental metrics to respectively measure exploitability
and the threat that a vulnerability poses to other entities [6].
However, the full functionality of the CVSS is rarely utilized,
as determined in [7]: The National Vulnerability Database
(NVD), one of the primary sources for CVSS scores, omits
temporal and/or environmental metrics for many entries and
mostly focuses on base metrics, which is perceived as a loss
of significant information [7]. It is found that environmental
metrics considerably help to estimate the severity of vulner-
abilities for the context of different organizations and would
help in the prioritization of security patches. For CVSS version
2.0, the actual impact of environmental metrics on CVSS
scores is analyzed by Gallon [8] and determined to be too low.
With IoT devices introducing new environmental risks through



their physical nature, the general lack of sensitivity for such
risks renders the CVSS unsuited for this field, as also shown
in [11]. The fundamental constraints of the CVSS, however,
lie in the fact that it only measures single vulnerabilities,
whereas security scores of IoT devices should be based on all
of their security relevant risks and acknowledge all prevalent
vulnerabilities. Without modifications, CVSS is unsuited both
for scoring IoT device related vulnerabilities and for scoring
IoT devices as a whole.

Bonilla et al. [3] compare multiple scoring systems in
regard to their applicability for IoT devices. The comparison
includes the CVSS, the Mean Time to Compromise (MTTC)
metric [13], the Time to Compromise (TTC) metric [14], the
“Vulnerability Exposure” metric [4], a “Number of Vulner-
abilities” metric [3], the VEA-bility metric (based on Vul-
nerability, Exploitability, and Attackability dimensions) [20],
and the Lai’s and Hsia’s metric [12]. Except for the CVSS
and the Lai’s and Hsia’s metric, however, those systems
cover only partial aspects of IoT device security or produce
measurements of different type (e.g., time to compromise)
and, are therefore, unsuited for general device ratings. After
defining three conditions that, according to Bonilla et al. [3], a
suited metric should fulfill, namely the consideration of known
vulnerabilities, the consideration of the presence of known
exploits, and the flexibility in regard to differences among
IoT device architectures, they propose a new, exploitability
acknowledging metric. This metrics is based on the Lai and
Hsia’s model since they discover that this model can satisfy
their conditions with only slight modifications. In our work,
we will compare Triple-S to the Bonilla et al. metric.

A promising approach for IoT device rating is proposed by
Siboni et al. [18] and later enhanced by the same authors with
an Analytical Hierarchy Process (AHP) [17]. They introduce
the Weighted Risk Ranking (WRR) model that measures the
device risk based on three risk categories: Known vulner-
abilities, service capabilities, and operational contexts. For
each category, a weight is defined. The final device risk
score is produced by summing up all risks with each being
weighted based on its category. We find that this approach has
certain limitations that make the WRR model incompatible
to the use cases we envision with Triple-S. For one, risk
scores produced by the WRR model have no upper boundary,
constraining the expressiveness of such scores to comparisons
between multiple devices and exacerbating the declaration of
mappings to qualitative scores. Furthermore, due to the device
risk score being the sum of all risk categories, the impact of
each category is obfuscated. It follows that this score does
not distinguish between devices that, e.g., have many service
capabilities without known vulnerabilities and devices with no
significant service capabilities but many known vulnerabilities.
Nonetheless, the WRR model provides vital groundwork by
the introduction of risk categories that Triple-S continues to
use. To assess, if Triple-S avoids the limitations of the WRR
model, we also include this system in our evaluation.

Fig. 1: Triple-S model components.

III. TRIPLE-S DESIGN

The Security Scoring System for IoT Devices (Triple-S)
aims to score the security of IoT devices based on all available
risks. The functionality of Triple-S is illustrated on a high
level in Figure 1: The security score of each IoT device
is derived from its service and context risk and lies within
the range [0, 10]. The service risk incorporates all service
capabilities offered by the device and combines those with the
known vulnerabilities that respectively originate from those,
while the context risk measures the device’s environmental
security. With this section, we provide a precise definition of
these core components.

A. Risk Categories

Triple-S distinguishes between three risk categories: Service
Capabilities (S), Operational Contexts (C), and Known Vul-
nerabilities (V ). These categories are first introduced in [18],
where their risk values are weighted and summed up to form a
Device Risk Score. The risk categories are defined as follows:

• Service Capabilities hold the set of services (e.g., web
servers), communication interfaces (e.g., WiFi, Bluetooth,
or Ethernet), sensors (e.g., temperature and motion), and
functionality that changes the state of the device or its
environment.

• Operational Contexts refer to the designated physical or
virtual environment an IoT device operates in.

• Known Vulnerabilities hold all vulnerabilities that reside
in an IoT device’s software or hardware and that affect
the device itself, its environment, or any other entity in
an undesired manner [18].

The risk subsets of each of the categories that apply to a
device i are respectively labeled Si = {Si

1, . . . , S
i
m}, Ci =

{Ci
1, . . . , C

i
o}, and V i = {V i

1 , . . . , V
i
n}. Each risk is mapped

to a certain score in the range [0, 10] that represents its severity.
Such scores are referred to as base risk scores [18].

B. Scoring Criteria

Triple-S performs scoring based on five criteria: (i) Risk
category relations, (ii) context unaware scoring, (iii) context
aware scoring, (iv) custom prioritization, and (v) qualitative
scoring.

(i) Triple-S acknowledges the relations between service
capabilities and the known vulnerabilities that originate from



those. This implies that each service capability is grouped to-
gether with its related known vulnerabilities that are weighted
according to the service’s risk. Although acknowledging ser-
vices, Triple-S scores are to be primarily influenced by the risk
that originates from known vulnerabilities. Vulnerabilities that
reside in more critical service capabilities have higher impact
on the final security score than those that affect less critical
services.

(ii) Triple-S allows device scoring that is independent from
the actual operational contexts, creating a universal base score
that can be used in any environment.

(iii) The base score can later be adjusted for each individual
environment to produce context-specific and precise security
scores.

(iv) It is possible to assign weights to certain risk scores,
as practiced in [18]. By weighting each vulnerability with
a function, custom priorities can be incorporated. E.g., by
attributing more weight to critical vulnerabilities, more pri-
ority is given to single, highly severe vulnerabilities, than
to multiple low-risk vulnerabilities, shifting the focus, e.g.,
during testing procedures, on swifter fixes for the most critical
findings.

(v) To produce not only numerical (quantitative) scores, but
also obtain qualitative results, the security scores produced
with Triple-S lie in the bounded range [0, 10]. This ensures the
interpretability of solitary security scores and allows mapping
numerical scores to qualitative values.

Table I gives a comparison of Triple-S to existing models in
regard to their fulfillment of the scoring criteria stated above.
As shown, none of the related models is able to fulfill all
criteria.

C. Score Computation

With this section, we define the Triple-S components that
are utilized for score computation.

1) Vulnerability Weighting: We adopt the Weighted Risk
Ranking Method introduced in [18] for weighting known vul-
nerabilities. It ensures higher scores for more critical risks. The
method multiplies a given score with a weight Wr. Scores are
mapped to weights according to the CVSS range mappings [6]:
W0 =∧ 0.0 (None), W1 =∧ [0.1, 3.9] (Low), W2 =∧ [4.0, 6.9]
(Medium), W3 =∧ [7.0, 8.9] (High), and W4 =∧ [9.0, 10.0]
(Critical).

2) Service Risk: Each device i holds a set of service ca-
pabilities Si = {Si

1, . . . , S
i
m}. Those can include capabilities

such as wireless interfaces, web servers, input methods, etc.
The service risk Si

Rj
of service capability Si

j comprises all
known vulnerabilities V i,j = {V i,j

1 , . . . , V i,j
n } that Si

j enables

TABLE I: Fulfillment of scoring criteria by scoring systems.

Scoring Criteria Triple-S WRR [18] CVSS [6] Bonilla [3]
Risk Cat. Relations ✓ × × ✓
Contextless Scoring ✓ × × ✓

Context Scoring ✓ ✓ × ×
Custom Prioritization ✓ ✓ × ✓

Qualitative Scoring ✓ × ✓ ×

as well as the risk of the service capability itself. If a service
capability is associated with no known vulnerabilities, then
only its inherent risk is assumed. The service risk Si

Rj
of

service capability Si
j is defined as

Si
Rj

:= Si
j + Si

j ·
n∑

k=0

Wr · V i,j
k . (1)

The combined service risk of device i summarizes all indi-
vidual service risks and is defined as Si

R :=
∑m

j=0 S
i
Rj

. It is
possible to extend the service risk with additional information
such as exploitability or impact of each known vulnerability.
This can be achieved by using an approach (similar to the
Bonilla et al. metric [3]) that multiplies each known vulnerabil-
ity risk V i,j

k with a corresponding exploitability Ei,j
Xk

∈ [0, 10]

and impact Ii,jMk
∈ [0, 10] score:

Si
Rj

:= Si
j + Si

j ·
n∑

k=0

Wr · V i,j
k ·

Ei,j
Xk

10
·
Ii,jMk

10
(2)

3) Context Risk: Each device i has a set of operational
contexts Ci = {Ci

1, . . . , C
i
n} that represent the device’s (des-

ignated) environment. This can include the physical location
and time of operation [18] and further aspects such as the
number of nodes that participate in the same network. The
overall context risk is defined as Ci

R :=
∑n

j=0 C
i
j . In contrast

to service capabilities and known vulnerabilities, where the
presence of an element is assigned to a static risk value, the
risk of each operational context is variable. E.g., an operational
context that measures the size of the network that a device
operates in may assign different risk scores to different net-
work sizes. This property allows the computation of a maximal
operational context risk score Cimax

R := 10 · |Ci| that serves as
an upper boundary. A device’s context risk can therefore be
expressed within a bounded range of [0, 1] via Ci

R

Cimax
R

.
4) Security Score: The context aware Security Score Si of

device i is defined in Equation 3. The score computation is
based on the sigmoid curve that, if rounded, guarantees a score
range of [0, 10]. It incorporates both the service risk Si

R and
the context risk Ci

R. The sigmoid curve is extended with two
calibration parameters µ and ν that enable scoring adjustments.
The second factor of Equation 3 can be omitted in order to
obtain a context independent (context unaware) security score.

Si :=
10

1 + e−µ·(Si
R−ν)

· Ci
R

Cimax

R

(3)

D. Security Score Threshold

Triple-S is intended to be utilized for the security risk
assessment of devices where, e.g., a certification authority
categorizes them as either secure or insecure based on the
authority’s defined security requirements. With just these two
qualitative scores, there is only one threshold that must be
established by the assessing party before security assessment:
Let ST be the Security Score Threshold with 0 < ST < 10
that maps quantitative scores to qualitative scores. Scores
considered secure lie between 0 and ST while scores between



ST and 10 are considered insecure. By applying ST on the
security score formula (cf. Equation 3), the maximal possible
service and context risks that are needed for a secure score
can be determined (cf. Equations 4 and 5).

SR = ν − 1

µ
· ln

(
10

ST · Cmax
R

CR

− 1

)
(4)

CR = min

(
Cmax

R ,
1

10
· Cmax

R · ST ·
(
1 + e−µ·(SR−ν)

))
(5)

Using these equations, it is possible to determine, to which
degree it is required to reduce a device’s service and/or context
risks in order to reach secure classification.

IV. TESTBED

Before we can evaluate Triple-S practically, we must pro-
vide a set of Triple-S scores for IoT devices. With this section,
we will first prepare risk category entries and apply those on a
collection of IoT devices. We then use the IoT device ratings
to calibrate the security score parameters.

A. Risk Categories
The base risk scores of the three risk categories can be

obtained in diverse ways, e.g., Siboni et al. [18] use an expert
questionnaire for rating service capabilities and operational
contexts and CVSS scores for rating known vulnerabilities.
The same approach can be used for Triple-S, where risk scores
may be obtained by the ratings of experts. However, we refrain
from taking this approach and instead use simple educated
guesses that are sufficient for the sake of our evaluation that
uses the same risk scores for every scoring system. We also
define additional operational context categories in order to
acknowledge more risks than considered in [18] where only
time and location of operation are included as operational
context risk.

With sufficient information provided by service capabilities
and operational contexts, we are able to utilize the CVSS for
rating known vulnerabilities, as the limitations discussed in
Section II only apply, if CVSS is used without additional
environmental information.

B. IoT Device Scoring
We use a collection of 25 IoT devices that serve various

tasks and hold different risks. For each device, we use its
technical specifications and user manuals to determine its ser-
vice capabilities and operational context risks of the intended
use cases. The known vulnerabilities are obtained by querying
the NVD [15]. For the sake of reproducibility, we consider all
known vulnerabilities, regardless whether security fixes exist,
in the range between 2002 and the 24th of March 2021. We
weight each vulnerability as described in Section III-C1 and
use the weights that are also applied in [18]: W0 = 0, W1 = 1,
W2 = 2, W3 = 4, and W4 = 8. The complete device list,
including all corresponding risk ratings, is publicly available1.

1https://www.dropbox.com/scl/fi/cie487m4ku6511azs88k4/triples.zip?
rlkey=14qes0k5674ymce2ht5kje12k&st=vp21yixp
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Fig. 2: Context unaware (left) and context aware (right)
security scores of 25 IoT devices, arranged by service risk.

C. Parameter Calibration

Before using Triple-S, the two parameters µ and ν of
Equation 3 must be calibrated. We approach this task by
first ranking all devices of the testbed according to their
service risks using Equation 1 and then manually assigning
each device to one of the qualitative risk categories Low,
Medium, High, and Critical based on the findings gathered
from the information acquisition. We then take this reference
and match it with the security scores (produced by Equation 3)
by adjusting µ and ν. With this approach, we determine that
the values µ = 0.01 and ν = 220 are best suited for the risks
encountered with our dataset. We will use those values for the
evaluation.

V. EVALUATION

With this evaluation, we analyze the behavior of Triple-S
and assess, if it meets the scoring criteria defined in Sec-
tion III-B. In a first step, we use the testbed of 25 IoT
devices defined in Section IV-B to investigate the composition
of security scores. We then explore the qualitative scoring
enabled by the security score threshold and finally compare
Triple-S to multiple existing scoring systems in accordance
with their score distributions as well as via device specific
case studies.

A. Security Score Analysis

Triple-S is influenced by multiple factors such as its risk
components and calibration parameters. Below, we analyze
both the influence of each of those factors as well as the
general functionality of the system.

1) Value Distribution: With the security score having a
bounded range, it is important that scores do not crowd
around the upper or lower boundaries as this could reduce
the expressiveness of the scoring system. This, however, is
not the case with Triple-S, as shown with the two plots of
Figure 2 that display the 25 IoT devices, mapped by service
risk and security score for both context unaware and context
aware scoring. The context aware security scores of these same
devices are less present on the score boundaries.

2) Context Risk Impact: As shown in Figure 2, context
unaware and context aware security scores differ consider-
ably. The context aware security score is, on average, 4.11
points lower than the context unaware score. By analyzing
Equation 3, one can observe that it is, in fact, not possible to
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Fig. 3: Scores of 25 IoT devices, rated by Triple-S, WRR [18], their sum of CVSS scores [6], and the Bonilla et al. metric [3].

increase a context unaware security score by adding context
information. Hence, a device’s context unaware security score
serves as a baseline that assumes the highest possible context
risk. Conversely, a context aware security score of S = 0
implies perfect environmental security, where exploitability
and impact of vulnerabilities is impossible, making the service
risk negligible.

3) Known Vulnerability Impact: The average value of the
context unaware security scores for all assessed devices is
6.58. By assuming that none of the IoT devices holds known
vulnerabilities (i.e.,

∑n
k=0 Wr · V i,j

k = 0), security scores
can be obtained that only hold information about the devices’
service capabilities. The average security score in that scenario
is 1.36. This shows that devices without any known vulner-
abilities are still associated with a certain risk. However, it
can be concluded that security scores are influenced primarily
by known vulnerabilities and that service capability risks only
play a supporting role.

B. Scoring System Comparison

With this section, we compare Triple-S to existing solutions,
including the WRR model [18], the utilization of pure CVSS
scores, and the metric introduced by Bonilla et al. [3]. For
this analysis, the 25 IoT devices assessed in Section IV-B are
ranked by their security scores, as illustrated in Figure 3. In
order to identify the differences of these scores, we perform a
case study for four devices that exhibit discrepancies in their
rankings.

In a first observation, it must be noted that all scoring
systems achieve similar results in regard to the devices ranked
least or most secure: The TP-Link M7350 router is rated least
secure, while the Philips Clearvue 850 ultrasound scanner is
rated most secure by all systems but one (Bonilla et al.).
However, the score distributions of each scoring system differ

drastically. With the WRR model, the majority of scores lie
between 50 and 150, whereas its minimum and maximum
values are, respectively, 30.53 and 328.87. The CVSS sum
approach, on the other hand, produces score values that are
more evenly distributed. The approach has, however, certain
inherent deficiencies that will come to light in the case study.
Finally, more diverse scores are produced by the Bonilla et
al. model. Unlike all other models, Bonilla et al. has access
to additional information, namely the exploitability of known
vulnerabilities, that may facilitate the high deviation. While
this can be an advantage to the WRR model and CVSS sums,
the amount of information used by Bonilla et al. may not
be enough to rate IoT devices, as further determined in the
following case study.

1) TP-Link Archer A7 AC1750: This TP-Link device is
an Internet router with a single vulnerability within its USB
interface that is of low exploitability (0.3). Given its ad-
vanced service capabilities that are typical for the device
class as well as its high context risk (high accessibility), it
is reasonable to rate the device less secure than, e.g., the
two wireless keyboards from Logitech and Microsoft that
each hold a slightly more exploitable vulnerability with a
similar CVSS score, since those devices are very limited in
service capabilities. Triple-S and WRR are able to follow this
argument, while the Bonilla et al. model fails to do so, ranking
the router on place 1 (most secure) and the keyboards on
places 5 and 6 (cf. Figure 3).

2) Philips VOIP841: The Philips VOIP841 is a Skype
compatible Internet phone with multiple vulnerabilities in its
account management services and web server. Its context
risk is low because of its limited potential to cause, e.g.,
human harm or material damage. Also, its service capabilities,
although not low in their number, are assigned to mostly low



risk. While the context unaware Triple-S assigns the device
a security score of 5.1, indicating that the device is neither
highly secure, nor highly insecure, its context aware security
score is 2.6, acknowledging the low context risk. Yet, both
the CVSS sum and the Bonilla et al. model rank the device
as one of the most insecure ones, both with different reasons:
For one, the CVSS sum cannot distinguish between multiple
medium vulnerabilities and solitary critical ones. With three
medium vulnerabilities, the phone is deemed just as insecure
as, e.g., the surveillance camera TP-Link TL-SC3130 that has
one high and one critical risk vulnerability. The Bonilla et al.
model intensifies this tendency by multiplying the numerous
low scores with exploitability scores that are particularly high
for this device. However, without the knowledge about the
operational context, exclusive reliance on exploitability has
only limited accuracy.

3) Siemens Simotics Connect 400: This Siemens device
is a wireless status monitoring tool for motors. Although it
has only one high risk vulnerability, it offers multiple service
capabilities of high risk as well as operational contexts (e.g.,
mobility and material damage potential) that are attributed
with high risk. This leads to a higher ranking by context aware
Triple-S (rank 11) than by context unaware Triple-S (rank 9).
When it comes to the WRR model, however, this device is
rated as the third most insecure one. We trace this back to
the device risk score formula of the WRR model that solely
sums the three different risk categories together [18]. This way,
the severe operational context and service capability risks are
dominantly responsible for the high risk score, whereas the
single known vulnerability has negligible impact. This affirms
the limited applicability of the WRR model to emphasize the
presence of vulnerabilities.

4) Bosch NBN-498 Dinion 2X: This Bosch surveillance
camera can operate in security-critical environments. With
only one critical vulnerability, both CVSS sum and the Bonelli
et al. model rate it as medium secure. The risky service
capabilities and the general context risk is missed by both
models. However, also the WRR model assigns the device
a medium risk. The difference to Triple-S must therefore lie
in the way the three risk categories interact with each other:
Only Triple-S weighs known vulnerabilities together with their
affected service capabilities. Because the critical vulnerability
of this Bosch device affects its web server, that itself is rated
as high risk, Triple-S rates it less secure.

VI. CONCLUSION

This work introduces a novel system termed Triple-S that
accommodates the lack of holistic solutions for the security
scoring of IoT devices. This system builds upon concepts of
existing approaches such as the WRR [18] and Bonilla et
al. [3] models. Triple-S acknowledges a comprehensive and
extensible risk set. The approach is evaluated with a testbed
of multiple IoT devices whose risks are individually rated. The
system’s beneficial behavior is successfully assessed through
a case study and comparison to existing scoring models.

We could show that Triple-S sets the most proficient pri-
orities. In the light these results, we hope that Triple-S finds
wide application in order to improve IoT security.
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