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Abstract

The Internet of Things (IoT) is permeating many aspects of every-
day life, including homes, public spaces, and industrial settings. The
growing popularity of IoT devices prompts an important challenge
of ensuring secure and reliable communication. To support direct
device-to-device communication among resource-constrained IoT
devices, lightweight authentication techniques are needed that do
not rely on trusted servers. One promising primitive for this pur-
pose are Physical Unclonable Functions (PUFs), which utilize unique
characteristics of hardware components (e.g., memory) inherent in
the manufacturing of IoT devices. Given some input, a PUF gener-
ates a unique secret value which facilitates secure and robust au-
thentication. However, current PUF-based authentication schemes
require a trusted server, incur substantial computational costs, or
lack resilience against emerging quantum computing threats.

This paper introduces AuthentiSafe, a lightweight, scalable, and
secure PUF-based authentication scheme for device-to-device au-
thentication among mutually mistrusting IoT devices. AuthentiSafe
integrates PUFs with one-time signatures and cryptographic accu-
mulators, thus eliminating the need for a trusted server. By rely-
ing exclusively on efficient cryptographic one-way hash functions,
AuthentiSafe minimizes protocol costs and accommodates low com-
putational power and very limited secure storage of IoT devices. It
also ensures security in the post-quantum era, since one-way func-
tions remain resilient to quantum attacks. We show AuthentiSafe’s
resilience against various attacks. Experiments show that it appre-
ciably outperforms three prior PUF-based authentication schemes.
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1 Introduction

The Internet of Things (IoT) is now widespread in contemporary
life, enabling continuously broadening “smart” functionality via
a multitude of inter-connected and/or internet-connected devices.
They range from simple personal and household gadgets [70] to
industrial and agricultural machinery [24]. This proliferation of in-
terconnected devices offers considerable benefits, including higher
efficiency and better user experience. Identical devices are often
grouped together in a dedicated network, interacting either directly
among themselves, or being coordinated by a central (often cloud-
based) server.

Growing popularity of IoT networks presents a significant chal-
lenge: How to attain reliable, secure, and efficient communication
among (possibly numerous) IoT devices in a network? In many
settings, direct device-to-device communication is required [12]
and relying on a trusted server is not an option. For instance, a
collection of smart-home devices can collectively monitor the envi-
ronment and autonomously take actions, e.g., a temperature sensor
can directly communicates with a thermostat to adjust room tem-
perature based on real-time data, without any intermediaries. Such
direct interaction is crucial for efficient operation of IoT devices.
At the same time, IoT devices have become attractive targets for
attacks, especially via remote software compromise. The infamous
Mirai botnet [4] that in 2016-1018 infected and zombified (for DoS
purposes) a great number of consumer routers and IP cameras is
one prominent example of such attacks. The threat is exacerbated
by the immense popularity of just a few device types, e.g., Amazon
Echo, Ring doorbell, Google Home, Blink cameras, etc.

Problem Statement. How to establish secure device-to-device
communication in IoT networks [75] in the presence of possible
device compromise?

We assume that, once a device is compromised, the adversary can
fully control it by arbitrarily altering its functionality. Without ap-
propriate security measures, a compromised device can negatively
impact other devices, e.g., by reporting false measurements that
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lead to inappropriate actions. Also, the adversary can introduce
rogue devices, which can report false data to other devices and
corrupt the entire network.

One straightforward solution is to adopt well-known security tech-
niques, such as public key cryptography. However, this is too com-
putationally intensive (in terms of time and resource usage, e.g.,
RAM size) for resource-constrained IoT devices. Further, secure
storage of secrets (e.g., RNG seeds and private and/or shared keys),
requires complex specialized hardware that is not generally un-
available on lower-end IoT devices, such as trusted execution envi-
ronments. Moreover, even without these two issues, most public
key cryptographic techniques are not future-proof. Quantum com-
puters [49], using algorithms such as Shor’s [69], can efficiently
solve problems that form the basis of security for many public
key techniques, e.g., integer factorization and discrete logarithms.
Specifically, popular public key methods, such as those based on
elliptic curves [1] or RSA [61, 71] become vulnerable in a post-
quantum world. Therefore, there is a critical need for alternative
security techniques that enable future-proof secure device-to-device
communication in IoT networks.

PUF-based Authentication. IoT devices can implement Physi-
cally Unclonable Functions (PUFs) to derive a unique hardware
fingerprint for each device. Each PUF’s uniqueness arises from
natural variations in the hardware manufacturing process. It is
invoked by a challenge to which a PUF responds with a unique
identifier specific to its hardware and that challenge. Coupled with
the challenge, the unique response forms a challenge-response pair
(CRP). By varying the challenge, a given PUF can produce multiple
CRPs, which act as device fingerprints and can be used to address
the inter-device trust in IoT networks. When two devices interact,
authenticity of communicated information can be validated using
their respective PUFs. Overall, PUFs enable IoT devices to generate
confidential information, such as keys, on demand, which can then
be used for authentication. Thus, a PUFs can support authentication
without any secure storage on a device.

Existing Methods. There are numerous PUF-based authentication
methods [2, 3, 7-10, 15, 17, 19, 21, 23, 35, 37, 39, 44, 48, 56, 72, 73,
717, 81, 82]. Some of them depend on a trusted server to maintain
valid CRPs of each PUF. This dependency increases computational
and maintenance overhead for the IoT network and creates a single
point of failure as well as an attractive attack target. Other tech-
niques that do not require a trusted server [11, 18, 22, 25, 41, 45]
are computationally intensive, resource-heavy, or offer weaker se-
curity assurances. Since IoT devices tend to have limited hardware
resources, such techniques are impractical for many real-world
IoT applications. Furthermore, these many prior techniques use
cryptographic algorithms susceptible to quantum computing, thus
making them unsuitable for future-proof security.

Desired System. An ideal solution should allow secure communi-
cation between mutually suspicious IoT devices, without relying on
a trusted server. Hence, the solution must support direct device-to-
device authentication while (1) avoiding excessive computational
load, (2) not requiring trusted hardware, and (3) using quantum
computing-resistant cryptography.

Contributions. This paper makes the following contributions:
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e We propose AuthentiSafe, a novel and lightweight PUF-based
device-to-device authentication scheme tailored for resource-
constrained IoT devices. AuthentiSafe eliminates the reliance
on a trusted server storing confidential data. Furthermore,
AuthentiSafe is the first approach considering the limited
computational power and storage capabilities of IoT devices,
making it a practical solution for secure authentication in
real-world setups. Additionally, the approach stands in it’s
future-proof nature as it solely relies on methods robust
against post-quantum attackers.

o In AuthentiSafe, IoT devices generate confidential PUF re-
sponses which are converted into publicly verifiable informa-
tion that can be used for message authentication using one-
time signatures.This way AuthentiSafe obviates the need for
a trusted server.

o AuthentiSafe uses one-time signatures which rely on light-
weight cryptographic hash functions. This results in efficient
processing of PUF responses and message authentication.
The exclusive reliance on one-way hash functions makes
AuthentiSafe post-quantum secure.

o AuthentiSafe takes advantage of cryptographic accumula-
tors (Merkle trees [47]) to compress one-time signature data
into fixed-size representations for creating public identifiers
for IoT devices. Use of Merkle trees as accumulators allows
AuthentiSafe to efficiently represent the public identifiers of
one-time signatures while facilitating sub-linear verification,
suitable for IoT devices with meager resources.

e We conducted a systematic evaluation of AuthentiSafe on
two off-the-shelf IoT development boards. AuthentiSafe ex-
hibited significant performance advantages, achieving au-
thentication and verification times of 13ms and 33ms, re-
spectively, when using cryptographic hardware acceleration.
This represents a runtime improvement of 11 to 17 times
in comparison with competing methods. Without hardware
accelerators, the measured times were 177ms and 230ms, cor-
responding to a 6 to 9-fold improvement. These results con-
firm AuthentiSafe’s feasibility and efficiency in real-world
IoT scenarios.

Overall, we propose the first scheme offering device-to-device au-
thentication while meeting key requirements: avoiding excessive
computations, not relying on trusted hardware, and ensuring future-
proof security against post-quantum attacks.

Outline. The remaining part of the paper is organized as follows.
Sect. 2 provides background information. Next, Sect. 3 outlines
the use case and details the challenges. The proposed framework
AuthentiSafe is introduced in Sect. 4, followed by a comprehensive
security analysis in Sect. 5. Sect. 6 presents results of the exper-
imental evaluation, followed by the discussion in Sect. 7. Lastly,
Sect. 8 overviews related work, and Sect. 9 concludes the paper.

2 Background

Below, we provide the necessary background information about
AuthentiSafe’s building blocks. First, we discuss PUFs and their
role in authentication. Then, we introduce One-Time Signatures in
general in and the Winternitz scheme as instantiation. Lastly, we
depict cryptographic accumulators with focus on Merkle trees.
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Physical Unclonable Functions (PUFs). A PUF is a hardware
security primitive that exploits the inherent variabilities due to man-
ufacturing imperfections [34]. These distinct variations can be mea-
sured and used to create unique outputs, so-called responses, when
provided with inputs, called challenges, thus forming challenge-
response pairs (CRPs). It has been observed that multiple PUFs of
the same type produce vastly different responses when queried
with the same challenge. This phenomenon is attributed to the fact
that the response depends on both the specific challenge and on the
unique physical properties of a given PUF. It can thus be assumed
that the probability of two PUFs of the same type generating the
same response to a given input challenge is extremely low. Conse-
quently, PUFs have been widely employed in a variety of security
applications, including device authentication, key generation, and
intellectual property protection [42, 54, 83]. Unlike traditional cryp-
tographic keys, PUFs are not stored in memory and hence cannot
be copied or tampered with [67]. PUFs are classified as weak or
strong, based on the number of unique CRPs[46, 62] they can gen-
erate. Weak PUFs can generate a limited number of CRPs, usually
linearly with respect to the challenge size. In contrast, strong PUFs
can generate an exponential number of potential CRPs [20].

PUF-based Authentication. PUF-based authentication is an inter-
active protocol between a prover and a verifier, designed to confirm
the former’s possession of a specific PUF. The verifier challenges
the prover to generate the correct response for a challenge, thereby
authenticating the PUF. PUF-based authentication schemes have
two primary phases:

Enrollment Phase. The verifier generates a set of random (and dis-
tinct) challenges and requests the corresponding responses from
each prover’s PUF. The resulting CRPs are securely stored in a
database maintained by the verifier. This one-time process must
be conducted in a secure environment to ensure confidentiality
and integrity of the responses. It is typically done by the device
manufacturer prior to device deployment.

Authentication Phase. For each authentication attempt, the verifier
selects a random CRP from the database and transmits the chal-
lenge to the prover. The prover invokes its PUF with this challenge,
obtains a response, and sends it to the verifier. Authentication suc-
ceeds if the received response matches that in the CRP. To prevent
replay attacks, the current CRP is removed from the database after
each authentication attempt.

One-Time Signatures. One-Time Signatures (OTS) offer a unique
approach to ensure authenticity and integrity. OTS enable secure
message signing using a key-pair: A public key for verification
and a private key for signing. The term "one-time" stems from the
constraint that each key-pair is used to sign only a single message.
OTS schemes are usually based on a cryptographic one-way hash
function. This ensures that anyone can verify a signed message
using the public key (hash of a private key), while only the private
key holder can generate a valid signature. The main benefits of
OTS schemes are simplicity and efficiency. They typically require
much less computation than traditional public key-based signature
schemes, such as RSA [60] or (EC)DSA [53]. They thus represent an
attractive choice for devices with limited computational resources.
However, an important limitation of OTS schemes is the need to
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Figure 1: Exemplary overview of the Winternitz OTS Scheme.

generate a new key-pair for every message. This requirement poses
challenges in term of key management and storage. Due to this
constraint, OTS schemes are less flexible than traditional public
key schemes mentioned above. In this work, we integrate OTS
with PUFs to develop a novel authentication system. PUFs can
produce numerous unique key-pairs as CRPs, thus addressing the
OTS limitation. Furthermore, using OTS allows us to transform
confidential CRP databases into publicly verifiable data. Our system
is instantiated using the Winternitz OTS scheme described below.

Winternitz OTS (WOTS). The WOTS scheme [16] is a hash-based
OTS designed to provide secure and efficient signatures. It re-
lies solely on cryptographic hash functions, making it resistant
to quantum attacks. This makes WOTS a valuable primitive in
post-quantum cryptography. Also, because each key-pair is only
used once, WOTS avoids vulnerabilities associated with traditional
signature schemes where keys are reused. The architecture of the
WOTS scheme is illustrated in Fig. 1. Overall, the scheme consists
of three main phases:

Key Generation. Here, the signer generates a private key, consisting
of a set of random numbers (red in Fig. 1). For each element in this
set, a corresponding public key element is derived by iteratively
applying a cryptographic hash function a predetermined number of
times, e.g., 15 times in Fig. 1.1 This process results in individual hash
chains originating from each private key element. The collective
set of hashed values forms the public key (green in Fig. 1).

Signing. The signing process begins by hashing the message to
produce a message digest, which consist of the two characters,
H and I at the bottom in Fig. 1. This digest is then converted to
bits, in Fig. 1 with ASCIIL. The bit sequences are then divided into
multiple parts according to the Winternitz parameter w, which
dictates the number of bits processed simultaneously. In Fig. 1, we
use w = 4, resulting in the digest being split into equal 4-bit parts.
Each part determines the number of times the hash function is
applied to the corresponding private key element, e.g., four times
for the first 4-bit sequence, as illustrated by the grey square boxes at
the bottom of Fig. 1. Subsequently, the hash function is iteratively

'We hash 15 times because the example uses 4-bit messages parts. Those can encode
the numbers from 0 to 15, hence we hash 2* — 1 = 15 times.
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applied the determined number of times, forming the signature
(orange in Fig. 1). A crucial component of the WOTS scheme is
the checksum (depicted on the right in Fig. 1). The checksum is
used to verify the integrity of the signed message. It is computed
by summing the values derived from the message digest parts (in
the gray square boxes) and subtracting them from a predetermined
maximum value, which is the amount of hashes required to generate
the public key (green in Fig. 1), which is 4 - 15 = 60 in Fig. 1. This
checksum is included as part of the (orange) signature. In Fig. 1,
4+ 8+ 4+ 9 = 25 hash operations have already been conducted
to generate the signature, which is the sum of all hashes used in
its construction. Since a total of 60 hashes were used to form the
public key (green), 35 hash operations remain. To prevent message
manipulation, this number is appended to the message digest and
processed similarly to form the checksum.

Verification. The verifier performs the remaining hash functions
needed to generate the public key elements from the signature (or-
ange to green in Fig. 1). The verifier also recomputes the checksum
from the received message parts and compares it to the checksum
included in the signature, ensuring that no part of the message has
been altered. If the checksum is correct and the re-generated public
key matches the public key initially provided by the signer, the
signature is valid.

The Winternitz parameter defines how to interprete the input mes-
sage, e.g., one input can have four bits or eight bits. Accordingly, the
length and the number of the hash chains are adapted. Essentially,
the Winternitz parameter directly influences both the signature
length and the computational complexity of signature generation
and verification. A higher Winternitz parameter value reduces the
signature length, which minimizes bandwidth. However, this in-
curs increased computational cost for both signature generation
and verification. Conversely, a lower Winternitz parameter value
results in longer signatures but speeds up signing and verification.
This trade-off is advantageous in scenarios where computational
resources are limited (e.g., [oT devices) and bandwidth is less critical.
In practice, Winternitz parameters of four or eight are commonly
used, since they offer a good balance between computational effort
and signature size taking into account factors such as available
computational resources, bandwidth, and storage capacity.

Cryptographic Accumulator. Cryptographic accumulators are
compact data structures that use cryptographic primitives to achieve
sub-linear time complexity for set membership operations, e.g., effi-
ciently verify whether a given element is part of a set. Initially intro-
duced by Benaloh and De Mare [13] for document time-stamping,
cryptographic accumulators have since been adopted in various ap-
plication domains. Their use can significantly reduce the overhead
of set membership checking while minimizing storage requirements.
A prominent example is the Merkle tree [47], a (usually binary) tree
where leaves represent hashes of set elements. The value of each
non-leaf node is computed in a bottom-up fashion by hashing the
values of its children. Thus, the final value, called a root, aggregates
all other nodes in the Merkle tree. To prove that a given element
(leaf) is part of the set represented by an Merkle tree, it is necessary
to convince the verifier that leaf, plus values of all sibling nodes
on the path to the root form that root. This proof is logarithmic in
terms of the set size, i.e., the number of leaves. This is in strong
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contrast with proving membership by sending a signed list of all
elements or hashes thereof.

3 Problem Statement

We consider large IoT networks that connects heterogeneous IoT
devices from mutually mistrusting stakeholders. These stakeholders
play crucial roles in deploying, operating, and maintaining their IoT
devices within a heterogeneous and extensive ecosystem. The IoT
devices within the network interact both within and across their
stakeholders’ boundaries to generate, collect, and share information
directly. App. Fig. 5 shows an example of such a network.

Problem. In complex IoT networks, trust is a critical issue. Without
safeguards, the potential for malicious activities, such as message
manipulation, increases significantly and can compromise the over-
all reliability and security of the IoT network. Mistrust among
stakeholders complicates establishing trust, influenced by several
correlated challenges discussed below.

C1 - Distributed Nature of IoT. The distributed nature of IoT net-
works complicates consistent security management across the en-
tire system, requiring decentralized approaches to authentication
and access control. Hence, each stakeholder typically operates un-
der distinct administrative controls and adheres to varying security
policies, making it challenging to establish a uniform trust land-
scape across the network. This results in the absence of universally
accepted security standards and protocols, which hinders interoper-
ability and comprehensive security implementation across devices
and platforms, particularly those from different vendors. The lack
of standardization affects security and impacts overall efficiency
and effectiveness of 10T ecosystems.

C2 - Central Trusted Party. However, trust can be facilitated through
the implementation of centralized trusted parties provided by indi-
vidual stakeholders. These trusted entities serve to verify device
authenticity and establish trust across a decentralized network. In
networks operated by mutually distrustful parties, the establish-
ment of consensus on a shared entity to manage confidential infor-
mation presents a significant challenge due to conflicting interests
and security concerns of different stakeholders. Hence, stakeholders
often implement their own solutions tailored to their specific device
ecosystem. While these solutions may be effective within a limited
scope, they are inherently unable to extend to a large and hetero-
geneous IoT network that interconnects various heterogeneous
devices from multiple vendors and stakeholders.

C3 - Network Fluctuation. The trust challenge is further compounded
by the dynamic nature of IoT networks, where devices frequently
join or leave, and network topology evolves continuously. This
fluidity demands trust establishment mechanisms that are robust
and adaptable to changing networks.

C4 - Constrained Resources. The diversity of device types and capabil-
ities complicates the implementation of uniform and robust security
measures. Resource-constrained IoT devices limit the complexity
of security protocols, requiring adaptive solutions that scale across
various devices while maintaining a consistent level of protection.

C5 - Adversarial Hardware Access. Furthermore, IoT devices often

operate in unattended and/or remote locations, which increases
their susceptibility to tampering and physical attacks. This prompts
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additional security concerns that traditional network security mea-
sures do not adequately address.

C6 - Post-Quantum Threat. Quantum computing threatens cur-
rent cryptographic systems, adding urgency to develop quantum-
resistant, efficient trust mechanisms for IoT networks.

Desired System. Our goal is to establish distributed trust, enabling
direct interactions between mutually mistrusting devices within
an IoT network. The proposed scheme must address the challenges
mentioned above. Thereby, post-quantum security is crucial, en-
suring long-term protection of communications and data integrity
against quantum-capable adversaries. Additionally, the solution
must support heterogeneous hardware, operating efficiently across
various devices without extensive customization. It should also
function without relying on advanced secure hardware, such as
trusted execution environments or secure storage, to accommodate
the resource limitations of many IoT devices.

Threat Model. Our adversary model combines the Dolev-Yao
framework [27] with the non-volatile memory adversary para-
digm [6]. According to the former, the adversary is assumed to
control communication channels and is, thus, capable of replay,
interception, and spoofing of messages. Based on the latter, the ad-
versary is also assumed to have physical access to devices, which en-
ables extraction of any information stored in non-volatile memory.
This model is particularly pertinent to IoT environments, as IoT de-
vices are frequently deployed in public or semi-public spaces, which
increases their vulnerability to physical tampering and unautho-
rized access. Further, IoT devices are often designed with simplicity
and cost-effectiveness in mind. Thus, they frequently lack secure
or tamper-resistant hardware, which makes them more susceptible
to direct physical access or manipulation. By considering an ad-
versary that controls the network and is capable physical memory
extraction, our model reflects realistic and significant threats faced
by IoT devices in real-world deployments.

Our approach uses PUFs and cryptographic hash functions. Security
of each of these underlying techniques is assumed and considered
outside the scope of this work. Additionally, relay attacks, that
can be mitigated by distance bounding techniques are excluded,
which is a common assumption for authentication schemes. Simi-
larly, Denial of Service (DoS) attacks are excluded. We note the goal
of authentication protocols is to verify the identities of users or
entities. They are not intended to protect against or mitigate, DoS at-
tacks, which target resource availability. Effective mitigation of DoS
attacks requires specialized countermeasures tailored to specific
attack characteristics, distinct from the mechanisms used in authen-
tication protocols. Lastly, although side-channel attacks would have
a limited impact on our protocol, they remain outside the scope of
this discussion. We assume that the manufacturer produces honest,
non-malicious hardware and adheres to the enrollment protocol.

4 Design

The primary objective of AuthentiSafe is to provide a lightweight,
post-quantum secure authentication mechanism for resource con-
strained IoT devices within a large, unified network of intercon-
nected devices from multiple mutually mistrusting stakeholders.
AuthentiSafe is specifically designed to operate without a central
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trusted party and is sufficiently lightweight to be deployed across a
diverse and extensive array of heterogeneous devices. Our scheme’s
efficiency enables both prover and verifier capabilities even on
highly resource-constrained IoT devices, effectively addressing the
challanges outlined in Sect. 3. Therefore, AuthentiSafe integrates
Physical Unclonable Functions (PUFs), one-time signature (OTS)
schemes, and cryptographic accumulators, as introduced in Sect. 2.

4.1 Overview

In AuthentiSafe, IoT devices leverage their internal PUF to generate
confidential information in the form of challenge-response pairs
(CRPs) used for authentication purposes. Those CRPs can be con-
sidered similar to a cryptographic key, but instead of being stored
on the device, they are generated on demand. Our scheme uses
a freshly generated CRP as basis for each authentication process.
Hence, even if a PUF response is compromised at a certain time, it is
only valid for a single authentication process. To allow verification
of the authentication without relying on the impractical overhead
of maintaining large confidential CRP databases, AuthentiSafe ef-
fectively transforms previously confidential CRP information into
public information using one-time signature (OTS) schemes. This
public data does not leak any information about the underlying con-
fidential data, namely the concrete CRPs, but enables the verifier to
authenticate. Thereby, the OTS solely relies on cryptographic hash
functions, which are post-quantum secure. Additionally, we use
a cryptographic accumulator to organize this public information,
reducing its size and improving the verification performance for the
verifier. Accumulators offer a space-efficient representation of data
as well as sub-linear verification effort, making them particularly
well-suited for resource-constrained IoT devices.

Overall, AuthentiSafe offers a flexible solution suitable for resource-
limited IoT devices, combining on-demand PUF-based authentica-
tion with efficient public verification mechanisms. Therefore, it
offers efficient PUF-based authentication without relying on large
and confidential CRP databases. PUF-based authentication schemes
typically consist of two phases: an enrollment phase and an au-
thentication phase (cf. Sect. 2). Our scheme follows this established
structure, with both phases designed to leverage the unique prop-
erties of PUFs while addressing the specific needs of IoT devices.

Enrollment Phase. AuthentiSafe conducts the standard enroll-
ment phase, generating CRPs from its PUF within a secure environ-
ment during the manufacturing process. However, our scheme goes
beyond the traditional enrollment approach, which typically stops
at storing the generated CRPs confidentially in a secure database
hosted by the verifier. Instead, AuthentiSafe takes the generated
raw and confidential PUF responses and transforms them into infor-
mation that is still related to the original PUF response and allows
verification, but does not leak information about the underlying PUF
response. To achieve this, we utilize a OTS scheme, transforming
each PUF response into the public key of a OTS. This transformed
information is then stored in a publicly accessible repository, en-
suring that the authentication process does not rely on confidential
data stored on a trusted server. Consequently, the manufacturer’s
role is confined to the initial setup: generating the CRPs, converting
them into individual OTS public keys, and publishing them. The
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manufacturer has no involvement in subsequent authentication pro-
cesses. Upon completing enrollment, all stored PUF responses are
securely deleted by the manufacturer. This approach establishes a
foundation for a more transparent and decentralized authentication
system. Additionally, to ensure efficient verification, we accumulate
the individual public identifiers into a cryptographic accumulator
to allow for efficient sublinear verification. This structure not only
enhances the scheme’s efficiency but also provides a compact rep-
resentation of the device’s authentication data.

Authentication Phase. This phase of AuthentiSafe involves two
parties: the prover and the verifier, mirroring standard PUF-based
authentication processes. The protocol’s primary objective is to en-
able the prover to demonstrate its identity to the verifier by proving
possession of the actual PUF. This phase is designed to leverage the
unique properties of PUFs while ensuring security and efficiency.
The prover holds a counter value (described later in Sect. 4.2), which
serves as PUF challenge for the current authentication process and
is subsequently incremented. To pass the authentication process
in AuthentiSafe, the prover must produce a valid OTS of the pro-
vided authentication challenge using its PUF. The process unfolds
as the prover first generates the confidential PUF response. This
response is then used for the creation of the private key in a OTS
scheme (red in Fig. 1). Subsequently, the message signature (orange
in Fig. 1) is generated. The message and the constructed signature is
subsequently transmitted to the verifier. Upon receiving the signed
message, the verifier first creates the public key of the OTS scheme
(green in Fig. 1). Following this, the verifier checks if the public
key of the used OTS actually belongs to the prover. This is done
by fetching the public cryptographic accumulator created during
the enrollment phase and conducting a membership set test. If the
test is passed, the authentication is considered successful. This ap-
proach offers several advantages. It eliminates the need for storing
secret information on the verifier’s side, significantly enhancing
security. The use of OTS ensures that each authentication attempt
is unique, effectively preventing replay attacks. The cryptographic
accumulator structure allows for efficient verification and com-
pact representation of the enrolled elements, which is particularly
beneficial for resource-constrained devices. Moreover, the public
nature of the verification data enables a more transparent and poten-
tially decentralized authentication process, aligning with modern
trends in secure system design. By combining PUF-based key gen-
eration with OTS and cryptographic accumulators for verification,
AuthentiSafe provides a robust, efficient, and secure authentication
mechanism. This makes it particularly suitable for IoT devices and
other resource-constrained environments where traditional crypto-
graphic methods might be impractical or too resource-intensive.

4.2 Counter-Based PUF

Our PUF implementation incorporates an important feature: an
integrated monolithic counter that enhances the security and re-
liability of the authentication system. This counter, matching the
challenge length (e.g., 128 bits), is embedded directly into the PUF
hardware and automatically increments with each query to the PUF.
The current value of the counter serves as the challenge input to
the PUF, ensuring that no challenge is never used twice. This aligns
with PUF constructions previously proposes in works such as [57]
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Figure 2: WOTS private keys are created by hashing PUF
responses instead of using random values.

or [29]. This mechanism ensures that a new PUF response is used
for every authentication process. While the counter progression
is deterministic, the PUF responses remain unpredictable due to
the inherent properties of the PUF, providing a perfect balance
of reliability and security. This approach eliminates the need for
external challenge generation or storage, simplifies the overall sys-
tem design, and maintains the unpredictability and unclonability
properties of the PUF while providing a structured authentication
sequence. The counter-based challenge system aligns well with our
implementation of OTS and cryptographic accumulator verifica-
tion, as it naturally produces a sequence of unique challenges that
can be efficiently managed and verified within our authentication
framework. It is important to note, that the final step in the en-
rollment phase involves a critical security measure concerning the
counter. The manufacturer resets the PUF counter to its initial state
and then permanently disables the reset mechanism by blowing
a fuse. This irreversible process is of utmost importance as it en-
sures the integrity of the counter and prevents any unauthorized
manipulation of its initial state. By rendering the reset mechanism
inoperable, we significantly enhance the overall security of the
authentication system, making the device ready for deployment in
real-world scenarios.

4.3 Details

In the following sections, we will delve into the detailed mecha-
nisms of AuthentiSafe. We will begin by precisely outlining the
enrollment and authentication processes, followed by a discussion
on the publicly accessible data.

Enrollment Phase. AuthentiSafe’s enrollment process involves
key steps to establish a secure foundation for future authentication.
This phase is essential for setting up the infrastructure needed for
secure device communications. Initially, the counter of the PUF is
set to 0, establishing a clean starting point. The enrollment process
then proceeds by querying the PUF a predetermined amount of
times. This sequential querying generates a series of PUF responses
(PRs). Each of these PRs is unique due to the inherent properties of
the PUF and the incrementing counter value used as a challenge.
Following the generation of the PRs, each PR is utilized to create
a public key for a OTS. For AuthentiSafe, we chose the Winter-
nitz One-Time Signature (WOTS) scheme (cf. Sect. 2), a variant of
OTS renowned for its efficiency, strong security properties, and
post-quantum resistance. These characteristics make it particularly
well-suited for our PUF-based authentication system designed for
resource-constrained devices. Instead of using random values as
private key in WOTS (red in Fig. 1), we use the PRs to generate
a unique private key. Thereby, as visualized in Fig 2, the PR is at-
tractively hashed with a hash function to construct random values
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Figure 3: Construction of public data by AuthentiSafe.

that are based on the PR. While the implementation of WOTS and
AuthentiSafe is independent from a concrete hash function, this
hash function must be different to the one used in WOTS, but stem
from the same function family.? To derive a WOTS public key, we
follow the regular WOTS scheme (including checksum generation).
This method ensures that a single PUF response is securely ex-
tended and processed to form a secure and reliable WOTS private
and subsequently public key (red and green in Fig. 1). By carefully
choosing the Winternitz parameter, we can balance the trade-off
between signature size and computational complexity, adapting
to the specific requirements of resource-constrained IoT devices.
This approach not only provides strong security guarantees but
also efficiently uses the limited resources of IoT devices.

The enrollment phase results in a series of WOTS public keys (green
dots in Fig. 3). To enhance efficiency and reduce storage require-
ments, the public key of each WOTS are aggregated into a single,
fixed-size representation by hashing the key values with the WOTS
hash function. This hash results in the WOTS public identifier
(blue boxes in Fig. 3). The identifiers of all CRPs of one device are
then accumulated into a cryptographic accumulator, which sig-
nificantly reducing the amount of data that needs to be stored or
transmitted for verification purposes. While various accumulator
structures exist and could be used, we instantiated AuthentiSafe
using a Merkle tree [47] since it perfectly aligns with the nature
of WOTS; both schemes are fully based on cryptographic hash
functions. In line with modern decentralized security practices, the
accumulator value, the Merkle root (green box in Fig. 3), is then
published on a distributed ledger. This approach ensures trans-
parency and makes the verification data publicly accessible while
maintaining its integrity. Concurrently, the individual public iden-
tifiers are stored using the InterPlanetary File System (IPFS) [26].3
With all necessary information now publicly available, the manu-
facturer no longer needs to retain PUF responses and has deleted
all data related to the enrollment process. This enrollment pro-
cess establishes a secure, efficient, and tamper-resistant foundation
for our PUF-based authentication system. It leverages the unique
properties of PUFs, the security of WOTS, the efficiency of hash

2We use a different hash function, as otherwise parts of the private key could be
reflected in the signature. Different hash functions from the same family share similar
characteristics but produce different outputs for the same input, enhancing security
by reducing the risk of collision and pre-image attacks.

3IPFS, a distributed file system, provides a robust and decentralized storage solu-
tion, further enhancing the system’s resilience against potential attacks or data loss.
Alternative storage solutions are discussed in Sect. 7.
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Figure 4: Authentication phase of AuthentiSafe.

functions, the space-efficiency of cryptographic accumulators and
the robustness of distributed storage systems to create a novel and
lightweight solution for secure device authentication. This marks
the conclusion of the enrollment phase, transitioning the device to
the authentication phase.

Authentication Phase. The authentication process involves a
sequence of carefully coordinated steps to ensure secure commu-
nication and verification between the prover and the verifier. The
process, as visualized in Fig. 4 unfolds as follows: 1) To initialize
authentication, the prover reads the current value of the integrated
counter, which serves as the input to the PUF. The PUF generates a
corresponding response based on this counter value. Importantly,
querying the PUF automatically increments the counter, ensuring
a unique challenge for each authentication attempt. The generated
PUF response is used to generate the private key of the WOTS
scheme (red dots in Fig. 4). Thereby, the generation of the private
key follows the same mechanism used in the enrollment phase.
2) Next, the WOTS private key is used to generate the message
signature within WOTS (orange dots in Fig. 4). 3) Once finished, the
message together with the signature is transmitted to the verifier.
4) Upon receiving the signed message, the verifier first computes
the public keys of the WOTS (green dots in Fig. 4). This allows the
verifier to check the checksum of the message essentially detecting
any potential tampering. If the checksum is valid, the verifier cre-
ates the WOTS public identifier (blue box in Fig. 4) by hashing the
public key. 5) The verifier must confirm that the calculated WOTS
public identifier has been previously enrolled. Therefore, the veri-
fier accesses the cryptographic accumulator of the prover’s device,
which contains all public identifiers registered during enrollment.
A successful membership set test confirms the prover’s identity and
message authenticity. To do so, the verifier requests the correspond-
ing Merkle path for the generated identifier value and uses it to
generate the Merkle root by hashing the received elements starting
with the identity value along the path. If the generated Merkle
root matches against the prover’s Merkle root generated during the
enrollment phase, the verifier can be sure that the authentication is
valid. Notably, IoT devices, initially serving as verifiers, can also be
enrolled during the manufacturing phase, enabling them to func-
tion as provers when needed. This dual functionality enhances the
flexibility and security of the IoT network.

5 Security Analysis

This section provides an informal security analysis of AuthentiSafe
by examining potential attacks, assessing their impact, and dis-
cussing possible mitigation strategies. We focus solely on the secu-
rity of AuthentiSafe itself and exclude any vulnerabilities related
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to the underlying technologies, such as distributed ledgers, PUF
implementations, or cryptographic primitives.

Replay Attack. Replay attacks pose a significant threat to authen-
tication schemes, particularly when an adversary gains control
over the network. In such an attack, the malicious actor intercepts
valid authentication messages and retransmits them later to imper-
sonate a legitimate party. This can be especially effective against
protocols that lack measures to ensure message freshness. However,
this vulnerability can be effectively mitigated by incorporating a
verifier-supplied nonce into the authentication process. For each
authentication attempt, the verifier generates a unique, random
nonce and sends it to the prover. The prover must include this
nonce in the message to be signed. When the verifier receives the
signed message, it checks both the validity of the signature and
that the included nonce matches the one it just sent. This approach
ensures that the received information is fresh and not replayed.
Even if an attacker intercepts a valid authentication message, it
cannot be successfully reused because it would contain an outdated
nonce. The verifier would recognize that the nonce in the replayed
message doesn’t match the current nonce it issued, thus detecting
the replay attack.

Message Integrity. An adversary attempting to compromise the
authentication scheme might intercept a message signed by an
honest prover and try to alter its content. However, this attack
is effectively prevented by the checksum mechanisms built into
the signature scheme. If the adversary modifies the message and
attempts to adjust the signature by applying additional hash oper-
ations to certain parts, it would inevitably disrupt the validity of
the signature’s checksum. The resulting signature would be invalid
and easily detected by the verifier in step four of Fig. 4. To create a
valid signature for the altered message, the adversary would need
to adjust the checksum accordingly. This adjustment would require
reducing the hash values of the checksum components, which is
equivalent to reversing a cryptographic hash function. Given the
one-way nature of cryptographic hash functions, this operation is
computationally infeasible even for quantum computers.

Key Forgery Attack. A key forgery adversary might attempt to un-
dermine the authentication system by generating their own WOTS
private and public key and using it to sign messages, impersonating
a legitimate prover. Although this approach allows the adversary
to create a technically valid signature, the attack is ultimately fu-
tile. During the verification process, the system checks the public
identifier of the used WOTS against a Merkle tree generated for the
honest prover during the enrollment period. Since the adversary’s
forged key was not part of this initial enrollment, its public identi-
fier is absent in the Merkle tree. This mismatch enables the verifier
to detect and reject the adversarial attempt, effectively neutralizing
the key forgery attack.

Manipulation of Public Information. The security of the au-
thentication system extends to the protection of public information
stored during the enrollment phase. A key component of this pro-
tection is the storage of device identifiers, such as accumulators
or their root nodes, on a distributed ledger using smart contracts.
These contracts are designed to grant exclusive write privileges
to the manufacturer, while maintaining public read access. This
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approach creates a robust safeguard against tampering attempts.
While the stored information remains transparent and accessible
to all network participants, the restriction on write access effec-
tively prevents unauthorized modifications to the data on the dis-
tributed ledger. The system also utilizes IPFS [14] for storing public
identifiers of WOTS public identifiers. Although this data could
potentially be subject to manipulation, the authentication process
incorporates safeguards against such attempts. Any alterations,
including modifications to Merkle paths, would result in failed
membership tests during verification, leading to the rejection of
the authentication attempt (step 5 in Fig. 4). Notably, while such
tampering attempts could potentially disrupt service availability,
they fall under the category of Denial of Service (DoS) attacks,
which are beyond the scope of the threat model outlined in Sect. 3.

Extract Non-volatile Memory. While an adversary with physical
access to an IoT device might attempt to extract sensitive infor-
mation stored in non-volatile memory through techniques like
memory dumping, AuthentiSafe is designed to mitigate such risks.
The key security feature lies in its on-demand generation of au-
thentication data in the form of PUF responses, rather than persis-
tent storage of sensitive data. Hence, confidential authentication
credentials are not stored in the device’s non-volatile memory. In-
stead, they are generated on demand during the authentication
process when required, leveraging the unique physical characteris-
tics of the device and are not stored directly on the prover device.
Thereby, the adversary cannot gain any confidential information
by extracting non-volatile memory. The prover device does main-
tain an integrated counter, which an adversary could potentially
read. However, this counter alone provides no meaningful insight
into the authentication process. The actual authentication response
is intrinsically tied to the device’s physical attributes, making it
resistant to simple extraction or replication.

Temporary Device Compromise. In IoT environments, devices
may become temporarily compromised due to software vulnerabili-
ties. However, these vulnerabilities can be patched, restoring the
device to its secure state. Schemes that generate an asymmetric key
from the PUF response, such as those proposed in [25, 31, 32, 68, 76],
are vulnerable because the same PUF response is reused for every
authentication session. Once an adversary gains access to this PUF
response, they can indefinitely impersonate the device, even after it
has been cleaned. In contrast, AuthentiSafe significantly limits the
adversarial impact by using a new PUF response for each authenti-
cation session. Each session employs a distinct element from the
PUF to derive a fresh private key. If an adversary gains access to
the device, they can only compromise the elements of the currently
used WOTS key. However, for the next authentication process, a
fresh PUF response is used, rendering the previously compromised
information useless. This approach enhances security by ensur-
ing that past compromises do not have a lasting impact, providing
robust protection against temporary device compromises.

6 Implementation & Evaluation

Below, we first outline our hardware and software configuration,
detailing the microcontrollers used and the relevant works for
comparison. Next, we offer a more in-depth discussion of the imple-
mentation details in Sect. 6.1. Finally, Sect. 6.2 and Sect. 6.3 present
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Table 1: Authentication runtime (in s) and clock cycles (10°).

LPC55569-EVK board Accelarati'on No Accelera.tion
Cycles [ Time | Cycles [ Time
Felicetti et al. [31] 65.12 0.43 320.09 2.13
Samra et al. [63] 34.59 0.23 162.71 1.09
Petzi et al. [51] 31.92 0.21 329.05 2.19

AuthentiSafe (w = 4) 1.80 0.01 | 24.59 0.16
AuthentiSafe (w = 8) 12.05 0.08 | 166.17 1.11

the runtime performance evaluation and the assessment of memory
consumption, respectively.

Hardware. To demonstrate AuthentiSafe’s efficiency and practical-
ity, we implemented the scheme on two distinct IoT development
platforms, representing a range of modern IoT device capabilities.
The first platform, the LPC55569-EVK from NXP Semiconductors, is
a 32-bit microcontroller and features an Arm Cortex-M33 processor
operating at up to 150 MHz, with 640 KB of flash memory and 320
KB of SRAM. The second platform, the Atmel ATmega1284P-XPLD,
represents a highly resource-constrained environment. This 8-bit
microcontroller runs at 20 MHz, with 128 KB of flash memory and
16 KB of SRAM, contrasting significantly with the LPC55569-EVK
in terms of computational resources. We implemented a software-
simulated PUF to mimic hardware behavior, enabling protocol eval-
uation with perfect PUF responses, thereby focusing on protocol
features. Similar PUF outputs can be achieved with hardware PUFs
and appropriate error correction, as outlined in Sect. 7.

Software. To demonstrate the advantages of AuthentiSafe, we
implemented three recently proposed PUF-based authentication
schemes on both IoT development platforms, comparing their per-
formance with AuthentiSafe. The first scheme, proposed by Fe-
licetti et al. [31], uses PUF responses to generate ECDSA signa-
tures [74] for message authentication. This method derives the
ECDSA private key directly from a PUF response, linking the de-
vice’s hardware properties to its cryptographic functions. The sec-
ond scheme, introduced by Samra et al. [63], features an innovative
key management approach. It encrypts a private key using AES,
with the encryption key derived from the PUF response. This en-
sures that key decryption is only possible with the correct PUF
response, binding the private key’s security to the PUF’s unique
characteristics. The third scheme, proposed by Petzi et al. [51], em-
ploys zero-knowledge proofs in PUF-based authentication. This
method verifies the PUF response’s correctness without revealing
the actual output, enhancing security by maintaining the confiden-
tiality of the PUF data while enabling robust authentication.

Hardware Accellerator. The LPC55569-EVK board includes a ded-
icated cryptographic hardware accelerator, enhancing security and
processing efficiency for cryptographic tasks. Specifically, the board
features a CASPER hardware accelerator for elliptic curve cryptog-
raphy and a HASHCRYPT accelerator supporting SHA-1 and SHA-2,
including SHA-256. While AuthentiSafe utilizes HASHCRYPT for
SHA-256 acceleration, related schemes that rely on elliptic curve
cryptography leverage CASPER acceleration to ensure optimal run-
time and a fair comparison.
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Table 2: Runtime comparison in seconds.

l Atmel ATmega1284P board H Authentication | Verification

Felicetti et al. [31] 11.68 7.30
Samra et al. [63] 6.80 7.30
Petzi et al. [51] 6.90 7.20
AuthentiSafe (w = 4) 2.59 2.87
AuthentiSafe (w = 8) 20.90 21.32

By testing AuthentiSafe on diverse platforms and comparing it
with three recently proposed PUF-based authentication schemes,
we offer a comprehensive evaluation of its performance, resource
utilization, and scalability across various [oT device categories. The
following sections detail our implementation methodology, present
experimental results, and analyze the scheme’s efficiency and adapt-
ability in real-world applications, providing valuable insights into
AuthentiSafe’s relative merits and potential applications across a
range of hardware configurations.

6.1 Implementation

To maintain uniformity and eliminate potential performance dis-
crepancies arising from library variations, we carefully selected and
utilized optimal cryptographic libraries for each platform (see de-
tails below). We reimplemented previous works, as no source code
was publicly available, using C for all implementations to ensure
efficiency and portability across embedded systems. This choice
leverages C’s performance and portability across various embedded
platforms. We utilized SHA-256 [28] as the hash function across all
schemes, given its widespread adoption and reliability. However,
any other hash function can be utilized, offering the same level of
security depending on its cryptographic properties. For schemes
involving elliptic curve operations, we employed the SECP256R1
curve [40], a NIST-standardized curve recognized for its strong se-
curity and computational efficiency. By maintaining consistency in
our implementations and carefully selecting platform-appropriate
libraries, we aimed to create a level playing field for comparison.
This strategy ensures that any observed performance differences
can be attributed to the inherent characteristics of each authen-
tication scheme and the capabilities of the respective hardware
platforms, rather than discrepancies in library efficiency or imple-
mentation techniques.

Used Libraries. For the implementations on the LPC55S69-EVK,
we employed mbedTLS [5] as our cryptographic library, while for
the Atmel ATmega1284P, we opted for AVR-Crypto-Lib. MbedTLS,
developed and maintained by Arm, is a comprehensive and widely
respected cryptographic toolkit specifically optimized for embedded
devices. Its robust feature set and efficient implementation make it
an ideal choice for our microcontroller platform. The AVR-Crypto-
Lib is specifically designed and optimized for AVR devices, ensuring
that our implementation on this more resource-constrained plat-
form benefits from tailored cryptographic routines. AVR-Crypto-
Lib’s lightweight nature and AVR-specific optimizations allow for
efficient utilization of the ATmega1284P’s limited resources.
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Table 3: Verification runtime (s) and clock cycles (10°).

Accelaration | No Acceleration
Cycles [ Time | Cycles [ Time
Felicetti et al. [31] 36.55 0.24 | 332.68 2.22
Samra et al. [63] 36.55 0.24 | 332.68 2.22
Petzi et al. [51] 42.90 0.29 | 331.01 2.21
AuthentiSafe (w = 4) 1.58 0.01 | 21.34 0.14

AuthentiSafe (w = 8) 12.16 0.08 | 187.59 1.25

LPC55569-EVK board

6.2 Runtime Evaluation

Below, we evaluate AuthentiSafe’s runtime against the three other
schemes. Notably, these schemes offer lower security since they
are not post-quantum secure, while AuthentiSafe relies solely on
cryptographic hash functions for post-quantum security. Hence,
as the results demonstrate, AuthentiSafe is both more secure and
superior in performance.

Autentication Process. The results of our runtime evaluation of
the authentication for all four analyzed schemes executed on the
LPC55569-EVK are presented in Tab. 1. The reported execution
times are the average results of 100 runs. Given that this board
is equipped with a cryptographic hardware accelerator, our eval-
uation considers both scenarios: with the accelerator active and
disabled. For AuthentiSafe, we utilized two different Winternitz
parameters, w = 4 and w = 8, to assess the impact of this pa-
rameter. For the other schemes, the same parameters as in the
original papers were used. Our analysis clearly demonstrates that
AuthentiSafe significantly outperforms all previously evaluated
schemes in both scenarios, whether the hardware accelerator is
enabled or not. For instance, for w = 4, AuthentiSafe needs 0.01s,
while others take between 0.21s and 0.43s, equaling an improve-
ment between 95.45% to 97.73%. One interesting observation is that
for w = 4, AuthentiSafe without hardware acceleration is still faster
than all other analyzed schemes with hardware acceleration show-
ing its superiority. Although the execution times increase for w = 8,
AuthentiSafe continues to outperform most other schemes with
hardware acceleration beside Samra et al. [63], which has slightly
better runtime. For the Atmel ATmega1284P, the runtime evaluation
results of the authentication process in seconds are presented in
Tab. 2. Since this device lacks cryptographic hardware acceleration,
we report only the execution times of the software-only implemen-
tation. The results exhibit a pattern similar to those observed on
the LPC55S69-EVK. Specifically, AuthentiSafe with a Winternitz
parameter of w = 4 significantly outperforms all its competitors,
achieving execution times that are less than half of theirs. Especially,
AuthentiSafe with w = 4 ran 2.59s, while others needed between
6.80s and 11.68s, equalling an improvement of 61.91% to 77.82%.
This clearly demonstrates the superior efficiency of AuthentiSafe in
terms of computational effort. However, increasing the Winternitz
parameter to w = 8 significantly raises execution time to 20.90s,
making it less practical for low-end devices like the ATmega1284P.
This suggests that w = 4 is a more suitable parameter for such
constrained hardware, offering a better balance of efficiency and
performance. This evaluation highlights the importance of param-
eter selection in cryptographic implementations, particularly on
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resource-limited devices. The choice of w = 4 for AuthentiSafe pro-
vides a compelling case for its adoption in low-power and low-cost
embedded systems.

Verification Process. To evaluate the performance of AuthentiSafe,
we used a Merkle path length of 25, corresponding to a Merkle tree
size of 225, which represents a total of 33,554,432 enrolled responses.
The results for the LPC55569-EVK are illustrated in Tab. 3. The
evaluation reveals a pattern similar to that observed in the authenti-
cation process. AuthentiSafe, with its Winternitz parameter config-
urations, significantly outperforms the three previously analyzed
schemes in both scenarios, with and without hardware acceleration.
For instance without hardware acceleration, AuthentiSafe needs
0.14s for w = 4, while others take around 2.22s, resulting in an
improvement of up to 94.1%. Notably, although the authentication
performance of the approach by Samra et al. [63] without hard-
ware acceleration was comparable to AuthentiSafe with w = 8, as
shown in Tab. 1, AuthentiSafe demonstrates significantly superior
performance in the verification phase, as reported in Tab. 3, and
achieves even greater improvements when hardware acceleration
is available. An important observation from our evaluation is that
the verification execution times for the schemes proposed by Fe-
licetti et al. [31] and Samra et al. [63] are identical. This is due to the
fact that both approaches utilize the same verification mechanism.
These results underscore the efficiency of AuthentiSafe in the veri-
fication process, further undermining its advantage over existing
schemes, particularly in resource-constrained environments. The re-
sults for evaluating the verification process on the ATmega1284P are
displayed in Tab. 2. We observed similar results as those obtained
during the authentication evaluation. Specifically, AuthentiSafe
with a Winternitz parameter of w = 4 significantly outperformed
all other schemes, achieving execution times that were more than
twice as fast as its competitors. This highlights the efficiency and
speed advantage of AuthentiSafe in the verification process, mak-
ing it highly suitable for resource-constrained devices. However,
similar to the authentication evaluation, increasing the Winternitz
parameter to w = 8 resulted in a significantly increased execution
time. This emphasizes that while w = 8 may offer other benefits
such as shorter signature sizes, it is not the optimal choice for
low-end devices. Thus, w = 4 remains the preferred parameter for
instantiating AuthentiSafe on such devices, balancing performance
and efficiency effectively. This reinforces AuthentiSafe’s advan-
tages, particularly with w = 4, in achieving superior verification
performance on low-power embedded systems.

6.3 Memory Consumption

This section compares the memory consumption of AuthentiSafe
against three other authentication schemes [31, 51, 63] for IoT
devices. Given the resource constraints of IoT environments, min-
imizing memory usage is critical for practical deployment. We
assess each scheme’s memory requirements during key operations,
specifically authentication and verification. The results, based on
evaluations conducted on the LPC55569-EVK, are presented in App.
Tab. 4. For AuthentiSafe, two scenarios were analyzed (w = 4 and
w = 8) to examine the impact of this parameter on memory usage.

Tab. 4 shows that in our implementation, all data was allocated on
the stack, resulting in no heap usage due to the chosen library. In
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contrast, elliptic curve parameters were allocated on the heap be-
cause the library generates them. Overall, AuthentiSafe with w = 4
required 4030 bytes, improving memory consumption by 9.56% to
50.36% compared to related works, which used between 4456 and
8120 bytes. While w = 4 was optimal for runtime, w = 8 yielded
better memory efficiency, requiring only 2418 bytes. This demon-
strates the trade-off between runtime and memory consumption, as
AuthentiSafe hashes more frequently but uses fewer hash chains.

7 Discussion

Below, We will discuss key factors affecting AuthentiSafe’s func-
tionality, starting with limited authentication processes, PUF drift,
large-scale networks, network disruptions, and device personaliza-
tion. Additionally, we discuss accumulator selection, the storage
system’s role, and the impact of the Winternitz parameter in App. C.

Limited Authentication Keys. Potential concerns about the prover
potentially exhausting its authentication keys, given that one key

is invalidated in each time slot, are mitigated by the capabilities of
modern PUF implementations. These typically offer 256-bit chal-
lenges and responses [78, 79], yielding potential of 225 unique

responses. This vast pool allows the prover to enroll a sufficient

number of keys to last throughout the typical lifecycle of an or-
dinary IoT device. In our evaluation, we considered enrolling 22°

responses, resulting in 33,554,432 possible authentication processes.
To put this into perspective, consider a standard 10-year lifecycle

for an IoT device. With this number of enrolled responses, a device

could perform over 9,000 authentications per day, or one every

10 seconds, which should be more than adequate for almost any
scenario. Moreover, the computational effort for the IoT device only
increases logarithmically with the tree height, allowing for the en-
rollment of even more PUF responses if necessary. This scalability
ensures that the system can adapt to various operational require-
ments without significant performance degradation. This example

underscores that, given the vast number of possible PUF responses

and the ability to reuse each response multiple times through hash

chains, the likelihood of a prover exhausting its authentication keys

is extremely low. This holds true even under extended periods of in-
activity or prolonged operation, providing a robust and long-lasting

authentication solution for IoT devices.

PUF Drift. PUF drift [38] poses a potential risk to the reliability of
AuthentiSafe. However, this challenge is inherent to all PUF-based
systems, and several mitigation strategies have been proposed in
response. These include drift-resistant PUF designs [58, 59], er-
ror correction techniques [65, 80], software-based approaches to
counter PUF drift [38], and majority-voting mechanisms [64]. Each
of these methods is aimed at enhancing the long-term reliability of
PUFs and can be integrated with AuthentiSafe.

Large-Scale IoT Settings. AuthentiSafe is compatible with thou-
sands of devices, as it utilizes only public information for authenti-
cation. As the network expands, the memory and computational
demands for devices remain unchanged.

Disrupted Network Connection. Since all data required for a
message from the prover to the verifier is locally available at the
prover’s end, the prover can prepare the message at any time and
transmit it as soon as a network connection is available. Similarly,
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the verifier does not depend on a continuous connection to the
prover for verification but only needs access to publicly available
information. Therefore, in AuthentiSafe, network disruptions do
not impact the overall flow of the protocol.

Device Personalization. To enhance the security of a device, clas-
sical authentication methods (e.g., passwords or biometric infor-
mation) can be integrated into the protocol. The counter value can
be combined with this information during both enrollment and
authentication. This approach presents a potential extension for
AuthentiSafe.

8 Related Work

Research on Physical Unclonable Function (PUF) based authentica-
tion falls into two categories: single-use and reuse strategies. Single-
use methods generate unique challenge-response pairs (CRPs) for
one-time authentication, while reuse methods employ the same
pairs across multiple sessions.

Single-Use Approaches. PUF-based authentication strategies fol-
lowing the single-use approach have evolved along two primary
paths. The first, exemplified in works such as [17, 19, 21, 44, 72, 73,
77]. These approaches involve generating an extensive challenge-
response pair database during enrollment. Each authentication
event utilizes a unique CRP, which is subsequently discarded. The
second path leverages machine learning techniques. As demon-
strated in [43, 56], these methods use the initial CRP set to train
models capable of authenticating PUF responses without storing in-
dividual pairs. Despite their differences, both strategies impose sig-
nificant confidential data storage demands on the verifier since they
either require maintaining a large CRP database or necessitate stor-
ing complex predictive models. In both cases, the verifier must have
significant secure storage capabilities making them unsuitable for
resource-constraint IoT devices. In contrast, AuthentiSafe operates
entirely on publicly available data generated during the enrollment
phase, effectively shifting the storage burden from resource-limited
IoT devices to public storage solutions, without the need for a
trusted third party.

To mitigate storage challenges on resource-limited devices, re-
searchers have explored alternative architectures. One approach, as
seen in [9, 22, 23, 35], involves delegating PUF data management
to a trusted third party. This entity securely stores confidential
information on the verifier’s behalf. Another strategy, exemplified
in [2, 15, 18, 33, 36, 39, 45, 48, 81], introduces a trusted interme-
diary to facilitate secure communication between parties. These
schemes either authenticate the prover on behalf of the verifier or
establish an authenticated channel between devices. While inno-
vative, these approaches still fall within the first category, as they
merely shift the storage burden to a trusted third party rather than
eliminating it. In contrast, AuthentiSafe eliminates the need for a
trusted third party to store any information, as all data required
for authentication is publicly available and outsourced to public
storage solutions.

Notably, the work of Beckmann et al. [11] is different from those
works. The authors propose Public PUFs (PPUFs), where each
prover device has a public simulation of its internal PUF for verifi-
cation. This eliminates the need to store confidential PUF responses.
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However, the proposed simulator’s complexity (requiring approx-
imately 1013 clock cycles per verification) renders it impractical
for resource-constrained IoT devices, which cannot efficiently per-
form such computationally intensive verifications. AuthentiSafe is
significantly less computationally expensive and relies solely on
publicly available information.

Multi-Use Approaches. This second category of systems utilizes
PUF responses across multiple authentication procedures.

Zhang et al. [84] introduce a scheme using group signatures based
on bilinear pairings and Merkle trees to enable anonymous authen-
tication for IoT devices. In this approach, IoT devices must construct
and securely store a Merkle tree for future authentication sessions.
However, this is impractical for typical resource-constrained IoT de-
vices due to their limited computational power and storage capacity.
Additionally, the use of bilinear pairings during the authentication
process exposes the protocol to vulnerabilities from post-quantum
adversaries. In contrast, AuthentiSafe relies exclusively on post-
quantum secure cryptography and offloads the storage of Merkle
trees to public storage solutions, thereby avoiding additional com-
putational or storage burdens on the IoT devices.

Felicetti et al. [31, 32] proposed combining PUFs with ECDSA [74]
for secure digital signatures. Their approach uses PUF responses
to generate ECDSA key pairs on demand, eliminating the need for
persistent key storage. When a signature is required, the system
queries the PUF, uses its response to derive an ECDSA key pair, and
signs the message with the private key. Shariq et al. [68] followed
the same approach by using the PUF response to generate a secret
key on demand but used less common Schnorr signatures [66] in-
stead of ECDSA. In both approaches, this method enhances security
by avoiding long-term key storage and tightly coupling each signa-
ture to the device’s unique physical characteristics. However, the
approaches rely on computationally expensive public-key cryptog-
raphy and lack post-quantum security, limiting future viability. In
contrast, AuthentiSafe addresses these limitations, offering a more
efficient and future-proof solution.

Delavar et al. [25] introduced an authentication scheme that enables
the reuse of PUF responses usage of the Okamoto proof system [50].
This approach faces two significant drawbacks. Firstly, its reliance
on complex cryptographic operations poses challenges for deploy-
ment on resource-limited IoT devices. Secondly, the protocol’s de-
sign is limited to a single-verifier model, which fails to address the
needs of modern IoT ecosystems where multiple stakeholders often
require verification capabilities. Additionally, the Okamoto proof
system is not post-quantum secure. In contrast, AuthentiSafe re-
lies exclusively on lightweight post-quantum secure cryptographic
primitives, making it both more efficient and future-proof.

Prada-Delgado et al. [55] propose an authentication scheme that
integrates PUFs with the computational hardness of the XLPN prob-
lem [52]. While each individual round of this protocol is highly
efficient, achieving adequate soundness requires over 100 iterations.
This necessity leads to substantial communication overhead, poten-
tially rendering the scheme impractical for resource-constrained
IoT devices with limited bandwidth and power capabilities. In com-
parison, AuthentiSafe requires only a single protocol round for
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authentication, significantly reducing both the computational and
communication burdens on the devices.

Petzi et al. [51] introduced a technique called challenge concealment
combined with a zero-knowledge proof system for authentication,
demonstrating knowledge of the correct PUF response without re-
vealing it. However, the cryptographic operations of this approach
are significantly more expensive compared to AuthentiSafe. Addi-
tionally, the employed cryptosystem lacks post-quantum security.

Samra et al. [63] proposed using the PUF response as a symmetric
key to encrypt a pre-generated private elliptic curve key. During
enrollment on the device, this private key is stored encrypted with
the PUF response. For authentication, the PUF response is used to
decrypt the private key, which is then employed for authentication
purposes. While this approach avoids the need for regenerating
the private key, as seen in [31] and [68], the utilized elliptic curve
cryptography is significantly more computationally intensive than
AuthentiSafe and lacks post-quantum security.

In summary, existing PUF-based authentication schemes typically
fall into one of two categories: either they adopt a single-use ap-
proach, requiring large amounts of confidential storage to manage
challenge-response pairs (CRPs) or machine learning models re-
lated to CRPs, or they reuse the same CRP multiple times to avoid
dependence on confidential databases. AuthentiSafe introduces a
novel solution by combining the advantages of both approaches. It
employs a fresh CRP for each authentication process, preventing
response reuse while eliminating the need for confidential informa-
tion during verification. Additionally, AuthentiSafe is more efficient
than previous schemes and stands out as the first PUF-based au-
thentication protocol to offer post-quantum security. This makes it
not only more secure but also highly suitable and future-proof for
resource-constrained IoT devices.

9 Conclusion

Motivated by the need for a lightweight and future-proof authen-
tication scheme for resource-constrained IoT devices, we propose
AuthentiSafe, a PUF-based authentication scheme that blends single-
use and multi-use approaches, inheriting the advantages of both. It
utilizes PUFs to generate fresh authentication keys combined with
the Winternitz one-time signature scheme to build a PUF-based
authentication system based entirely on publicly verifiable informa-
tion. Furthermore, the usage of a Merkle tree enables efficient veri-
fication even on resource-constrained devices. Compared to other
PUF-based authentication schemes that require large databases or
confidential information, AuthentiSafe offers faster execution times
and is the first post-quantum secure scheme, as it solely relies on
cryptographic hash functions, providing a future-proof alternative
to currently existing solutions.
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A Visualization of Problem Scenario

In this paper, we consider large IoT networks with heterogeneous
IoT devices from mutually mistrusting stakeholders. App. Fig. 5
shows an example of an IoT network with IoT devices that interact
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both within and across their stakeholders’ boundaries to generate,
collect, and share information.

loT Network

B ® A (o7 devices

Stakeholder A
Stakeholder B
¥ Stakeholder C

Figure 5: Multi-Stakeholder IoT Network.

B Additional Experimental Results

Below, we provide the results for the memory consumption experi-
ments discussed in Sect. 6.3.

Table 4: Memory Consumption in Bytes.

Authentication | Verification
Stack [ Heap | Stack [ Heap
Felicetti et al. [31] 1,900 2,120 1,900 | 2,200 || 8,120
Samra et al. [63] 2,200 260 1,900 | 2,200 || 6,560

LPC55569-EVK board Sum

Petzi et al. [51] 328 1,900 328 1,900 || 4,456
AuthentiSafe (w = 4) || 1,260 0 2,770 0 4,030
AuthentiSafe (w = 8) || 688 0 1,730 0 2,418

C Additional Discussion

The following provides an extended discussion of our approach,
serving as a supplementary addition to Sect. 7.

Influence of Winternitz Parameter. The total length of the signa-
ture is determined by the output length n of the used hash function
and the Winternitz parameter w. Let n be the length of the used
hash function (typically 256 bits for SHA-256). We first calculate
= rlogzﬁil , which represents the number of w-bit blocks needed
log, (£1(w—1

1,
representing the number of w-bit blocks needed to encode the
checksum. The length ¢ = #; + 5 gives us the number of w-bit
strings required for the WOTS scheme. Selecting the Winternitz
parameter requires consideration of the system’s requirements, in-
cluding computational resources, bandwidth, and storage capacity.

to encode the message. We then determine ¢, = |

Accumulator Selection. The accumulator used within AuthentiSafe
is a Merkle tree [47], providing security based on cryptographic
hash functions. While Merkle trees offer a robust and well-established
solution, alternative data structures could be explored. An inter-
esting alternative would be the use of probabilistic data structures,
such as the cuckoo filter [30]. This data structure significantly re-
duces the amount of data to be stored while enabling even faster
verification via membership tests compared to Merkle trees, with
the slight trade-off of introducing a small probability of false posi-
tives. Although not suitable for high-risk environments where false
positives are unacceptable, cuckoo filters might present a viable
alternative for low-risk environments where devices are severely
limited in terms of storage and computational resources.
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File System used and its Necessity. To instantiate AuthentiSafe,
we decided to store the individual terminal values on the InterPlan-
etary File System (IPFS) [14] for easy access during verification.
However, other solutions can be used instead, such as cloud storage.
Since the confidentiality of this data is not an issue, any storage
solution that provides the necessary information availability during
verification can be employed. The only necessity is that the system
can provide the required Merkle path efficiently. An alternative
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approach to fully remove the public storage requirement would be
to have the prover device generate the required values on-demand
and transmit them together with the revealed chain element. This
approach eliminates the need for public storage apart from the
accumulator (or at least it’s root node) but places additional compu-
tational overhead on the IoT device. As a result, this solution may
be more suitable for more powerful IoT devices or devices equipped
with hardware acceleration for cryptographic hash functions.
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